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Introduction

This chapter describes IBM Spectrum Virtualize implemented in a cloud environment and
referred to as IBM Spectrum Virtualize for Public Cloud. A brief overview of the technology
behind the product introduces the drivers and business values of using IBM Spectrum
Virtualize in the context of public cloud services. It also describes how the solution works from
a high-level perspective.

IBM Spectrum Virtualize Software only is available starting with IBM Spectrum Virtualize
V7.7.1. This publication describes IBM Spectrum Virtualize for Public Cloud V8.1.1.

This chapter includes the following topics:

1.1, “Introduction to IBM Spectrum Virtualize for Public Cloud” on page 2
1.2, “IBM Spectrum Virtualize for Public Cloud” on page 4

1.3, “Use cases for IBM Spectrum Virtualize for Public Cloud” on page 11
1.4, “Licensing” on page 14

v

vvyy
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1.1 Introduction to IBM Spectrum Virtualize for Public Cloud

Companies are currently undergoing a digital transformation and taking architecture
decisions that determine how their business is going to operate in the next couple of years.
They recognize the value to deliver services via cloud, and the majority of them are already
using public cloud to some degree. The role of the cloud is maturing, and more considered as
a platform for innovation and business value. The cloud is a key enabler to drive
transformation and innovation for IT agility and new capabilities.

Nevertheless, one of the challenges for these organizations is how to integrate those public
cloud capabilities with the existing back-end. Organizations want to retain flexibility without
introducing new complexity or requiring significant new capital investment.

Cloud integration can occur between different endpoints (cloud-to-cloud, on-premises to
off-premises or cloud to non-cloud) and at different levels within the cloud stack: infrastructure
layer, service layer and, for example, at the application layer or at the management one.
Within the infrastructure as a service (laaS) domain, storage layer integration is often the
most attractive approach for ease of migration and replication of heterogeneous resources
and data consistency.

In this sense, coming from the IBM Spectrum Storage™ family, IBM Spectrum Virtualize for
Public Cloud supports clients in their IT architectural transformation and transition towards the
cloud service model, enabling hybrid cloud strategies or, for cloud-native workload, providing
the benefits of familiar and sophisticated storage functionality on the public cloud data
centers, enhancing the existing cloud offering.

Running on-premises (on-prem), IBM Spectrum Virtualize software supports capacity built
into storage systems, and capacity in over 400 different storage systems from IBM and other
vendors. This wide range of storage support means that the solution can be used with
practically any storage in a data center today and integrated with its counter part IBM
Spectrum Virtualize for Public Cloud, which supports IBM Cloud block storage offering in its
two variants: Performance and Endurance storage options.

1.1.1 The evolution of IBM SAN Volume Controller

2

IBM Spectrum Virtualize represents the software engine of IBM SAN Volume Controller. The
core software, when extracted from the IBM SAN Volume Controller storage appliance, is
deployable as a software solution on general-purpose hardware. The software version further
extended to include and support standardized public cloud infrastructure is represented by
IBM Spectrum Virtualize for Public Cloud, and described in this publication.

IBM SAN Volume controller is based on an IBM project started in the second half of 1999 at
the IBM Almaden Research Center. The project was called COMmodity PArts Storage
System or COMPASS. However, most of the software has been developed at the IBM Hursley
Labs in the UK. One goal of this project was to create a system that was almost exclusively
composed of commercial off the shelf (COTS) standard parts. Yet, it had to deliver a level of
performance and availability that was comparable to the highly optimized storage controllers
of previous generations.

COMPASS also had to address a major challenge for the heterogeneous open systems
environment, namely to reduce the complexity of managing storage on block devices. The
first documentation that covered this project was released to the public in 2003 in the form of
the IBM Systems Journal, Vol. 42, No. 2, 2003, “The software architecture of a SAN storage
control system” by J. S. Glider, C. F. Fuente, and W. J. Scales.

Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



The article is available at this website.
The first release of IBM System Storage SAN Volume Controller was announced in July 2003.

IBM Spectrum Virtualize Software only is a software-defined storage (SDS) implementation
that provides all the capabilities and functions of the IBM SAN Volume Controller and was
announced in 2016. It runs on supported Intel hardware that the customer supplies.

This SDS layer is designed to virtualize and optimize storage within the data center or
managed private cloud service. Whether in an on-premises private or managed cloud
service, this offering reduces the complexities and cost of managing SAN FC- or iSCSI-based
storage while improving availability and enhancing performance. For more information, see
Implementing IBM Spectrum Virtualize software only, REDP-5392.

Part of the IBM Spectrum family, IBM Spectrum Virtualize for Public Cloud (released in 2017)
is the solution adapted for public cloud implementations of IBM Spectrum Virtualize Software
only. At the time of the writing of this book, the software supports the deployment on any
Intel-based cloud bare-metal servers (not virtualized environment) and is backed by the
storage available on the public cloud catalog.

The license pricing aligns with the monthly consumption model of both servers and back-end
storage within IBM Cloud. IBM Spectrum Virtualize for Public Cloud provides a new solution
to combine on-premises and cloud storage for higher flexibility at lower cost for a
comprehensive selection of use cases complementing the existing implementation and
options for IBM Spectrum Virtualize and IBM SAN Volume Controller.

Table 1-1 shows the features of IBM Spectrum Virtualize for both on-premises and public
cloud products at a glance.

Table 1-1 IBM Spectrum Virtualize features at-a-glance

On-premises Public Cloud
Storage Built- in and more than 400 different | IBM Cloud Performance and
supported systems from IBM and others Endurance storage
Licensing Tiered cost per TB (IBM SAN Volume | » Simple, flat cost per capacity
approach Controller) or per enclosure (Storwize | » Monthly licensing
family)
Platform » |IBM SAN Volume Controller, IBM Cloud bare-metal server
Storwize family, IBM infrastructure
FlashSystem® V9000,
FlashSystem 9100
» VersaStack, software only
Reliability, Integrated RAS capabilities Flexible RAS: IBM Cloud and software
availability, and RAS capabilities
serviceability
(RAS)
Service IBM support for hardware and IBM support for software in the IBM
software Cloud environment
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1.2 IBM Spectrum Virtualize for Public Cloud

Designed for software-defined storage environments, IBM Spectrum Virtualize for Public
Cloud represents the solution for public cloud implementations and includes technologies that
both complement and enhance public cloud offering capabilities.

For example, traditional practices that provide data replication simply by copying storage at
one facility to largely identical storage at another facility aren’t an option where public cloud is
concerned. Also, using conventional software to replicate data imposes unnecessary loads
on application servers. More detailed use cases will be analyzed further in Chapter 5, “Typical
use cases for IBM Spectrum Virtualize for Public Cloud” on page 119.

IBM Spectrum Virtualize for Public Cloud delivers a powerful solution for the deployment of
IBM Spectrum Virtualize software in public clouds, starting with IBM Cloud. This new
capability provides a monthly license to deploy and use IBM Spectrum Virtualize in IBM Cloud
to enable hybrid cloud solutions, offering the ability to transfer data between on-premises data
centers using any IBM Spectrum Virtualize-based appliance and IBM Cloud.

With a deployment designed for the cloud, the IBM Spectrum Virtualize for Public Cloud can
be deployed in any of over 25 IBM Cloud data centers around the world where, after
provisioning the infrastructure, an install script automatically installs the software.

1.2.1 Primers of storage virtualization and software-defined-storage

4

The term virtualization is used widely in IT and applied to many of the associated
technologies. Its usage in storage products and solutions is no exception. IBM defines
storage virtualization in the following manner:

» Storage virtualization is a technology that makes one set of resources resemble another
set of resources, preferably with more desirable characteristics.

» Itis a logical representation of resources that is not constrained by physical limitations and
hides part of the complexity. It also adds or integrates new functions with existing services
and can be nested or applied to multiple layers of a system.

The aggregation of volumes into storage pools enables us to better manage capacity,
performance, and multiple tierings for the workloads. IBM Spectrum Virtualize for Public
Cloud provides virtualization only at the disk layer (block-based) of the 1/O stack, and for this
reason is referred to as block-level virtualization, or the block aggregation layer. For the sake
of clarity, the block-level volumes provided by the IBM Cloud are exposed as iSCSI target
volumes, and are seen by IBM Spectrum Virtualize managed disk (MDisk).

These MDisks are then aggregated into a storage pool, sometimes referred to as a managed
disk group (mdiskgrp). IBM Spectrum Virtualize then creates logical volumes (referred to as
volumes or VDisks) which are striped across all of the MDisks inside of their assigned pool.

The virtualization terminology is included into the wider concept of software-defined storage
(SDS), an approach to data storage in which the programming that controls storage-related
tasks is decoupled from the physical storage hardware. This separation allows SDS solutions
to be placed over any existing storage systems or, more generally, installed on any
commodity x86 hardware and hypervisor.

Shifting to a higher level in the IT stack allows for a deeper integration and response to
application requirements for storage performance and capabilities. SDS solutions offer a full
suite of storage services (equivalent to traditional hardware systems) and federation of
multiple persistent storage resources: internal disk, cloud, other external storage systems, or
cloud/object platforms.
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In general, SDS technology leverages the following concepts:

»

Shared nothing architecture (or in some cases a partial or fully shared architecture): with
no single point of failure and nondisruptive upgrade.

Scale-up or scale-out mode: adding building blocks for predictable increase in capacity,
performance and resiliency.

Multiple classes of service: file-based, object-based, block-based, auxiliary/storage
support service. SDS solutions maybe also be integrated together into a hybrid or
composite SDS solution.

High availability (HA) and disaster recovery (DR): able to tolerate level of availability and
durability as self healing and adjusting.

Lower TCO: lowering the TCO for those workloads capable of using SDS.

1.2.2 Benefits of IBM Spectrum Virtualize for Public Cloud

IBM Spectrum Virtualize for Public Cloud offers a powerful value proposition for enterprise
and cloud users who are searching for more flexible and agile ways to deploy block storage
on cloud. Using standard Intel servers, IBM Spectrum Virtualize for Public Cloud can be
easily added to existing cloud infrastructures to deliver additional features and functionalities,
enhancing the storage offering available on public cloud catalog. The benefits of deploying
IBM Spectrum Virtualize on a public cloud platform are two-fold:

» Public cloud storage offering enhancement

IBM Spectrum Virtualize for Public Cloud enhances the public cloud catalog by increasing
standard storage offering capabilities and features improving specific limitations:

— Snapshots: a volume’s snapshots occur at high-tier storage with no options for
lower-end storage tier. Using IBM Spectrum Virtualize, the administrator has more
granular control, enabling a production volume to have a snapshot stored lower-end
storage.

— Volume size: most cloud storage providers have a maximum volume size (typically a
few TB) that can be provided which can be mounted by a few nodes. At the time of
writing, IBM Spectrum Virtualize allows for up to 256 TB and up to 20,000 host
connections.

— Native storage-based replication: replication features are natively supported but are
typically limited to specific data center pairs, to a predefined minimum recovery point
objective (RPO). They are accessible only when the primary volume is down. IBM
Spectrum Virtualize provides greater flexibility in storage replication allowing for
user-defined RPO and replication between any other system running IBM Spectrum
Virtualize.

New features for public cloud storage offering

IBM Spectrum Virtualize for Public Cloud introduces to the public cloud catalog new
storage capabilities as those features available on IBM SAN Volume Controller and IBM
Spectrum Virtualize, not available by default. These additional features provided on public
cloud are mainly related to hybrid cloud scenarios and its support to foster all those
solutions for improved hybrid architectures:

— Replication or migration of data between on-premises storage and public cloud storage

In a heterogeneous environment (VMware, bare metal, Hyper-V, and so on), replication
consistency is usually achieved through storage-based replica peering cloud storage
with primary storage on premises. Due to standardization of storage service model and
inability to move its own storage to a cloud data center, the storage-based replica is
usually achievable only by involving an SDS solution on premises.
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In this sense, IBM Spectrum Virtualize for Public Cloud not only offers data replication
between Storwize family, FlashSystem V9000, FlashSystem 9100, IBM SAN Volume
Controller, or VersaStack and Public Cloud, but extends replication to all types of
supported virtualized storage on-premises. Working together, IBM Spectrum Virtualize
and IBM Spectrum Virtualize for Public Cloud support synchronous and asynchronous
mirroring between the cloud and on-premises for more than 400 different storage
systems from a wide variety of vendors. In addition, they support other services, such
as IBM FlashCopy® and IBM Easy Tier®.

— Disaster recovery strategies between on-premises and public cloud data centers as
alternative DR solutions

One of the reasons to replicate is to have a copy of the data from which to restart
operations in case of emergency. IBM Spectrum Virtualize for public cloud enables this
for virtual and physical environments, thus adding new possibilities compared to
software replicators in use today that handle virtual infrastructure only.

— Benefit from familiar, sophisticated storage functionality in the cloud to implement
reverse mirroring

IBM Spectrum Virtualize enables the possibility to reverse data replication to offload
from Cloud Provider back to on-premises or to another Cloud provider.

IBM Spectrum Virtualize, both on-premises and on cloud, provides a data strategy that is
independent of the choice of infrastructure, delivering tightly integrated functionality and
consistent management across heterogeneous storage and cloud storage. The software layer
provided by IBM Spectrum Virtualize on premises or in the cloud can provide a significant
business advantage by delivering more services faster and more efficiently, enabling real-time
business insights and supporting more customer interaction.

Capabilities such as rapid, flexible provisioning; simplified configuration changes;
nondisruptive movement of data among tiers of storage; and a single user interface help
make the storage infrastructure (and the hybrid cloud) simpler, more cost-effective, and easier
to manage.

IBM Spectrum Virtualize Software only

IBM Spectrum Virtualize for Public Cloud can work together with IBM SAN Volume Controller
and IBM Spectrum Virtualize (on-premises only). IBM Spectrum Virtualize Software only is an
SDS implementation that provides all the capabilities and functions of the IBM SAN Volume
Controller. IBM Spectrum Virtualize software is installed on supported bare-metal Intel
servers.

This software-only version of the established IBM Storwize family provides a compelling
solution to how SDS can be implemented in numerous types of solutions for storage
environments. IBM Spectrum Virtualize provides the following benefits of storage
virtualization and advanced storage capabilities:

» Support for more than 400 different storage systems from a wide variety of vendors
» Storage pooling and automated allocation with thin provisioning
» Easy Tier automated tiering

» IBM Real-time Compression™, enabling storing up to five times as much data for even the
most demanding applications

» Software encryption to improve data security on existing storage (IBM Spectrum Virtualize
for Public Cloud uses cloud infrastructure encryption services)

» FlashCopy and remote mirror for local and remote replication
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» Support for virtualized and containerized server environments including VMware (VVOL),
Microsoft Hyper-V, IBM PowerVM®, Docker, and Kubernetes

Figure 1-1 shows an overview of the IBM Spectrum Virtualize software-only solution.

Figure 1-1 IBM Spectrum Virtualize Software only with customer provided hardware

1.2.3 Features of IBM Spectrum Virtualize for Public Cloud

IBM Spectrum Virtualize for a Public Cloud helps make cloud storage volumes (block-level)
more effective by including functions that are not natively available on the public cloud
catalogs and that are traditionally deployed within disk array systems in the on-premises
environment. For this reason, IBM Spectrum Virtualize for Public Cloud improves and
expands the existing capabilities of the cloud offering.

Table 1-1 summarizes IBM Spectrum Virtualize for Public Cloud features and benefits.

Table 1-2 IBM Spectrum Virtualize for Public Cloud features and benefits

Feature Benefits
Single point of control for cloud » Designed to increased management efficiency
storage resources » Designed to help to support application availability

Pools the capacity of multiple storage | » Helps to overcome the volume size limitations

volumes » Helps to manage storage as a resource to meet
business requirements, and not just as a set of
independent volumes

» Helps administrator to better deploy storage as required
beyond traditional “islands”

» Can help to increase the use of storage assets

» Insulate applications from maintenance or changes to
storage volume offering

Clustered pairs of Intel servers that » Use of cloud-catalog Intel servers foundation

are configured as IBM Spectrum » Designed to avoid single point of hardware failures
Virtualize for Public Cloud data
engines
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Feature

Benefits

Manage tiered storage

>

Helps to balance performance needs against
infrastructures costs in a tiered storage environment

» Automated policy-driven control to put data in the right
place at the right time automatically among different
storage tiers/classes

Easy-to-use IBM Storwize family » Single interface for storage configuration, management,
management interface and service tasks regardless the configuration available
from public cloud portal

» Helps administrators use storage assets/volumes more
efficiently

» IBM Spectrum Control™ Insights and IBM Spectrum
Protect™ for additional capabilities to manage capacity
and performance

Dynamic data migration » Migrate data among volumes/LUNs without taking
applications that use that data offline

» Manage and scale storage capacity without disrupting
applications

Advanced network-based copy » Copy data across multiple storage systems with IBM
services FlashCopy

» Copy data across metropolitan and global distances as
needed to create high-availability storage solutions
between multiple data centers

Thin provisioning and snapshot » Reduce volume requirements by using storage only
replication when data changes

» Improve storage administrator productivity through
automated on-demand storage provisioning

» Snapshots available on lower tier storage volumes

IBM Spectrum Protect Snapshot » Performs near-instant application-aware snapshot

application-aware snapshots backups, with minimal performance impact for IBM
DB2®, Oracle, SAP, VMware, Microsoft SQL Server,
and Microsoft Exchange

» Provides advanced, granular restoration of Microsoft
Exchange data

Integrated Bridgeworks SANrockIT » Optimize use of network bandwidth
technology for IP replication » Reduce network costs or speed replication cycles,

improving the accuracy of remote data

Third parties native integration

Integration with VMware vRealize and Site Recovery
Manager
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Note: The following features are not supported in the first IBM Spectrum Virtualize for
Public Cloud release:

Stretched cluster

IBM HyperSwap®
Real-time Compression
Data deduplication
Encryption

Data reduction

Unmap

Cloud backup
Transparent cloud tiering
Hot spare node
Distributed RAID
N-Port ID Virtualization

v

VVYYVYYVYVYVYVYVYYVYY

Some of these features are already in the plan for future releases and will be prioritized for
implementation based on customer feedback.

1.2.4 IBM Spectrum Virtualize on IBM Cloud

The initial release of IBM Spectrum Virtualize for Public Cloud is available on IBM Cloud and
is designed for deployment on other cloud service providers at later code versions. Block
virtualization further leverages public cloud infrastructure for various types of workload
deployments whether it is new or traditional. The following features are supported on IBM
Cloud infrastructure:

» Offers data replication with Storwize family, V9000, IBM SAN Volume Controller, or
Versastack, and between public clouds

» Supports two, four, six, or eight Node Clusters in IBM Cloud

» Data Services for IBM Cloud Block Storage

» Common Management: IBM Spectrum Virtualize GUI

» Deployment in more than 25 globally distributed data centers

IBM Cloud infrastructure (shown in Figure 1-2 on page 10) is a proven, established platform
for today’s computing needs, by deploying IBM Spectrum Virtualize on a cloud platform,
features of IBM SAN Volume Controller and IBM Spectrum Virtualize software only are further
enhanced for the changing environments. Customers can decide which configuration to start
with, just like a regular IBM SAN Volume Controller or Storwize product a two node cluster

can be upgraded all the way up to an eight node cluster dynamically without impacting the
production environment.
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Figure 1-2 High-level architecture of IBM Spectrum Virtualize for Public Cloud

Among multiple infrastructure deployment models on IBM Cloud, IBM Spectrum Virtualize is
supported on bare-metal servers. IBM Cloud bare-metal servers provide the raw horsepower
for processor-intensive and disk I/O-intensive workloads. They’re also completely
customizable, down to the exact specifications, which enables unmatched control of the cloud
infrastructure.

IBM Cloud bare metal provides 10 Gbps network interfaces that sit on a Triple Network
Architecture with dedicated backbone network. IBM Cloud offers a wide range of data centers
and Network Points of Presence (PoPs) throughout the world. Connecting these data centers
and PoPs is a redundant, high-speed network. Therefore, no traffic between data centers or
PoPs is ever routed over the Internet but rather stays in IBM Cloud’s private network. Better
yet, all network traffic on the internal network is unmetered and therefore without incremental
cost.

This creates compelling deployment architecture opportunities, especially for failover and
disaster recovery where it is now possible to mirror data between data centers without having
to pay for the (sometimes significant) traffic between data centers. The Triple Network
Architecture provides three network interfaces to every server regardless of if it is a
bare-metal server or a virtual compute instance. Each server is complimented with a five
physical network interface card (NIC) configuration:

» Public internet access
» Private network
» Management access

The available private interfaces are 2 x 10 Gbps and currently it is not possible to move public
interfaces to private network to increase the number of NIC private ports. Because in IBM
Cloud native features there is a physical separation between public and private network
interfaces, and in the IBM Spectrum Virtualize deployment, all the intra-nodes traffic is routed
within the private network.

Networking for IBM Spectrum Virtualize for Public Cloud is all IP based with no Fibre Channel
(FC), which is not supported by IBM Cloud. This includes inter-node communication and
inter-cluster replication (remote replication, on-premises to cloud or cloud to cloud).
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IBM Cloud provides IBM Spectrum Virtualize with flash-backed block storage on
high-performance iSCSI targets. The storage is presented as a block-level device that
customers can format to best fit their needs. The iSCSI storage resides on the private
network and does not count toward public and private bandwidth allotments. Options
available are either Performance in granular IOPS (Input/output operations per second)
increments 1,000 - 48,000 or predefined per GB Endurance tier.

Both are available as volumes sized 20 GB - 12 TB. All volumes are encrypted by default with
IBM Cloud-managed encryption.

Note: IBM Cloud Endurance and Performance volumes when used as back-end storage
for IBM Spectrum Virtualize on IBM Cloud are no different from a technical stand point.
Once the IOPS profile fits the application requirements from an IBM Spectrum Virtualize
perspective the two solutions are identical. The only notable advantage is the IBM Cloud
Performance storage granularity during the definition of the IOPS profile. This allows for
much more accurate capability estimation, which minimizes waste.

An install script automatically installs IBM Spectrum Virtualize for Public Cloud software, and
the software installation must be performed after first purchasing the bare-metal servers using
an IBM Cloud laaS account (formerly known as SoftLayer® and Bluemix).

For more information about architecture and networking, see Chapter 2, “Solution
architecture” on page 17. For more information about installation steps, see Chapter 4,
“Implementation” on page 71.

1.3 Use cases for IBM Spectrum Virtualize for Public Cloud

From a high-level perspective, IBM Spectrum Virtualize (on premises or in the cloud) delivers
leading benefits that improve how to use storage in three key ways:

» Improving data value

IBM Spectrum Virtualize software helps reduce the cost of storing data by increasing
utilization and accelerating applications to speed business insights.

» Increasing data security

IBM Spectrum Virtualize helps enabling a high-availability strategy that includes protection
for data and application mobility and disaster recovery.

» Enhancing data simplicity

IBM Spectrum Virtualize provides a data strategy that is independent of infrastructure,
delivering tightly integrated functionality and consistent management across
heterogeneous storage.
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Figure 1-3 shows the deployment models for IBM Spectrum Virtualize.
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Figure 1-3 IBM Spectrum Virtualize in the Public Cloud deployment models

These three key benefits span over multiple use cases where IBM Spectrum Virtualize
applies. In fact, IBM Spectrum Virtualize for Public Cloud provides a new solution to combine
on-premises and cloud storage for higher flexibility at lower cost for a comprehensive
selection of use cases both for hybrid cloud solutions and cloud native architectures. This
includes and is not limited to:

» Data migration and disaster recovery (DR) to Public Cloud

Data Center extension or consolidation to Public Cloud

Data migration and disaster recovery (DR) between Public Cloud data centers
Federation to/between multiple cloud providers (statement of direction)

vyvvyy

1.3.1 Hybrid scenario: on-premises to IBM Cloud

When discussing integration to IBM Cloud Infrastructure, there are multiple angles to
approach it. Building a hybrid cloud solution, traditional practices that provide data replication
simply by copying storage at one facility to largely identical storage at another facility aren’t an
option where public cloud is concerned. And using conventional software to replicate data
imposes unnecessary loads on application servers.

As shown in Figure 1-4 on page 13, many of the existing on-premises environments are
heterogeneous and composed of several different technologies, such as VMware, Hyper-V,
KVM, Oracle, IBM. In order to achieve data consistency when migrating or replicating, the
usage of a storage-based replica is the preferred solution rather than multiple specific tools
working all together that introduce complexity in their steady state management.
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Figure 1-4 Heterogeneous environment are migrated or replicated to IBM Cloud

IBM Spectrum Virtualize on IBM Cloud enables hybrid cloud solutions, offering the ability to
transfer data between on-premises data centers using any IBM Spectrum Virtualize based
appliance, such as IBM SAN Volume Controller, Storwize family products, FlashSystem
V9000, FlashSystem 9100 and VersaStack with Storwize family or IBM SAN Volume
Controller appliances, or IBM Spectrum Virtualize Software Only and IBM Cloud. Other
non-IBM vendors are also supported.

Figure 1-5 shows a typical scenario. Through IP-based replication with Global or Metro Mirror,
or Global Mirror with Change Volumes, users can create secondary copies of their
on-premises data in the public cloud for disaster recovery, workload redistribution, or
migration of data from on premises data centers to the public cloud.
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Figure 1-5 Hybrid scenario: VMware on IBM Cloud with Site Recovery Manager solution
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In this sense, IBM Spectrum Virtualize for Public Cloud represents the ideal target, by
abstracting the storage layer, to avoid any dependency with specific vendor (both at storage
and application layer), even if multiple storage technologies are involved.

You can create two-node to eight-node high-availability clusters, similar to on premises IBM
SAN Volume Controller appliances on IBM Cloud. IBM Cloud block storage can be easily
managed through IBM Spectrum Virtualize for Public Cloud for persistent data storage, and
as the target of remote copy services.

1.3.2 Cloud-native scenario: Cloud to cloud

IBM Spectrum Virtualize for Public Cloud also supports those use cases where cloud users
are moving the entire workload/application to cloud. In this sense, there is no integration
between the on premises and the cloud but the application is cloud-native.

In this case, the replication scenario from multiple storage resources is not applicable but the
complex and heterogeneous environment still applies. IBM Spectrum Virtualize for Public
Cloud extends and enhances the capabilities of IBM Cloud block storage by using
enterprise-class features, such as local and remote copy services. Replication features are
often available among cloud providers but limited to specific RPOs and feature that are not
negotiable or adjustable because of the standardized nature of public clouds.

For this reason IBM Spectrum Virtualize for Public Cloud overcomes some of the limitations of
the public cloud catalog, is a good fit also for cloud to cloud scenario. As shown in Figure 1-5,
the VMware distributed over multiple IBM Cloud data centers is also a common use case.

Last but not least, is the necessity of the users to maintain the existing skills and tools and
access them on cloud as it was their own data center, for a smooth transition to off-premises
environments.

1.4 Licensing

Within the public cloud model, servers and storage resources are provisioned and prices
based either on a monthly or hourly usage. In order to adapt to the public cloud flexibility, IBM
Spectrum Virtualize for Public Cloud has monthly licensing based on the number of terabytes
of IBM Cloud block storage that is managed by IBM Spectrum Virtualize for Public Cloud.
Additional options for metered usage are also available so you can purchase more capacity
as needed.

The IBM Cloud compute, bare-metal nodes and backend storage capacity are part of a
separate purchase and, with network equipment, are not included in the licensing. For IBM
Spectrum Virtualize for Public Cloud, licenses are available on IBM Marketplace and Passport
Advantage® under IBM Spectrum Virtualize for Public Cloud (5737-F08) and two licensing
models (it is not available as shrink wrap). These are all-inclusive and flat $/TB:

» IBM Spectrum Virtualize for Public Cloud 10 Terabytes Monthly Base License
» IBM Spectrum Virtualize for Public Cloud 1 Terabyte Monthly License Incremental capacity

14 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



After the licenses are purchased, the deployment model follows a Bring Your Own License to
IBM Cloud. A semi-automated install script for IBM Spectrum Virtualize will install the
software according to the procedure described in 4.1.3, “Semi Automated installation” on
page 78. The automated capacity metering each month is available through Call Home for
additional capacity purchase.

Note: Additional capacity purchases are available through Passport Advantage according
to the license terms for this offering. Automated billing is not enabled at this time.

Chapter 1. Introduction 15



16 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



Solution architecture

In this chapter, we provide a technical overview of the IBM Cloud environment and the
solution that is implemented in this book. This chapter is meant to provide technical
information about the solution components and propose a reference architecture that can be
used.

However, each environment is unique and as such, it is important to review the planning
considerations in Chapter 3, “Planning and preparation for the IBM Spectrum Virtualize for
Public Cloud deployment” on page 31 before designing your solution.

This chapter includes the following topics:

» 2.1, “IBM Cloud” on page 18

» 2.2, “Storage virtualization” on page 19

» 2.3, “IBM Spectrum Virtualize” on page 19

» 2.4, “Environment used for this book” on page 28
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2.1 IBM Cloud

The IBM Cloud laaS offering provides a robust environment, as shown in Figure 2-1.
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Figure 2-1 IBM Cloud networking
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Each system provisioned in the IBM Cloud is connected to a public and private network in the
IBM Cloud PoD (point of delivery). The public network is internet routable and accessible by
default. This network is used to serve internet and web applications in the cloud and to allow
users to access the internet if needed.

The private network is internal to IBM Cloud and is used typically for services provided by IBM
in the cloud. This includes access to block, file, and Object Storage. This also includes
communication between servers that are provisioned in the cloud. Additionally, clients can
end a Multiprotocol Label Switching (MPLS) connection into the private network and allow
access between their on-premises data center resources and IBM Cloud.

When deployed in the cloud environment, a network gateway appliance as seen in Figure 2-1
controls access going to and from both the public and private networks provisioned to a
particular environment. This appliance can be used to secure cloud servers and applications.
This appliance can also be used to terminate IPSec VPN connections between sites over the
internet.

Both the public and the private networks converge at the IBM Cloud backbone network
environment and the POP (Point of Presence). These network connections serve as the
gateway for external connections coming into the IBM Cloud through MPLS, the termination
point for internet access, and as a network to link together multiple IBM Cloud data centers.
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2.2 Storage virtualization

Soragevirtualization is a term that is used extensively throughout the storage industry. It can
be applied to various technologies and underlying capabilities. In reality, most storage devices
technically can claim to be virtualized in one form or another. IBM describes storage
virtualization as a technology that makes one set of resources resemble another set of
resources, preferably with more desirable characteristics. It is a logical representation of
resources that is not constrained by physical limitations and hides part of the complexity. It
also adds or integrates new function with existing services and can be nested or applied to
multiple layers of a system.

When the term storage virtualization is mentioned, it is important to understand that
virtualization can be implemented at various layers within the I/O stack. There must be a clear
distinction between virtualization at the disk layer (block-based) and virtualization at the file
system layer (file-based).

The focus of this publication is virtualization at the disk layer, which is referred to as
block-level virtualization or the block aggregation layer. A description of file system
virtualization is beyond the intended scope of this book.

Figure 2-2 shows an overview of block-level virtualization.
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Figure 2-2 Block-level virtualization overview

2.3 IBM Spectrum Virtualize

IBM Spectrum Virtualize is a software-enabled storage virtualization engine that provides a
single point of control for storage resources within the data centers. IBM Spectrum Virtualize
is a core software engine of well-established and industry-proven IBM storage virtualization
solutions, such as IBM SAN Volume Controller and all versions of IBM Storwize family of
products (IBM Storwize V3700, IBM Storwize V5000, IBM Storwize V7000, IBM FlashSystem
V9000 and 9100). This technology is now available in the IBM Cloud, providing increased
flexibility in data center infrastructure and cloud systems. This section describes the
components of Spectrum Virtualize as they are deployed in the cloud.
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2.3.1 Nodes

IBM Spectrum Virtualize software is installed on bare-metal servers provisioned in the IBM
Public Cloud. Each bare-metal server unit is called a node. The node provides the
virtualization for a set of volumes, cache, and copy services functions. The nodes are
deployed in pairs (I/O groups) and 1 - 4 pairs make up a clustered system.

One of the nodes within the system is assigned the role of the configuration node. The
configuration node manages the configuration activity for the system and owns the cluster IP
address that is used to access the management Graphical User Interface (GUI) and
Command Line Interface (CLI) connections. If this node fails, the system chooses a new node
to become the configuration node.

Because the active nodes are installed in pairs, each node maintains cache coherence with
its partner to provide seamless failover functionality and fault tolerance, which is described
next.

2.3.2 1/0 groups

Each pair of Spectrum Virtualize nodes is referred to as an I/O group. As with all Spectrum
Virtualize products, the version for IBM Public Cloud can support clusters of up to four 1/0
groups.

A specific volume is always presented to a host server by a single /O group in the system.
When a host server performs 1/O to one of its volumes, all the 1/Os for a specific volume are
directed to one specific 1/0 group in the system. Under normal conditions, the 1/Os for that
specific volume are always processed by the same node within the I/O group. This node is
referred to as the preferred node for this specific volume. As soon as the preferred node
receives a write into its cache, that write is mirrored to the partner node before the write is
acknowledged back to the host. Reads are serviced by the preferred node. More on this in
section 2.3.7, “Cache” on page 23.

Both nodes of an 1/0 group act as the preferred node for their own specific subset of the total
number of volumes that the I/O group presents to the host servers. However, both nodes also
act as failover nodes for their respective partner node within the 1/0 group. Therefore, a node
takes over the 1/0 workload from its partner node, if required. For this reason, it is mandatory
for servers that are connected to use multipath drivers to handle these failover situations.

If required, host servers can be mapped to more than one I/O group within the Spectrum
Virtualize system. Therefore, they can access volumes from separate I/O groups. You can
move volumes between 1/O groups to redistribute the load between the I/O groups. Modifying
the 1/0 group that services the volume can be done concurrently with 1/O operations if the
host supports nondisruptive volume moves and is zoned to support access to the target 1/0

group.

It also requires a rescan at the host level to ensure that the multipathing driver is notified that
the allocation of the preferred node changed, and the ports by which the volume is accessed
changed. This modification can be done in the situation where one pair of nodes becomes
overused.
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2.3.3 System

The current IBM Cloud Spectrum Virtualize system or clustered system consists of 1 -4 1/0

groups. Certain configuration limitations are then set for the individual system. For example,
at the time of writing, the maximum number of volumes that is supported per system is 10000,
or the maximum managed disk that is supported is ~28 PIB (pebibytes) or 32 PB (petabytes)
per system.

All configuration, monitoring, and service tasks are performed at the system level.
Configuration settings are replicated to all nodes in the system. To facilitate these tasks, a
management IP address is set for the system.

Note: The management IP is also referred to as the system or cluster IP and is active on
the configuration node. Each node in the system is also assigned a service IP to allow for
individually interacting with the node directly.

A process is provided to back up the system configuration data onto disk so that it can be
restored if there is a disaster. This method does not back up application data. Only the
Spectrum Virtualize system configuration information is backed up.

For the purposes of remote data mirroring, two or more systems must form a partnership
before relationships between mirrored volumes are created.

For more information about the maximum configurations that apply to the system, 1/O group,
and nodes, see the IBM Spectrum Virtualize 8.2.1 configuration limits web page.

2.3.4 MDisks

The IBM Spectrum Virtualize system and its I/O groups view the storage that is presented to
the LAN by the back-end controllers as several disks or LUNs, which are known as managed
disks or MDisks. Because Spectrum Virtualize does not attempt to provide recovery from
physical failures within the back-end controllers, an MDisk often is typically provisioned from a
RAID array.

However, the application servers do not see the MDisks at all. Rather, they see several logical
disks, which are known as virtual disks or volumes, which are presented by the 1/0 groups
through the LAN (iSCSI) to the servers.The MDisks are placed into storage pools where they
are divided into several extents used to create the virtual disks or volumes.

For more information about the total storage capacity that is manageable per system
regarding the selection of extents, see the IBM Spectrum Virtualize 8.2.1 configuration limits
web page.

MDisks presented to Spectrum Virtualize can have the following modes of operation:

» Unmanaged MDisk

An MDisk is reported as unmanaged when it is not a member of any storage pool. An
unmanaged MDisk is not associated with any volumes and has no metadata that is stored
on it. Spectrum Virtualize does not write to an MDisk that is in unmanaged mode, except
when it attempts to change the mode of the MDisk to one of the other modes.

» Managed MDisk

Managed MDisks are members of a storage pool and they contribute extents to the
storage pool. This mode is the most common and normal mode for an MDisk.
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» Image mode MDisk

Image mode provides a direct block-for-block translation from the MDisk to the volume by
using virtualization. This mode is provided to satisfy the following major usage scenarios:

Image mode enables the virtualization of MDisks that already contain data that was
written directly and not through an IBM Spectrum Virtualize. Rather, it was created by a
direct-connected host. This mode enables a client to insert IBM Spectrum Virtualize
into the data path of an existing storage volume or LUN with minimal downtime.

Image mode enables a volume that is managed by IBM Spectrum Virtualize to be used
with the native copy services function that is provided by the underlying RAID
controller. To avoid the loss of data integrity when IBM Spectrum Virtualize is used in
this way, it is important that you disable IBM Spectrum Virtualize cache for the volume.

— IBM Spectrum Virtualize provides the ability to migrate to image mode, which enables
IBM Spectrum Virtualize to export volumes and access them directly from a host
without IBM Spectrum Virtualize in the path.

— Most typically, image mode is used to import server data into the SVC for migrating that
data to a fully managed pool, and then releasing the image mode copy or copies of that
data to complete the migration.

— Inrare cases, IBM Spectrum Virtualize is used simply as a migration conduit where
both source and destination are image mode MDISKs, and IBM Spectrum Virtualize is
removed from the environment after migration. Given the many benefits of IBM
Spectrum Virtualize, most migrations are of the previous design where the data is
expected to remain within IBM Spectrum Virtualize.

2.3.5 Storage pool

A storage pool or mdiskgroup is a collection of MDisks that provides the pool of storage from
which volumes are provisioned. The size of these pools can be changed (expanded or
shrunk) nondisruptively by adding or removing MDisks, without taking the storage pool or the
volumes offline. At any point, an MDisk can be a member in one storage pool only.

Each MDisk in the storage pool is divided into extents. The size of the extent is selected by
the administrator when the storage pool is created, and cannot be changed later. The size of
the extent can be 16 MiB (mebibyte) - 8192 MiB, with the default being 1024 MiB.

It is a preferred practice to use the same extent size for all storage pools in a system. This
approach is a prerequisite for supporting volume migration between two storage pools. If the
storage pool extent sizes are not the same, you must use volume mirroring to copy volumes
between pools.

2.3.6 Volumes

22

\Volumes are logical disks that are presented to the host or application servers by the
Spectrum Virtualize. The hosts cannot see the MDisks; they can see only the logical volumes
that are created from combining extents from a storage pool or passed through Spectrum
Virtualize in the case of Image Mode objects.

There are three types of volumes in terms of extent management:

» Striped

A striped volume is allocated one extent in turn from each MDisk in the storage pool. This
process continues until the space required for the volume has been satisfied.

It is also possible to supply a list of MDisks to use. This is the default volume type.
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» Sequential

A sequential volume is where the extents are allocated from one MDisk. This is usually
only used when provisioning Storwize (V7000, V5000, and V3000) volumes as backend
storage to Spectrum Virtualize systems and requires specification of the MDisks from
which extents will be drawn. A second MDisk is specified if it is a mirrored sequential
volume.

» Image mode

Image mode volumes are special volumes that have a direct relationship with one MDisk.
The most common use case of image volumes is a data migration from your old (typically
non-virtualized) storage to the Spectrum Virtualize-based virtualized infrastructure.

When the image mode volume is created, a direct mapping is made between extents that
are on the MDisk and the extents that are on the volume. The logical block address (LBA)
x on the MDisk is the same as the LBA X on the volume, which ensures that the data on
the MDisk is preserved as it is brought into the clustered system.

Some virtualization functions are not available forimage mode volumes, so it is often useful to
migrate the volume into a new storage pool. After migration, the data then resides in a volume
that is backed by a fully managed pool.

2.3.7 Cache

The primary benefit of storage cache is to improve 1/O response time. Reads and writes to a
magnetic disk drive experience seek and latency time at the drive level, which can result in
1 ms - 10 ms of response time (for an enterprise-class disk).

IBM Spectrum Virtualize provides a flexible cache model, and the node’s memory can be
used as read or write cache. The cache management algorithms allow for improved
performance of many types of underlying disk technologies. IBM Spectrum Virtualize’s
capability to manage, in the background, the destaging operations that are incurred by writes
(in addition to still supporting full data integrity) assists with IBM Spectrum Virtualize’s
capability in achieving good database performance.

The cache is separated into two layers: upper cache and lower cache.

Figure 2-3 on page 24 shows the separation of the upper and lower cache.
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Figure 2-3 Separation of upper and lower cache

The upper cache delivers fast write response times to the host by being as high up in the 1/0
stack as possible. The lower cache works to help ensure that cache between nodes are in
sync, pre-fetches data for an increased read cache hit ratio on sequential workloads, and
optimizes the destaging of I/O to the backing storage controllers.

Combined, the two levels of cache also deliver the following functionality:

» Pins data when the LUN goes offline

» Provides enhanced statistics for IBM Spectrum Control or Storage Insights, and maintains
compatibility with an earlier version

» Provides trace data for debugging
» Reports media errors
» Resynchronizes cache correctly and provides the atomic write functionality
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» Ensures that other partitions continue operation when one partition becomes 100% full of
pinned data

» Supports fast-write (two-way and one-way), flush-through, and write-through

» Integrates with T3 recovery procedures

» Supports two-way operation

» Supports none, read-only, and read/write as user-exposed caching policies

» Supports flush-when-idle

» Supports expanding cache as more memory becomes available to the platform

» Supports credit throttling to avoid I/O skew and offer fairness/balanced I/O between the
two nodes of the I/O group

» Enables switching of the preferred node without needing to move volumes between I/O
groups

2.3.8 IBM Easy Tier

IBM Easy Tier is a performance function that automatically migrates or moves extents off a
volume to or from one MDisk storage tier to another MDisk storage tier. IBM Spectrum
Virtualize code can support a three-tier implementation.

Easy Tier monitors the host I/0 activity and latency on the extents of all volumes with the
Easy Tier function that is turned on in a multitier storage pool over a 24-hour period.

Next, it creates an extent migration plan that is based on this activity, and then dynamically
moves high-activity or hot extents to a higher disk tier within the storage pool. It also moves
extents whose activity dropped off or cooled down from the high-tier MDisks back to a
lower-tiered MDisk. The condition for hot extents is frequent small block (64 Kb or less) reads.

Easy Tier: The Easy Tier function can be turned on or off at the storage pool and volume
level.

The automatic load-balancing (auto rebalance) function is enabled by default on each
volume, and cannot be turned off using the GUI. This load-balancing feature is not considered
the same as the Easy Tier function, however it uses the same principles. Auto rebalance
evens the load for a pool across MDisks. Therefore, even the addition of new MDisks, or
having MDisks of different sizes within a pool, does not adversely affect the performance.

The IBM Easy Tier function can make it more appropriate to use smaller storage pool extent
sizes. The usage statistics file can be off-loaded from the Spectrum Virtualize nodes. Then,
you can use the IBM Storage Advisor Tool (STAT) to create a summary report. STAT is
available at no initial cost at this website.

2.3.9 Hosts

Volumes can be mapped to a host to allow access for a specific server to a set of volumes. A
host within the Spectrum Virtualize is a collection of iISCSI-qualified names (IQNs) that are
defined on the specific server.

The iSCSI software in IBM Spectrum Virtualize supports IP Address failover when a node is
shut down or rebooted. As a result a node failover (when a node is rebooted) can be handled
without having a multipath driver that is installed on the iISCSI attached server.
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An iSCSI attached server can reconnect after the node shutdown to the original target IP
address, which is now presented by the partner node. However, to protect the server against
link failures in the network, the use of a multipath driver is needed. As a result, it is suggested
to implement multipathing on all hosts attaching to IBM Spectrum Virtualize systems.

2.3.10 Host cluster

Host cluster is a host object in IBM Spectrum Virtualize. A host cluster is a combination of two
or more servers that is connected to IBM Spectrum Virtualize through an Internet SCSI
(iSCSI) connection. A host cluster object can see the same set of volumes, therefore,
volumes can be mapped to a hostcluster to allow all hosts to have a common mapping.

2.3.11 iSCSI

The iSCS function is a software function that is provided by the IBM Spectrum Virtualize
code, IBM introduced software capabilities to allow the underlying virtualized storage to
attach to IBM Spectrum Virtualize using iSCSI protocol.

The major functions of iISCSI include encapsulation and the reliable delivery of Command
Descriptor Block (CDB) transactions between initiators and targets through the Internet
Protocol network, especially over a potentially unreliable IP network.

Every iSCSI node in the network must have an iSCSI name and address. An iISCS nameis a
location-independent, permanent identifier for an iISCSI node. An iISCSI node has one iSCSI
name, which stays constant for the life of the node. The terms initiator name and target name
also refer to an iISCSI name.

An iSCS address specifies not only the iSCSI name of an iSCSI node, but a location of that
node. The address consists of a host name or IP address, a TCP port number (for the target),
and the iISCSI name of the node. An iSCSI node can have any number of addresses, which
can change at any time, particularly if they are assigned by way of Dynamic Host
Configuration Protocol (DHCP). An IBM Spectrum Virtualize node represents an iSCSI node
and provides statically allocated IP addresses.

2.3.12 IP replication

IP replication allows data replication between IBM Spectrum Virtualize family members. IP
replication uses IP-based ports of the cluster nodes.

The configuration of the system is straightforward and IBM Storwize family systems normally
find each other in the network and can be selected from the GUI.

IP replication includes Bridgeworks SANSide network optimization technology, and is
available at no additional charge. Remember, remote mirror is a chargeable option but the
price does not change with IP replication. Existing remote mirror users have access to the
function at no additional charge.

IP connections that are used for replication can have long latency (the time to transmit a
signal from one end to the other), which can be caused by distance or by many “hops”
between switches and other appliances in the network. Traditional replication solutions
transmit data, wait for a response, and then transmit more data, which can result in network
utilization as low as 20% (based on IBM measurements). In addition, this scenario gets worse
the longer the latency.
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Bridgeworks SANSIide technology, which is integrated with the IBM Storwize family, requires
no separate appliances and so requires no additional cost or configuration steps. It uses
artificial intelligence (Al) technology to transmit multiple data streams in parallel, adjusting
automatically to changing network environments and workloads.

SANSIide improves network bandwidth utilization up to 3x. Therefore, customers can deploy
a less costly network infrastructure, or take advantage of faster data transfer to speed
replication cycles, improve remote data currency, and enjoy faster recovery.

2.3.13 Synchronous or asynchronous remote copy

The general application of remote copy seeks to maintain two copies of data. Often, the two
copies are separated by distance, but not always. The remote copy can be maintained in
either synchronous or asynchronous modes. With IBM Spectrum Virtualize, Metro Mirror and
Global Mirror are the IBM branded terms for the functions that are synchronous remote copy
and asynchronous remote copy.

Synchronous remote copy ensures that updates are committed at both the primary and the
secondary volumes before the application considers the updates complete. Therefore, the
secondary volume is fully up to date if it is needed in a failover. However, the application is
fully exposed to the latency and bandwidth limitations of the communication link to the
secondary volume. In a truly remote situation, this extra latency can have a significant
adverse effect on application performance at the primary site.

Special configuration guidelines exist for SAN fabrics and IP networks that are used for data
replication. There must be considerations about the distance and available bandwidth of the
intersite links.

A function of Global Mirror designed for low bandwidth has been introduced in IBM Spectrum
Virtualize. It uses change volumes that are associated with the primary and secondary
volumes. These change volumes are used to record changes to the primary volume that are
transmitted to the remote volume on an interval specified by the cycle period. When a
successful transfer of changes from the master change volume to the auxiliary volume has
been achieved within a cycle period, a snapshot is taken at the remote site from the auxiliary
volume onto the auxiliary change volume to preserve a consistent state and a freeze time is
recorded. This function is enabled by setting the Global Mirror cycling mode.

Figure 2-4 shows an example of this function where you can see the association between
volumes and change volumes.

Host I/O

Global mirror relationship
- across long-distance link
Change
volume

volume

FlashCopy
mapping

FlashCopy
mapping

Figure 2-4 Global Mirror cycling mode
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FlashCopy
FlashCopy is sometimes described as an instance of a time-zero (T0) copy or a point-in-time
(PiT) copy technology.

FlashCopy can be performed on multiple source and target volumes. FlashCopy permits the
management operations to be coordinated so that a common single point in time is chosen
for copying target volumes from their respective source volumes.

With IBM Spectrum Virtualize, multiple target volumes can undergo FlashCopy from the same
source volume. This capability can be used to create images from separate points in time for
the source volume, and to create multiple images from a source volume at a common point in
time. Source and target volumes can be thin-provisioned volumes.

Reverse FlashCopy enables target volumes to become restore points for the source volume
without breaking the FlashCopy relationship, and without waiting for the original copy
operation to complete. IBM Spectrum Virtualize supports multiple targets, and therefore
multiple rollback points.

Most clients aim to integrate the FlashCopy feature for point in time copies and quick recovery
of their applications and databases. An IBM solution to this is provided by IBM Spectrum
Protect, which is described on this website.

2.4 Environment used for this book

For the purpose of writing this book, we created a sample environment that involves an
on-premises data center location replicating data to the IBM Cloud, as shown in Figure 2-5.
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Figure 2-5 Solution overview

28

Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



https://www.ibm.com/us-en/marketplace/data-protection-and-recovery

In this environment, the on-prem data center is connected to the IBM Cloud using an IPsec

VPN that terminates to a network gateway appliance in the cloud. In addition to this, we are
using native IP replication between a Storwize system and IBM Spectrum Virtualize. This

storage-based replication allows for data consistency between sites.

Chapter 2. Solution architecture 29



30 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



Planning and preparation for the
IBM Spectrum Virtualize for
Public Cloud deployment

This chapter describes the preparation steps to provision network, server, and storage
components on the IBM Cloud required for installation of IBM Spectrum Virtualize.
Background information about the IBM Cloud networking architecture and storage offerings is
also described to help the reader who is unfamiliar with the IBM Cloud plan for the IBM
Spectrum Virtualize storage placement into the larger context of application environment on
the IBM Cloud.

This chapter includes the following topics:

» 3.1, “Provisioning cloud resources” on page 32
» 3.2, “Provisioning IBM Cloud Block Storage” on page 48
» 3.3, “IBM Spectrum Virtualize networking considerations” on page 57
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3.1 Provisioning cloud resources

All of the cloud resources required for an IBM Spectrum Virtualize (SV) implementation on the
IBM Cloud must be provisioned before the SV software deployment can be performed. The
IBM Cloud has APIs with PERL, Python, and Ruby bindings, which can be used to automate
this provisioning. For this publication, the provisioning orders are shown as performed
manually through the IBM Cloud Portal.

Note: At the time of this writing, the IBM Cloud had recently undergone multiple
rebrandings from IBM SoftLayer to IBM Bluemix to the current IBM Cloud. Some of the
screens illustrated continue to carry some SoftLayer and Bluemix branding. In the
document, all references call the portal the IBM Cloud Portal.

All the following sections presume that the installer has a login ID to the IBM Cloud Portal,
which can be accessed from http://control.bluemix.net.

Users ordering servers need privileges to provision servers, enable public network
connections, configure VLANs and subnets, and order storage on the IBM Cloud Portal
account.

3.1.1 Ordering servers

IBM Spectrum Virtualize for Public Cloud is enabled for two, four, six, or 8-node
configurations. For this example, an order for the servers in a four node cluster is shown.
Complete the following steps:

1. On the Portal Home window, select Devices under the Order pane, as shown in
Figure 3-1.

@ HELF W cowtacT @ oNOTIRICATIONS W 0 OFEN TICKETS & ANGELD BERMASCOMI = IBM - CLOUD DBJECT 5T... [120510

SEFGL@YﬁRr Devices Storage Metwork Security Services Support  Account

Account Summary Scheduled Maintenance & Updates
Current Balance Estimated Mext Balance 2017 November 2057 Devember
$0.00 Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr sa
$ O O O I - . ‘ L
* current Payment Method 8 & 7 8 E o a 4 8 & T 8 E
2 12 B 16 w18 || 2 13 4 45 4

Manual Modify

Order - . -~
Scheduled events
There are currently no upcoming scheduled events.
= 6}

Devices Storage Network Security Add-On Bandwidth
Services
Tickets No bandwidth data to display
Open Awaiting Response
O O Account Snapshot

Figure 3-1 Order page

Note: Because we used a special demo account for this configuration, the prices you see
in this section might be different from the prices you see when provisioning your own
resources on the IBM Cloud portal.
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2. Atthe top of the Server List page, an input field labeled Select Data Center with pull-down
selection list enables selection of the cloud data center where the servers are to be
provisioned. Select a data center before proceeding to the server selection. Care must be
taken in selecting the Data Center to ensure that the chosen data center has the
appropriate resources that are needed for Spectrum Virtualize, especially the network
card configurations and backend storage options. Minimizing distance is an important
consideration, but if the chosen datacenter does not contain the appropriate resources,
proximity is irrelevant (see Figure 3-2).

(i) @ softLayer Technologies, Inc (US) https://manage.softlayer.com/Store/serverList
Select Data Center -
Select Data Center s
ams01 - Amsterdam 1 B
ams03 - Amsterdam 3
chel1 - Chennai 1
dal}1 - Dallas 1
dald? - Dallas 2 =
dalls - Dallas S
dalls - Dallas &
dald? - Dallas 7 S
dalld - Dallas © B
dali0 - Dallas 10
dalt2 - Dallas 12 "h
dal13 - Dallas 13 I CORE COUNT CPU SPEED S5TC
fral2 - Frankfurt 2
hkgl2 - Hong Kong 2
houl2 - Houston 2 3 Options) 4 Cores 3.50 GHz Up to
lon02 - Londen 2 OS Options) 24 Cores 2.60 GHz Up to
lon4 - London 4
lon05 - London & 05 Options) 24 Cores 2.60 GH= Upto
mell1 - Melbourne 1 * [WMware) 24 Cores 2.60 GHz Upto

Figure 3-2 Select data center

After the data center is selected, a list of servers is updated to display only those models
available in the selected data center.

Tip: If you choose a server from the server list before selecting the data center, your
selection is lost when the data center selection updates the list.
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usually referred to as the monthly recurring cost (MRC) (see Figure 3-3).

3. Scroll down to the Dual Processor Multi-Core Servers. IBM Spectrum Virtualize requires a
dual-processor server with a minimum of 12 cores. Servers in the E5-2600 model class
are suggested. The selected server must be at least V3, support 64 GB RAM, and have
slots for at least four disk drives. A server is selected by clicking the server monthly price,

Dual Processor Multi-Core Servers

CORE cPU PRIVATE STARTING STARTING
MANUFACTURER CPU MODEL COUNT SPEED STORAGE RAM HETWORK SUPPORT ICE PRICE
ONLY PER MONTH PER HOUR
Intel Xeon - - an L, .. B84 GBupto -
Intel ES.2820 v3 12 Cores 2.40 GHz Up to 4 drives 782 CB 20.60
Intel Xeon - o o §4 GB up to -
Intel E5_2850 v3 20 Cores 230 GHz  Upto 4 drives 768 OB 8.60
Intel Xeon . 54 GB up to
Intel 16 Cores 210 GHz Up to 4 drives 349203
E5-2620 v4 * "%% 1538 GB :{b
Intel Xeon . -
Intel E5_9620 vd 16 Cores 210 GHz Up to 1 drives 64 GB 50388 30.760

Figure 3-3 Monthly recurring cost

In Figure 3-4 on page 35, the E5-2620-V4 server is selected for configuration and ordering.
When the server configuration page is displayed, the selected server appears in a list of

related models, and allows a change of model for the final selection.

Tip: Spectrum Virtualize does not support Intel TXT verification capabilities so the TXT
option should be left cleared.

If the server allows multiple RAM configurations, it can be changed. Spectrum Virtualize
currently cannot utilize more than 64 GB of RAM so there is no benefit in selecting more
than the minimum 64 GB of RAM for the server. This might change in future releases, in
which case additional RAM could be selected.
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Figure 3-4 System configuration

4. In the Operating System select section, select the category Red Hat, and click the radio
button for Red Hat Enterprise Linux 7.x, as shown in Figure 3-5 on page 36. The
annotation indicating that a third-party agreement applies means that you need to accept
the Terms and Conditions for Red Hat support on the order completion window.
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Figure 3-5 Select Redhat

5.

In the Hard Drive section, the server comes preconfigured with a single 1 TB SATA (Serial
Advanced Technology Attachment) drive, as shown in Figure 3-6. The standard
configuration of Spectrum Virtualize requires two independent physical disk partitions: one
for the system boot, operating system and application installation, and another for
application data. IBM Cloud preferred practices advise always protecting the boot
partition with a RAID-1 mirrored configuration. For this document, we are suggesting a
similar RAID-1 configuration for the second application data disk. Technically, the
installation works with only two JBOD (just a bunch of disks) disks in the system, but loss
of either disk would be the equivalent of a cluster node loss. We recommend the use of
RAID as defined in Figure 3-8 on page 37.

Hard Drives

Disk Controller 1 0.0 0.0
1.00 TB 5ATA, $13.50 B Add Dick
Select All Disks | | Select None | | Create RAID storage group | | Rlemove selected disks
Dizks
=1 $13.50
1of 1 TB 5ATA

Figure 3-6 Hard Drives pane

6.

Click Add Disk three times to add three 1 TB drives. An icon for each added drive displays
in the frame as you add them. Do not change the selection in the drive list for other drive
types or sizes. If you have inadvertently selected and added another model drive, you can
remove it by clicking the drive icon and clicking Remove selected disks.
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After adding the four 1 TB drives, click two of the drives as shown in Figure 3-7, then
select Create RAID Storage Group.

Hard Drives

Flzass :H:nrrp|=-t=- the configuration of the storage on your server below. Some versions of Windows have a
limitation of 2 TE primany storage groups.

Dizsk Controller 1 $0.00 ¥0.00

1.0 TB SATA, 513.50 E'

Select All Disks | | Select Mone | | Create Flﬁ.IDnsturage group | | Remove selected disks

Dizks @

ga $13.50 | g2 $13.50| | =3 $13.50
of 1 TB SATA 1 of 1 TB SATA 1 of 1 TB SATA

=) £13.50

of 1 TB SATA

Figure 3-7 Adding the four 1 TB drives

7. Select RAID-1 in the RAID Group configuration control selection as shown in Figure 3-8.

Advanced Storage Groups and Partitions
Choose the storsge group's typs, its size, and the partition templats if availzbls.
Type: ! JBOD »|  [Remove| [Done]
e — ' |
A RAID D {
Partit T |
| Limg RAID 5 ‘h E|
k {RAID B
-5e.'a|:r.. RAID 10 1GE;
i L T Grow 1 GB |

Figure 3-8 RAID configuration

8. Leave the selection for Linux Basic partition scheme set. Do not select the check box for
the Redhat Logical Volume Manager to be installed on the disk partitioning, as

indicated by the green box in Figure 3-9 on page 38. Select Done to complete the RAID
partition configuration.
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Figure 3-9 Partition Template: Linux Basic

9. Repeat the process for the 3rd and 4th drives, clicking the drive icons to select them, the
click Create RAID Partition. When the 2nd partition appears in the Advanced Storage
Groups and Partitions control. Select RAID-1 from the pull-down menu, leave the LVM
box cleared, and click Done to complete the process. For the second RAID partition, you
are not offered a partition template but otherwise all the other choices remain the same for

the second pair of drives. The resulting configuration should show two 1000 GB RAID-1
partitions configured as shown in Figure 3-10 on page 39.

38 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



Hard Drives
Flease complete the configuration of the storage on your server below. Some versions of Windows have a
mitation of 2 TB primary storage groups.
Disk Controller 1 538.22 0.0
1.0 TB 5ATA, 313.50 B
Select All Disks | | Select Mone
Dizks
gad $13.50
1of 1 TB 5&TA
it $13.50
1 of 1 TB SATA
Advanced Storage Groups and Partitions
Choose the storage growp'’s type, its size, and the partition template if available.
_R.?LI: 1 Type:i RAID - Remawe Done
Partition Template: Linuw: Basic
Size: 1000
LV |:|
Partitions: Customize

Figure 3-10 Configuring the 2nd RAID partition

10.For the networking options, several different choices are being selected. The first choice,

Public Bandwidth, in presented under each of three different categories: Limited,
Unlimited, and Private Network Only. In most circumstances, the nodes of IBM
Spectrum Virtualize cluster are located in the Data Tier of a multitier virtual data center
architecture; and, as a result would not be connected to the public network at all. See
Figure 3-11 on page 40.
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Public Bandwidth

Unlimited Private Network Onby

i@ 500 GB Bandwidth

i) 1000 GB Bandwidth [$32.63)
.:. 5000 GB Bandwidth [3288 25]
) 10000 GB Bandwidth [$434.45]
(™) 20000 GB Bandwidth [$724.28]

Uplink Port Speeds

Public & Private

|:| 10 Gbps Public & Private Network Uplinks (Mon Datacenter Restricted) [372.50]
{7 100 Mbps Public & Private Network Uplinks

(::. 1 Gbps Public & Private Network Uplinks [510.00]

.:::. 10 Gbps Public & Private Network Uplinks [372.50]

(::. 100 Mbps Redundant Public & Frivate Network Uplinks [310.00]

(:j 1 Gbps Redundant Public & Private Metwork Uplinks [335.00]

|:::| 10 Gbps Redundant Public & Private Metwork Uplinks [3145.00]

|:| 1 Gbps Public & Private Metwork Uplinks {Unbonded) [314.50]

.:. 100 Mbps Dual Public & Private Metwork Uplinks {Unbonded)

%1 0 Gbps Dual Public & Private Metwork Uplinks {Unbonded) [5145.00]

Figure 3-11 Networking options

When a server is connected to the public network, outgoing network traffic is metered and
is subject to extra charges if the monthly data transfer exceeds the no-charge 500 GB
monthly transfer volume. More data volumes can also be purchased for additional
charges. The unlimited section has an option for paying a fixed fee for unmetered
bandwidth There are also more options in the IBM Cloud networking for Bandwidth
Pooling: the bandwidth allocations for multiple servers can be pooled and used by a
single server.
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The full discussion of this feature is beyond scope of this section. However, if an internet
VPN (persistent bidrectional IPsec tunnel, not simply a client VPN to access the
environment for management) is to be used for replication with a remote site, the
implementer should consider pooling the bandwidth of the Spectrum Virtualize servers
with the network gateway (that is, a Virtual Router Appliance) required for an internet VPN.

With Bandwidth pooling, the 500 GB per month of each of the cluster servers and the
network gateway server can be used by the network gateway before any excess
bandwidth charges would accrue.

For this section, we selected the no charge 500 GB bandwidth option. As of this writing,
you select the Private Network Only option, and only have options of the number and
speed for connections on the private network.Server network interfaces can be selected in
either single or dual NICs.

If the server was enabled for both public and private, the default selection is for a single

1 Gbps network port on both the Public and Private networks, or just a single 1 Gbps on
the Private network if Private Networks Only is selected. Dual network connections are
available for both 1 Gbps and 10 Gbps Ethernet. The dual connections can be selected in
HA/Bonded mode or Dual Unbonded. IBM Spectrum Virtualize requires Dual Unbonded
10 Gbps connections.

At the time of initial publication of this document, the IBM Spectrum Virtualize for Public
Cloud installation procedure required access to the internet to install the software from an
internet-based install server. These interfaces then needed to be protected with a firewall
or disconnected from the public network.

.Currently, it is recommend that the implementer select the Private Network Only option,

which requires a selection of 0 GB public bandwidth and provide a reduced set of
selection options for private network connections only (see Figure 3-12 on page 42).

This means that the installation command must be run from a machine with access to the
IBM Cloud private network. This can easily be accomplished by configuring the
implementer’s account with client VPN access and installing it on the implementer’s
notebook.

Alternatively, a bare-metal or virtual server can be provisioned in addition to the Spectrum
Virtualize nodes and the installation can be started from that host. Getting to that host can
be done again by using the implementer’s machine with the VPN client or the installation
host can have a public interface that is accessible from the internet.
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Public Bandwidth

© 0 GB Bandwidth

Uplink Port Speeds

10 Gbps Private Network Uplink {Non Datacenter Restricted) [$72.50]
"1 100 Mbps Private Network Uplink
1 Gbps Private Network Uplink [$5.00]
) 10 Gbps Private Network Uplink [$72.50]
100 Mbps Redundant Private Network Uplinks [$10.00]
) 1 Gbps Redundant Private Network Uplinks [$29.00]
"1 10 Gbps Redundant Private Network Uplinks [$145.00]
© 10 Gbps Dual Private Network Uplinks (Unbonded) [$145.00]

Figure 3-12 Network Options

12.After the networking interface selection, in most cases no further selections are required.
In most data centers all servers are deployed with redundant power supplies and there is
no option to select or deselection. However, if redundant power supply appears as an
option for your server, it should be selected, as shown in Figure 3-13.

Power Supply

None

© Redundant Power Supply [$7.25]

Figure 3-13 Power supply

13. After completing the disk configuration, none of the subsequent additional service options
are relevant for the IBM Spectrum Virtualize servers. However, in the service add-ons it is
important to modify the response to the automatically included Cloud monitoring.
Automated Notification should be selected rather than Automated Reboot as the
response from a failed monitor detection.
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If public network interfaces are provisioned on your server, the monitoring is performed on
the public interface.The current recommendation is to configure the Spectrum Virtualize
nodes with private only interfaces. However, this information might be useful for other
hosts that are configured in the IBM Cloud account.

Note: Disabling or firewalling the public interface could result in your server being
rebooted when the server stops responding to ping.

By default, the Cloud Account Master Account email is notified when the host fails to
respond to a ping. Cloud account IDs to be notified can be added or deleted under the
Portal Accounts — Manage — Subscriptions option after the server is provisioned (see
Figure 3-14).

Maonitaring

Hrst Ping and TOP Service Monitaring
9 3

Hret Ping

Response

Aulormated Reboot from Monitzring

D Autarrated MNotif cation

Insurance

D None

Business Gontinusnces Insurence

Figure 3-14 Service Actions

14.When all options are selected, click ADD TO ORDER. An order validation window is briefly
displayed If the order validates, a new page for order completion is opened. If the
validation finds missing or inconsistent server specifications, the order page is displayed
with a message identifying the problematic parameters. When the order verifies, the
Check Out window is displayed.

Some additional specifications are required before the order can finally be submitted. See
Figure 3-15.
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o CH ECKO UT Continue Shopping

Expand All | Collapse Al
Got Questions?

w Dusl ES-2800 v4 Series (4 Drives) One-Time: 30.00 Monthly: 32,112,532 ©@ :
Cromnain: Edit domains information for these sarvars Cuantity: 4 Speak with a Salesperson b
L] System Configuration Siacorigure Syssem Configuration
Promotional Code:
Location: Callzs 10 e m
Server: Dual Intel Xeon E5-2620w (16 Cones, 2.10 &HZ) 19213
Sapond Processar: ingel Xeon E5-2620 w4 (16 Cares, 2.10 GHz) Totals usD
RAM: 54 5 RAM 26710 Items 4
Tatal {Pre-tasg £3.118.52
Operating System: fad Szt Enverprise Linu 73 (54 ) (per-processar lsensing)
SE5 25 Setup Total 0.00
Disk Controller: RAID FH25 Taxes £0.00
First Hard Drive: 1.00 TS SATA $1350 Monthhy Total (Pre-ta) £3.118.52
Second Hard Drive : 100 TS S4TA 51330 Final Maonthly Total BLmEEZ
ated Tots $2,580.12
Third Hard Drive : 1.00 TS SATA $1350 Frorsted Total e
Prorated Initial Charge $2,555.12
Fourth Hard Drive : 1.00 TS SATA $1350
By clicking the Check Box, |
Network Options o )
- Op FEmRTELe et Saens acknowledge that the Cloud Service terms
Public Bandwidth: 500 55 Banawien apply to this order.
Uplink Port Speeds: 10 Gops Duzl Pudlic & Pricte Netwark Uiplinks (Unbanded) I'have raad and agres to the Third-Farty
514500 Service Agreement listed below:
Prizte Meswark Part - 10 Eops Duzl Prieie Uglinks [Unbanded) ® 3rd Party Software Terms Red Hat
Public Metwaork Port - 10 Gbps Cual Punlic Uplinks [Uinbondad) 0
w Submit Order
|;| Service Addons Smcorigure Sanvice Adcons Save ax Quate

P - , .
Manitaring: st Fing 200 TC Senics ManRaring Totats will vary depanding on cument cumency
=xchangs rates.

Response: AUDmEted Renood from MonRoring

Figure 3-15 Checkout window

15.The Checkout page provides cost elements broken out for the servers being ordered. On
the right side of the page. Check boxes must be selected accepting the terms and
conditions for the IBM Cloud Master Services agreement and for any third party licensed
components included in the Cloud billing.
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In the case of the IBM Spectrum Virtualize servers, the licensing terms for the Red Hat
operating system must be accepted. This is shown in Figure 3-16. Before the order can be
completed and submitted for provisioning, some further specification is required.

|:|_El:|/‘CIL’|_ Continue Shopping

w Dual E5-2800 v4 Series (4 Drives) Ome-Time: 50.00
DComain: Edit domains information for these servers

Got Questions?

Speak with a Salesperson »

[ System Configuration Feconfigure Symiam Canfigurarion
Promotional Code:
Location: D3l 10
Server: Dual infel Xeon E5-2620w (16 Cores, 2.10 GHZ) #E213

Sacond Procassor: imel Xeon E5-2620 (16 Canes, 2.10 GHz)

RAM: 54 G5 RAM 325710
Operating System: Red Hal Enferprise Limu 7.x (54 bR} (per-processor lleensing

55
Diisk Contraller: RAID 325
First Hard Drive: 1.00 TS SATA 31330
Second Hard Drive = 1.00 TS SATA 51330
Third Hard Drive : 1.00 TS S4TA 31330
Fourth Hard Drive : 1.00 TS SATA 1350

] MNetwork Options Smzonfigur

Public Bandwidth: 500 =

Uplink Port Speeds: 10 G0 Dual Pudllc & Priee Network Lolinks (Unoonaed
14500
Privne Metwork Port - 10 Gops Dual Private Uplines [Lnoonded
Punillc Network Port - 10 Gops Dusl Pusillc Uplinks (Unbonded | e e
!;] Service Addons Sz Sy Sarue = Dus
Monitoring: Host Ping and TCP Senidce Monfaring
otals will vary depending on current currency
=xchangs rates

Response: AWDmEted Rabood from Monkaring

Figure 3-16 Checkout window

16.In this example, four servers are being provisioned in a single order. The check out page

Chapter 3. Planning and preparation for the IBM Spectrum Virtualize for Public Cloud deployment

requires specification of host and domain names, VLANS, optional SSH keys for server
logon. In this case, the servers were being ordered on IBM Cloud account in a data center
where the account has not previously provisioned servers or requested pre-provisioning of
VLANSs. Thus fields for selecting the Front-End VLAN (Public Network) and Back-End
VLAN (Private Network) for each server were not offered.

If IBM Spectrum Virtualize was being ordered for an account where servers had already
been provision and placed on existing VLANS, input fields enabling specification for which
of the existing account VLANS the servers should be placed on would have been included
on the submission form.
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For each server, a host name and domain name for the servers must be specified. The
domain name does not have to exist or have been previously registered. The host/domain
name will be associated with the private network primary subnet IP addresses assigned to
the hosts on the IBM Cloud internal network but they will not be forwarded or part of
external name resolution unless the user registers them (see Figure 3-17).

Host and Domayn Hames
HETTETE Domain
Sanger | ITS0_DALID_SV_N1 || ibmsvdemo.com L —
Saner 2 ITE0_DALTD 5V M2 || ibmsvdemo, com P T —
anEr 3 ITSO_DALID SV N3 || ibmswdemo. com SereER T
Saner 4 IT30_DALID_SV_N4 || ibmsvdemo. com P S —

Figure 3-17 Host and Domain names

17.When all information has been completed. The order is submitted with the Submit bottom
in the right costs panel, as shown in Figure 3-18.

By clicking the Check Box, |
acknowledgs that the Clowd Sarvice tarms
apphy to this ordar.

| hawe rasd and agres to the Third-Party
Service Agreement listed below:

m Ird Party Softaars Terms Red Hat

R A
i :=i"~" e
G .‘*“{‘:’ﬂ& “:;E,ﬁ.: A

Totals will wany depending on current currsncy
sxchangs rates.

Figure 3-18 Submitting the order
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18.Following the order submission, a ticket is opened for the provisioning request. The status
of the server provisioning can be monitored through the account Devices menu as shown
in Figure 3-19, Figure 3-20, Figure 3-21, and Figure 3-22 on page 48.

SOFTLAY=R

o | B -Comnipiy

Account Summ

Current Balance

Davices  Storage

| ist .,h

Monitoring

Manage

Figure 3-19 Devices menu

Devices
Filter ~
25 per page | 1-4 of 4 Devices 1
DEVICE HAME & DEVICE TYPE LOCATION PLABLIC IP FPRIVATE IP 5
% Pending Transactions tal Ser  Dallas 10
8} t? tal Ser Dallas 10
IO 68793227
@l Group AH Provision Server tal Ser Dallas 10
Status As==igned hardwars raquires madification HARDWARE_CHANGE_PENDING) il
@l Elapsad Time 10 minuies tal Ser Dallas 10
Avg Duration 44 minules
Figure 3-20 Pending transactions
Devices OrderDevis
Filter -
25+ perpage | 14 of 4 Devices 1of 1 pages 1 ]
DEVICE HAME & DEVICETYPE  LOCATION  PUBLICIP PRIVATE P START DATE
O itso-dal10-sv-nlibmavdemo.com Bare Metal Ser Dallas 10
O itso-dalil-sv-n2 ibmawdemo.com Bare Metal Ser Dallas 10
O itso-dal10-sv-n3.ibmavdemo.com Bare Metal Ser Dallas 10
O itso-dalil-sv-nd ibmsvdemo.com Bare Metal Ser Dallas 10
Figure 3-21 Devices list
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3.2 Provisioning IBM Cloud Block Storage

This section covers provisioning of IBM Cloud Block Storage for our scenario.

3.2.1 Cloud Block Storage overview

IBM Cloud Block storage is available in two different offering products: Endurance storage
and Performance storage. Both offerings provide iSCSI block storage LUNSs in sizes ranging
20 GB - 12 TB in a range of input/output operations per second (IOPS) levels. The only
difference between the two offerings is in how the IOPS is delivered for a given size storage
volume.

With the Performance Storage offering, you can select the wanted storage volume size and
then separately select the number of IOPS entitled on the volume. IOPS are provisioned in
increments of 100 and can range from as low as 100 to as high as 48,000 per single volume.
However, the complete range of IOPS values is not available for all volume sizes.

In Figure 3-22, The ranges of available IOPS for each of the defined LUN volume sizes is
shown. Smaller volumes have a lower maximum IOPS that can be provisioned. Conversely,
larger volumes have higher minimum IOPS that can be provisioned. The gray areas in
Figure 3-22 indicate unsupported volume size and IOPS combinations.

Available IOPS Range Per LUN
6000/ 10000 20000 40000 48000

Storage LUN Size in GB

Figure 3-22 Performance storage

The green areas indicate volume size and IOPS ranges that are only available in the newer,
higher performance storage data centers. The numbers in the cells indicate the equivalent IO
density of IOPS/volume size combinations. As a rule, any I/O Density greater or equal to 2 is
implemented on SSD and has a lower latency than the storage with I/0O density lower than 2.

Endurance storage offers the same set of predefined volume sizes as Performance Storage.
With Endurance storage, volumes are provisioned in one of four Storage Tiers, which are
defined by their IO Density: 0.25, 2.0, 4.0, and 10.0 IOPS per GB, with the first tier only on
spinning disk and remaining tiers on SSD.

48 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3




With the storage tiers defined in IOPS per GB of capacity, the IOPS delivered on a given LUN
depends on the size of the LUN and storage tier in which it is provisioned.

In Figure 3-23 the IOPS delivered for each of the standard LUN sizes and storage tiers is
shown. As described previously, the green cells indicate combinations of LUN size and
storage tier that are only available in the high-performance storage IBM Cloud data centers.

|OPS Per LUN by Tier

Storage Tiers--> 0.25 2 4 10
20 200

- 40 400|
) 80 800
= 100 1000
N 250 2500
~ 500 5000|
= 1000 10000)
. 2000 20000
o 3000 30000|
E 4000 40000

5000
6000
7000
8000
9000
10000
11000
12000

Figure 3-23 Endurance Storage

In planning for your IBM Spectrum Virtualize deployment, the implementer should have a
target capacity and anticipated IO storage density in mind from the customer requirements. In
a typical customer environment, the data center has multiple tiers of storage and usage
profile defining the percentage of total capacity in each tier.
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An example profile of storage classes and customer allocation is shown in Table 3-1.

Table 3-1 An example profile of storage classes and customer allocation

Class Capacity Density Latency
A 27TB 8 IOPS/GB <1ms
B 20TB 4 IOPS/GB <2ms
C 50 TB 2 |OPS/GB <5ms
D 0 0.25 IOPS/GB >5ms

When planning implementation of a IBM Spectrum Virtualize infrastructure the implementer
should provision multiple storage volumes whose combined capacity provides the capacity
and IOPS totals required for the storage tier. IBM Spectrum Virtualize distributes the 1/0
workload over multiple volumes allocated in disk group, with a preference for multiples of four.

So, for the example above four 500 GB LUNs, where each LUN delivers 4000 IOPS combined
in a disk group provides 2 TBs and 16,000 IOPS, that is the 8 IOPS per GB storage density
required for class A. Alternatively, 8 x 250 GB volumes where each LUN delivers 2000 IOPS
would similarly meet the customer Class A space and performance requirement. Where exact
multiples of four disks do not meet requirements, multiples of 2 disks can also be used. Disk
groups should not be provisioned with odd numbers of disks in the group.

Before provisioning the storage for your implementation, you should determine appropriate
number, size, and IOPS for the volumes in your disk groups. From the tables of available LUN
sizes and |IOPS provisioning listed above, it should be clear Performance Storage provides
much greater flexibility for selecting both a capacity and IOPS per LUN.

However, if the customer only needs storage at a specific storage tier, Endurance storage can
provide a simpler solution. Both offerings can be used by IBM Spectrum Virtualize
interchangeably. Recognize, too, that IBM Spectrum Virtualize aggregates both the capacity
and the IOPS of the LUNSs that are configured together in a disk group.
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3.2.2 Provisioning Block Volumes
This section walks through the IBM Cloud Portal options and screens used to provision block
storage volumes.

1. From the IBM Cloud Portal home window, select and click Storage, as shown in
Figure 3-24.

Account Summary

Current Balance Estimated Mext Balance

$O OO $4,005.08

current Payment Method

Mamual Modify
Ovrder
Devices Storage Security Add-On Services

Figure 3-24 Select Storage

2. On the Block Storage window, a list of all the storage volumes already allocated on the
account are shown. Click Order Block Storage, as shown in Figure 3-25.

Block Storage Orter Bloc ?m
Filter ~
iSCSIl Storage
2=« \olumes perpage | Mo data to display 1of 1 pages 1 =
LUK HAME TYRE TARGET ADDRESS CARACITY SHAPSHOT CAPAC LOCATION STATUS HOTES {CLICK CELL TO EDIT)

No Storage Devices Found

Figure 3-25 Order Block Storage

3. Inthe Order Block Storage control, click the selection list in the Select Storage Type field.
For this example, we are using Performance storage. Endurance storage is also an
option. Portable Storage is not recommended and is not available in newer data centers.
Select Monthly billing unless you are planning to use the storage for a short time only.
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Hourly billing allows storage to be deprovisioned without charging through the end of the
month, but is more expensive than Monthly Billing if it used or provisioned for a full month
period. There might be scenarios where this is desirable, but you should be aware of the
higher costs if you use it (see Figure 3-26).

Order Block Storage

Select Storage Type All fields are required.

Perﬁ:lrrnancd

Endurance

Performance

Portable Storage {E}
DAL 1D - Dallas"

Data at rest is encrypted by default for this datacenter.
Billing Method

“Hourly billing is only avalabls in updated datacenters with improved capabilities.
wionthiy Billing

Howrhy Billing

Figure 3-26 Monthly billing
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4. When prompted, select the data center where the storage should be provisioned. This
must be the same data center where your IBM Spectrum Virtualize servers are
provisioned. Note the asterisks next to some data center names. These are the data
centers where the high-performance storage options are deployed: storage with the
capacity and performance options indicated in the green cells of the tables in the Cloud
Storage overview (see Figure 3-27).

Order Block Storage

Select Storage Type All fields are required.

Periormance

Location
"Denctes updated datacenter with improved capabilities. Bead more

DAL 10 - Dallas|

AMS - Amsterdam -+
AMS03 - Amsterdam®
CHED - Chennai

DL 01 - Dallas

Dl 02 - Dallas

Dl 05 - Dallas

DL 06 - Dallas

AL 09 - Dalkas®

DL 10 - Callas®

DL 12 - Dialkas® ';\[b
DL 13 - Diallas®

FRADZ - Frankfurt*

HEIG02 - Hong Kong® -

Figure 3-27 Select the data center where the storage should be provisioned

m

5. Select the size of the volume to provision. Note the range of minimum and maximum IOPS
that are available for the size of the volume you have selected. Ensure the IOPS level
required is available for the size being selected. If the IOPS required is not available,
reconsider the number, size, and IOPS for the volumes intended for your disk group (see
Figure 3-28 on page 54).
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Select Storage Size

DESCRIPTION

() 20 GB - 100 to 1000 IOPS [$145 per month]

() 40 GB - 100 to 2000 IOPS [$2.90 per month]

() 80 GB- 100 to 4000 I0PS [$5.80 per month]

() 100 GE - 100 o 6000 KOPS [S7.25 per monith]

() 250 GB - 100 to 6000 I0PS [$18.43 per month]

(% 500 GB - 100 fo 10000 IOPS [$36.25 per month]
-i!}mm GB - 100 to 20000 IOPS [$72.50 per month]

() 2000 GE - 200 to 40000 IOPS [$145.00 per month]
() 3000 GB - 200 to 48000 IOPS [$217.50 per month]
() 4000 GB - 300 to 48000 IOPS [$290.00 per month]
() 5000 GB - 300 to 48000 IOPS [$362.50 per month]
() 6000 GB - 300 to 48000 IOPS [$435.00 per month]
() 7000 GE - 300 to 43000 IOPS [$507.50 per month]
() BO0O GB - 500 to 48000 IOPS [$580.00 per month]
() 9000 GB - 500 to 43000 IOPS [$652.50 per month]
() 10000 GB - 1000 to 48000 IOPS [$725.00 per month]
() 11000 GB - 1000 to 48000 IOPS [$797.50 per month]
() 12000 GE - 1000 o 48000 IOPS [$870.00 per month]

Figure 3-28 Select Storage Size

6. Enterthe requested IOPS for the volume. Any value evenly divisible by 100 can be entered
between the minimum and maximum IOPS allowed for the size volume selected. The
quantity of snapshot space should always be left or set to zero. Snapshot space is for
Cloud Storage functionality that is not used, and is incompatible with IBM Spectrum
Virtualize. Select Linux formatting for the storage volume, as shown in Figure 3-29 on
page 55.
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Specify 10PS

Enter betwean 100 and 48000 by intervals of 100 as determined by your selection above
[$406.00 per month]

&0oo

8000 i
HF'l.rl.ll l, _lﬂpﬂl ML 'H".F:IH.IE EEE
Diafines how much siorage you want o use for storng snapshots.

= v

select OS5 Type
Defines the fype of data the LLIN will sfore.

Lin .

Figure 3-29 Select IOPS

7. After entering all the specifications for the storage, an order confirmation window prompts
you to confirm your selections and acceptance of the Cloud Services terms and
conditions, as shown in Figure 3-30.

Order Review

Item Storage as a Service

Item Block Siorage

Item 500 GBS

Item 8000 IDPS

Location Dalias 10

Cuantity 1

1 have read the Master Service Agreement and agree to the terms therein.

Figure 3-30 Order Review
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8. Upon placing the order, your provisioning begins. Usual provisioning time is approximately
5 minutes. When provisioning completes, the ordered volume displays in the device list
under the Storage option on the portal home window (see Figure 3-31).

You must complete the above procedure for each storage LUN to be incorporated in your
Disk Group. At this point, there is no way to request provisioning of multiple identical LUNs
(see Figure 3-31).

25

Filter ~

Block Storage

iSCS| Storage

‘Volumes per page

LUN NAME

IBIM02 5L 1205109-18
IBI02 51 1205109-2 8
IBMOZSL1205109-38
IBIMOZSL 1205109-4 &
IBMOZSL 1205109-5 8
IBI02 51 1205109-66
IBMOZSL1205109-7 &

IBMOZSL1205109-86

1-8 of 8 Storage Accounts

TYPE
Performance
Performance
Performance
Performance
Performance
Performance
Performance

Performance

TARGET ADDRESS

161.26.968.88
161269887
165126.98.88
16126.98.86
16126.98.85
161.26.98.86
165126.98.88

16126.98.87

CAPACITY

500.0 GB
500.0GB
5000 GB
5000 GB
5000 GB
500.0GB
5000 GB

5000 GB

SHAPSHOT CAPAC LOCATION

0GB
0GB
0GB
0GB
0GB
0GB
0GB
0GB

Dallas 10
Dallas 10
Dallas 10
Dallas 10
Dallas 10
Dallas 10
Dallas 10

Dallas 10

1of 1 pages

NOTES §CLICK CELL TO EDIT)

Order Block Storg

Actions ~
Actions ~
Actions s
Actions ~
Actions ~
Actions ~
Actions s

Actions

Figure 3-31 Block Storage
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In Figure 3-32 on page 57, the specification window for Endurance storage is shown. In
the case of Endurance storage the location, size, storage tier, and format type are all
specified in a single control. By selecting a Storage Tier based on storage density, the
number of IOPS delivered on the LUN is a function of the size of the LUN, as shown in

Figure 3-23 on page 49.



Cirder Block Storage

Select Storage Type All fields are required.
Endurance -

Designed for higher-intensity workloads.

Location
*Denctes updated datacenter with improved capabilities. Read more

Select Location i

Billing Method
*Hourly billing is only available in updated datacenters with improved capabilities.
(®) MortHly Billing

Select Storage Package

DESCRIPTION

) 0.2510PS/GB ©
) 210PS/GB @

) 410PS/GB @

Select Storage Size

Specify Snapshot Space Size
Defines how much storage you wani fo use for storing snapshols.

Select OS5 Type
Defines the type of data the LUN will store.

Lo b

Figure 3-32 Order Block Storage

3.3 IBM Spectrum Virtualize networking considerations

IBM Spectrum Virtualize for IBM Cloud supports two, four, six, or eight-node cluster
configurations in IBM Cloud. All nodes in a cluster must be provisioned on the same public
and private VLANSs. This can be accomplished by either ordering all nodes in the cluster in a
single order of multiple machines, or by specifying the front-end and back-end VLANs on
verified order page of the Cloud portal device order.
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The automated installation procedure automatically creates the appropriate portable subnet
on the private VLAN that the servers for the IBM Spectrum Virtualize cluster have been
provisioned on. For each server in the cluster, five unique IP addresses are allocated and
configured onto the server on the portable private subnet. In addition, a sixth IP address is
configured on each server, but it is a cluster address with the same address value shared by
all the nodes in the cluster.

For reinstallations, the semi-auto or manual install must be used, unless the creation of a
portable subnet is needed or wanted. If the IPsec tunnel between on-prem and IBM Cloud is
configured for the original installation and the portable private subnet that is associated with
that installation. a new portable private subnet requires reconfiguration of the Virtual Routing
Appliance and the on-prem device that serves as the other end of the IPsec tunnel.

If the semi-automated or manual installation procedures are used instead of the automated
install, the IT manager needs to request the portable subnet through the cloud portal (unless
this is a reinstallation) and allocate the needed IP addresses. In this case, “allocating” the
address is simply the choosing which IP addresses in the subnet range are assigned to each
of the five addressees needed for each node and the single shared address for the cluster.

Address allocation and inventory keeping for portable subnets is not performed or maintained
by the cloud portal. The cloud network routers accept and process which addresses are
configured on the server NICs.

When VLANSs are provisioned on the cloud account, they are initially setup with only a single
subnet, called the primary subnet. Addresses on the on primary subnet can only be assigned
by the cloud provisioning engine. When servers are provisioned with multiple, unbonded
Network Interface Cards (NICs), only the first NIC on the network (Public or Private) is
assigned an IP address. If additional IP addresses are needed for the server (for example, IP
addresses for a second NIC, or IP addresses for an HA cluster or VMs running on the host), a
portable or secondary subnet must be allocated on the VLAN. IBM Spectrum Virtualize
automated install.

For IBM Spectrum Virtualize, five IP addresses are needed for each host node in the IBM
Spectrum Virtualize cluster, plus a sixth address for the cluster that will be used by all nodes.
The following section shows how to allocate a private subnet required for allocating an
assigning these addresses. This procedure is only required when the manual or semi
automated installation procedure is used for IBM Spectrum Virtualize. The fully automated
procedure includes logic to allocate the subnet.
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Complete the following steps:
1. From the Cloud Portal home window, select the Network option, as shown in Figure 3-33.

Order
@
 — |
—
Devices Storage Network Security Add-On
Services

Figure 3-33 Select the Network option

2. At the bottom of the Network options page, select Order under the Subnets/IPs section
(see Figure 3-34).

Subnets / IPs

Order static, public or private [Ps in portable or global subnets.
IPv6 addresses are available in /64 blocks with a limit of 5 per
customer. IPv4 addresses are currently available as single /32
addresses with a limit of 5 per customer.

& Order
Figure 3-34 Subnets/IPs
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3. The additional IP addresses for the IBM Spectrum Virtualize nodes is allocated on the
private network. Therefore, a Portable Subnet is needed on the Private Network. Select
Portable Private, as shown in Figure 3-35.

Order IP Addresses

Select the type of subnet to add to this account

Eclcc: the type of subnet to add to this account

Static Public
Portable Public

obal IPv4
Static Public IPv6
Portable Public IPvE
Global IPv6

Figure 3-35 Order IP Addresses
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. For this example, we have allocated a 64-address subnet. The automated IBM Spectrum
Virtualize installation script also always creates a 64-address subnet by default. This
accommodates even an eight-node cluster, which requires 41 addresses. Additional
addresses could potentially be allocated for storage clients to access IBM Spectrum
Virtualize iSCSI targets on the same subnet, eliminating the need for routing between
clients and IBM Spectrum Virtualize (see Figure 3-36).

Order |IP Addresses

Select the type of subnet to add to this account

Portable Private

" Required field

Select Option

4 Portable Private |IP Addresses
8 Portable Private |IP Addresses
16 Portable Private IP Addresses
32 Portable Private IP Addresses

64 Portable Private IP Addresses

Figure 3-36 Select 64 Portable Private IP Addresses
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After the number of IP addresses is selected, the user is presented with a list of Private
Network VLANSs already provisioned on the account. In this example, the demonstration
cloud account was no longer available. Therefore, the data center and VLAN number is
different than other examples. However, you are presented with a list of all VLANs
available on the account, including those in other data centers.
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5. Select the private VLAN where your IBM Spectrum Virtualize servers have been
provisioned, as shown in Figure 3-37.

Order IP Addresses

Ordering 64 Portable Private IP Addresses
Go back to change selection.
Select a VLAN to establish where the new IP addresses are routed. Expand each roy

25 « ltems perpage | 1-10of 1VLANs

VLAN NUMBER PRIMARY ROUTER LOCATION

> @ 8n ber06a.dal0g Dallas 9

Figure 3-37 Select the private VLAN
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6. A justification questionnaire is required for the subnet. Complete the form with information
appropriate to your intended use. Additional addresses are a semi-constrained resource
on the IBM Cloud, and the information allows automated planning processes to determine
when allocated address spaces can be deprovisioned (see Figure 3-38).

How many of these new IPs will be in use within the next 30 days:

* Required field
How many of these new IPs will be in use within the next 12 months:

* Required field
Description of your need for additional IPs:

* Required field
Contact Name:

* Required field
Contact Job Title:

* Required field
Contact Email:

* Required field
Contact Phone Number:

* Required field

| agree that the contact information is current and valid.

Figure 3-38 Justification questionnaire
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7. Accept the Cloud Agreement terms and complete the order. The subnet is available
immediately, as shown in Figure 3-39.

Order Review
Item 64 Portable Private |P Addresses
Quantity 1

DI have read the Master Service Agreement and agree to the terms therein.

Figure 3-39 Order Review

3.3.1 Provisioning a Network Gateway Appliance

64

Some scenarios for using IBM Spectrum Virtualize on the IBM Cloud involve replicating with
an IBM Spectrum Virtualize or other IBM Virtualized storage appliance in an on-premises
environment. Connectivity with external environments can be accomplished through either an
internet VPN or a private Direct Link connection. If an internet VPN is used, it is necessary to
deploy a network gateway appliance to terminate the VPN from the customer’s environment.
The Gateway Appliance also provides firewall and Network Address Translation capabilities, if
required for networking with the customer environment.

A Network Gateway, sometimes called a Vyatta, is only required if the IBM Spectrum
Virtualize is to be configured for replication through an internet VPN. If your IBM Spectrum
Virtualize is for a single site only, is replicating with a IBM Spectrum Virtualize in another IBM
Cloud data center, or a private Direct Link connection is being provisioned between the
customer network and the IBM Cloud, then a Network Gateway is not required.
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To provision a network gateway, complete the following steps:

1. Select the Network menu from the portal home window and select Network Appliances,
as shown in Figure 3-40.

Network Security Services

Bandwidth

CDN

DNS
‘L_H IP Management

Devices Storage NS Load Balancing Add-On
Services

Gateway Appliances

IPSec VPN
Tickets

Status

Open Direct Link goonse

1 0O

Rarant | Indatas

Figure 3-40 Select Network Appliances

2. Alist of already provisioned appliances is displayed. Normally one would not expect any to
be listed, but if the customer cloud account has been zoned into multiple firewalled
separate VLANSs, there might be multiple already provisioned. Select Order Gateway from
the upper right corner of the page (see Figure 3-41).

Gateway Appllances IOrderGateway I
25 per page | No data to display 10of 1 pages 1 =~
GATEWAY PUBLIC VLAN PUBLIC IP ADDRESS PRIVATE VLAN PRIVATE IP ADDRES

Figure 3-41 Select Order Gateway
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3. The Network Gateway is just another instance of a cloud bare-metal server. The same list
of servers available for provisioning, as was provided for the IBM Spectrum Virtualize node

selection, is presented (see Figure 3-42).

Dual Processor Multi-Core Servers
PRIVATE 10 GBPS

MANUFACTURER CPU MODEL CORE COUNT CPU SPEED STORAGE RAM NETWORK UPLINK g;‘;ﬂngST:RICE
oMLY SUPPORT

Intel Intel Xeon E5-2620 v416 Cores 210 GHz Up to 12 drives 16 GB up to 256 GB- Yes 5452 41

Intel Intel Xeon E5-2650 v424 Cores 2.20 GHz Up to 12 drives16 GB up to 255 GB- es

Intel Intel Xeon E5-2630 v428 Cores 260 GHz Up to 12 drives16 GB up to 2556 GB- e

Intel Intel Xeon E5-2620 v312 Cores 2.40 GHz Up to 12 drives16 GB up to 256 GB- Yes

Intel Intel Xeon E5-2550 v320 Cores 2.30 GHz Up to 12 drives18 GB up to 255 GB- es

Figure 3-42 Dual Processor servers

4. For the gateway, a Dual Processor server is advised when an IPSec VPN will be
terminated on the gateway. The RAM is suggested at 64 GB for IPSec VPN (see

Figure 3-43).

Operating System
p@j Virtual Router Appliance S.x {up to 1Gbps) Subsoiption Edition (84 Bit) [3158.78]

The following Third-Party Service Agreement applies to the product selected above:
ard Party Software Terms YWyatta

Figure 3-43 Operating System selection

5. Only two drives are required, configured in RAID1 with Linux Basic partition map, as
shown in Figure 3-44 on page 67.
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Dizk Controller 1 520.00 $0.00

500 GB 5ATA | 315.23 E| Add Disk
Select All Disks | | Select Mone | | Remove selected disks

Dizks
,&1 £0.00 ,&2 5315.23

0 of 500 GB S5ATA 0 of 500 GB SATA

Advanced Storage Groups and Partitions

Storage groups are logical wolumes which can span multiple drives on a disk controller.
R Edit Hotspares | Edit

500 GB

Figure 3-44 Disk Controller 1

6. A Network Gateway must be configured with both Public and Private networks. In

Figure 3-45, a 1 Gbps Redundant (Bonded) network connection is selected. Depending
on the intended replication data volume, a 10 Gbps connection might be wanted, but a
redundant connection should be selected. This differs from the configuration used with the

IBM Spectrum Virtualize cluster hosts.

Uplink Port Speeds

Public & Private

() 100 Mbps Public & Private Network Uplinks
™ 1 Gbps Public & Private MNetwork Uplinks [310.00]

L

i 10 Gbps Public & Private Network Uplinks [372.50]

L

e

%1 Gbps Redundant Public & Private Metwork Uplinks [$35.00]

{# 100 Mbps Redundant Public & Private Network Uplinks [$10.00]

10 Gbps Redundant Public & Private Network Uplinks [$145.00]

Figure 3-45 Uplink Port Speeds
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7. Complete the server configuration and verify order (see Figure 3-46).

Hard Drives
Please complete the configuration of the storage on your server below. Some versions of Windows have 3

mitation of 2 TB primary storage groups.

Disk Controller 1 H.00 .00

1.00 TB 5ATA, 313.50 B Add Disk
Select All Disks | | Select Mone | | Create RAID storage group | | Remove selected disks
Digks

1 $13.50

1 of 1 TB SATA

Figure 3-46 Complete the server configuration

8. On the order completion page, you are required to specify VLANs that the gateway will
manage. The pull-down selection for the back-end and front-end VLANs allows either
automatic assignment or selection from one of the existing VLANs on the account. The
Network Gateway should be provisioned after the IBM Spectrum Virtualize cluster hosts
have completed provisioning.

Select the back-end and front-end VLANs on which the IBM Spectrum Virtualize servers
were placed when they provisioned. This action makes the Network Gateway server the
default router for all subnets on those VLANSs. This has several effects on the network
environment that are explained in the Network Gateway configuration section of this
document.

Assign a host and domain name to the Network Gateway. These names resolve in the IBM
Cloud internal network, but are not published to any externally visible domain name
servers. They are mainly used for naming within the IBM Cloud portal inventory and device
listing screens (see Figure 3-47).

Host and Domain Mames

Hostname Comain

Server 1: | Mo0_DALI0_WYWATTA || ibmsvdemo.com

ri Amrnsin s
Sill. &0

[11]
H
m
1]
m
[

K

Figure 3-47 Host and Domain Names
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9. Complete the order for the gateway, as shown in Figure 3-48.

By clicking the Check Box, | acknowledge
that the Cloud Service terms apply to this
order.

E | have read and agree to the Third-Party
service Agreement listed below:

m 3rd Party Software Terms Vyatta

w Submit Order

Save as Quote ‘h

Figure 3-48 Submit Order

Servers might take as long as four hours to complete provisioning; however, simple, small
servers, such as the Vyatta, often require less than one hour.
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Implementation

This chapter describes how to implement IBM Spectrum Virtualize for Public Cloud
environment and provides detailed instructions about the following topics:

Downloading the One-click installer
Fully Automated installation

Semi Automated installation
Configuring Spectrum Virtualize
Configure Cloud quorum

Configure the back-end storage
Configuring Call Home with CLI

vVVvyYVYyVvYVvYYyvYyyYy

For more information about the Home Call configuration, see Chapter 6, “Supporting the
solution” on page 135.

This chapter has the following topics:

» 4.1, “IBM Spectrum Virtualize for Public Cloud installation” on page 72

» 4.2, “Configuring Spectrum Virtualize” on page 82

» 4.3, “Configuring replication from on-prem IBM Spectrum Virtualize to IBM Spectrum
Virtualize for IBM Cloud” on page 105

» 4.4, “Configuring Remote Support Proxy” on page 115

© Copyright IBM Corp. 2017, 2019. All rights reserved.
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4.1 IBM Spectrum Virtualize for Public Cloud installation

This section includes instruction for implementing IBM Spectrum Virtualize in
IBM Cloud. IBM Spectrum Virtualize for Public Cloud implementation starts from the following
assumptions:

» The required bare-metal server resources that are described in Chapter 3, “Planning and
preparation for the IBM Spectrum Virtualize for Public Cloud deployment” on page 31 are
deployed.

» The required IBM Spectrum Virtualize back-end storage that is described in Chapter 3,
“Planning and preparation for the IBM Spectrum Virtualize for Public Cloud deployment”
on page 31 were made available in the same IBM Cloud Data Center where the
bare-metal server were deployed.

» The required IBM Spectrum Virtualize Licenses was purchased and you can access |IBM
Passport Advantage.

When the bare-metal servers are ready, you can install IBM Spectrum Virtualize for Public
Cloud by using the One-click installation methods that described in this section. One-click
cluster deployment is a tool that helps the user to install IBM Spectrum Virtualize for Public
Cloud automatically.

One-click cluster deployment has two modes:

» Fully Automated installation
» Semi Automated installation

Both modes install IBM Spectrum Virtualize for Public Cloud and create the cluster
automatically.

The fully automated mode automatically determines the initial configuration parameters for
configuration of IBM Spectrum Virtualize for Public Cloud, and automatically orders the
required IP addresses from IBM Cloud. The semi-automated mode requires that the user
orders the IP addresses (or uses an existing subnet) and generates and edits a configuration
file to provide the installer script the needed parameters.

For each installation method, both GUI and command-line interface (CLI) are shown for
comparison. Some common steps must be done, regardless of the installation method that is
used. Figure 4-1 shows some common steps that must be completed.

Software Installation — Automated Installation Overview

IBM Passport Advantage IBM CallHome

1. Buy license and download installer 2. Generate APl key 3. Get activation key 4. Install and initialize

e ) The installer generate nonces
| The installer is a script talks to | on bare metal in Bluemix
Biuemix through APl and login to

| bare metal machine to install and

configure SV Bluemix infrastructure APl Key

Figure 4-1 Software Installation overview
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The first step for installing IBM Spectrum Virtualize for Public Cloud is to download the
One-click installer, as described next.

4.1.1 Downloading the One-click installer

Before you can install the IBM Spectrum Virtualize for Public Cloud software, you must
download the One-click installer for IBM Spectrum Virtualize for Public Cloud from IBM
Marketplace and Passport Advantage.

In addition to the license, you must download the One-click installer, which is an application
that runs on a local machine with internet access. This application facilitates the installation of
the IBM Spectrum Virtualize for Public Cloud software on multiple bare-metal servers to
create the system. You must download the One-click installer that is based on the operating
system of the machine that you are using to run the installation. The One-click installer is
available for Red Hat Enterprise Linux 7.x (RHEL 7.x), macOS, and Windows.

Downloading the installer for RHEL 7.x
To download the installer on a Linux system, complete the following steps:

1. Go to the IBM Passport Advantage website to obtain the One-click installer for IBM
Spectrum Virtualize for Public Cloud.

2. Log in by using your Passport Advantage credentials.

3. Download the following installation package for RHEL 7.x to your Linux system:
SV_Cloud_Installer RHEL x.x.x.x.tar.gz (where x.x.x.x is the release identifier for the
software).

4. On your Linux system, decompress the package by running the following command: tar
-zxvf SV_Cloud_Installer_RHEL_x.x.x.x.tar.gz (where x.x.x.x is the release identifier
for the software).

Downloading the installer for macOS
To download the installer for a MacOS system, complete the following steps:

1. Go to the IBM Passport Advantage website to obtain the One-click installer for IBM
Spectrum Virtualize for Public Cloud.

2. Log in by using your Passport Advantage credentials.

3. Download the following installation package to your MacOS system:
SV_Cloud_Installer MAC x.x.x.x.tar.gz (where x.x.x.x is the release identifier for the
software).

4. To decompress the package, enter the following command: tar -zxvf
SV_Cloud_Installer MAC x.x.x.x.tar.gz (where x.x.x.x is the release identifier for the
software).

Downloading the installer for Windows
To download the installer for a Windows system, complete the following steps:

1. Go to the IBM Passport Advantage website to obtain the one-click installer for IBM
Spectrum Virtualize for Public Cloud.

2. Login by using your Passport Advantage credentials.

3. Download the following installation package to your Windows system:
SV_Cloud_Installer WIN x.x.x.x.zip (where x.x.x.x is the release identifier for the
software).

Chapter 4. Implementation 73


http://www.ibm.com/software/passportadvantage
http://www.ibm.com/software/passportadvantage
http://www.ibm.com/software/passportadvantage

4. To decompress the package, use the Winzip application on your system.

Create a Classic Infrastructure API key

The automated installation script and the back-end storage configuration require an IBM
Classic Infrastructure API key to use the IBM Cloud APIs to perform the automated software
installation.

IBM Cloud includes different types of API keys. Here, we use an infrastructure key.

The API Key is used during the installation to access the API for the following purposes:

» Discover the passwords of the servers.
» Allocate a range of IP addresses for the cluster.
» Configure the storage at postinstallation.

Tip: It is best to generate the API key and perform the installation as a user without
purchasing power to protect the client from the small risk of the installation script making
purchases in error.

To create your API key, see this IBM Cloud web page.

4.1.2 Fully Automated installation

Important: If in your environment you implemented a VPN firewall that is supplied by IBM
Cloud laaS (Vyatta) do not use this procedure. At the time of this writing, the Fully
Automated procedure cannot interact with the Vyatta to make the subnet that was
automatically allocated by the script by using API accessible. Instead, use the Semi
Automated procedure that is described in 4.1.3, “Semi Automated installation” on page 78.

The Fully Automated installation requires the following steps to be run:

1. The user creates an infrastructure API key with minimum privilege, which allows the Install
Script to query information of the nodes, as described in “Create a Classic Infrastructure
APl key” on page 74.

2. The user runs the installer on a notebook or server with an internet connection.

3. The script hides all the complexity of installation and first-time configuration by performing
the following tasks:

a. Get the user name and password of the machine through the IBM Cloud API with the
user-provided API key.

b. Allocate portable private IP addresses.

c. The script logs in to each node to generate a nonce and presents it to the customer to
download an activation key.

d. The script logs in to each node and installs the IBM Spectrum Virtualize Cluster
software with the activation keys that the client obtained from the IBM Call Home
website.

e. The script creates the cluster and configures the iSCSI port IPs.
f.  When finished, the script outputs a report about the installed cluster.
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To run the Fully Automated installation, complete the following steps:
1. On your notebook or server:
a. For RHEL and MacOS hosts, change to the one-c1ick-install* directory and run the
command, as shown in Example 4-1.

Example 4-1 One-click-install example for RHEL and macOS

./SV_Cloud Installer --user $username --apiKey $key --servers
bm_server_namel bm_server_name2 ...

b. For Windows host, change to the one-click-install* directory, and run the command
as shown in Example 4-2.

Example 4-2 One-click-install example for Windows

SV _Cloud_Installer.exe --user $username --apiKey $key --servers
bm_server_namel bm_server_name2 ...

Note: The bm_server _namel/2 that is shown in Example 4-1 or Example 4-2 is the
name you gave to your IBM Spectrum Virtualize Nodes when provided, as described in
Chapter 3, “Planning and preparation for the IBM Spectrum Virtualize for Public Cloud
deployment” on page 31. Use the host name only, not the Fully Qualified Domain Name
(FQDN).

The parameter is case-sensitive, but is treated as case-insensitive unless ambiguity
exists. For a two-node cluster, two bare-metal server names must be provided; four
must be provided for a four node cluster.

Figure 4-2 shows an example of the bm_server_name.

Overvisw Devices

Devices ~

Storage v Filter v
25 L2 =
Device Name & Device Type Location Public IP Private IP Start Date

Gateway Member ond 169.47.129.107 10.183.3.16 2017-12-20 Actions v

Bare Metal Serve

Figure 4-2 Hostname example

2. During the installation process, the output shows your nodes’ nonce (number occurring
once). Follow the steps that are described in the “ACTION REQUIRED” section to activate
your nodes, as shown in Example 4-3.

Example 4-3 Fully Automated output example

C:\Users\IBM ADMIN\Desktop\one-click-install-WIN(2)>SV Cloud Installer.exe
--user 1205109 abernasconi@it.ibm.com --apiKey
45e880b9ed885256aa3c9dc92c8d59ebdeef54010a75c6db434c65448e333249 --servers
itso-dall0-sv-nl itso-dall0-sv-n2 -f

Start deploying the SV _Cloud cluster, resource checking.

Allocating IP addresses for the SV _Cloud cluster.

Start deploying the SV _Cloud cluster, and the whole process will take about 20
minutes.
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The SV_Cloud cluster will be deployed on: itso-dallO-sv-nl itso-dall0-sv-n2
server name: nonce

# itso-dall0-sv-nl: D455F4

# itso-dall0-sv-n2: D45D14

ACTION REQUIRED

1.Please use server's nonce to get USVNID from
https://www.ibm.com/support/home/spectrum-virtualize.

2.Put all USVNID files (such as D455F4.txt) into current working directory:
C:\Users\IBM_ADMIN\Desktop\one-click-install-WIN(2)

Preparing for downloading.

Downloading:

Progress: |****************************************| 100% Comp]ete
Download completed, will start installing soon.

Installing:

Progress: |****************************************| 100% Comp]ete

SV_Cloud nodes are installed.
Now starting nodes, should take a few minutes.

Activate nodes: ['itso-dallO-sv-nl', 'itso-dallO-sv-n2'].
SV_Cloud nodes started, will start making cluster soon.

Making cluster on itso-dall0-sv-nl, will take a few minutes.
Adding nodes to the cluster.
Adding node BO1ELJ3 to IO _group O.

The SV_Cloud cluster is ready, and the cluster IP is 10.93.135.196.

3. To complete the required action that is described in Figure 4-1 on page 72, see this page
of the IBM Support website (log in required). Complete the following steps:

a. Download the activation key for each node in the IBM Spectrum Virtualize cluster, as
shown in Figure 4-3 on page 77.

76 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3


https://www.ibm.com/support/home/spectrum-virtualize

Marketplace Search o, H =

IBM Support My support ~  Downloads ~  Documents ~  Tickets ~  Communities ~  Training ~  Other

IBM Support > o What's new?

IBM Spectrum Virtualize

Use this form to create a new signature file or retrieve a signature file you have created previously. E
Unique nede ID:* | DAS5F4 u?‘%
(e.g.. FEDCBA) ‘E
By clicking “Submit”, you agree that IBM may process your data in the manner indicated above and as described in our I3 Privacy palicy. _
Download
i Download your activation key file
Figure 4-3 Downloading activation key example
b. Save the downloaded keys in your one-click-install directory, as shown in
Figure 4-4.
3 =1 =8 =X
@Uv| . v one-click-install-WIN(Z) » - |-{-? | | Search one-click-install-
Organize - || Open Share with = MNew folder = -~ [ l@l
-~
<& Favorites | = Marne Date modified Ty =
BE Desktop 2| 2xjson 7/11/2017 7:20 PM 15
4. Downloads | deploy_cne_nodesh 26/10/201711:46 ...  SH
=l Recent Places L g deploy_SV.exe 26/10/2017 11:56 ... Ay
& OneDrive | deployment.log 8112017 11:18 PM - Te
. Clienti | examplejson 26/10/201711:30 ... 1S E
| itso-dall0-sv-nl 8/11/2017 11:11 PM  Fil
4 Libraries = | itso-dall0-sv-n2 8/11/201711:11 PM il
3 Documents | itso-dall0-sv-n3 8/11/201711:14 PM  Fil
J"-' Music | | itso-dall0-sv-nd /11,2017 11:14 PM  Fil
=] Pictures E one-click-install-WIN(2) zip T/11/2017 619 PM W
E Videos __| remove_one_nodesh 26/10/201711:30 ... Sk _
- 4 ITiI | 3

Figure 4-4 IBM Spectrum Virtualize activation key saving example

Note: If you do not save the activation keys in this manner, the Fully Automated script

prompts you to confirm and does not continue until the keys are saved in the expected
directory.

4. After approximately 20 minutes, an IBM Spectrum Virtualize for Public Cloud cluster is
ready. The deployment script saves the cluster configuration report in the file report.json
in the One-click installation working directory.
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5. You can skip ahead to the sections Log in to Cluster to log in to the IBM Spectrum
Virtualize for Public Cloud cluster and proceed with Configure Backend Storage.

4.1.3 Semi Automated installation

Semi Automated mode needs the user to provide more configuration information to install
IBM Spectrum Virtualize for Public Cloud. A template is available in the One-click installer
package: example.yaml. Carefully follow the next sequence to edit this file. Example 4-4
shows how to create an example configuration file to be edited for the installation.

Example 4-4 Generating a sample yaml configuration file

jfincher$ ./SV Cloud Installer -g sample.yaml
Generating config file: sample.yaml

Complete the following steps:
1. For each bare-metal server, collect the following information:

— ID (assigned by yourself according to your naming convention, such as 1).

— Server name (for example, itso-dal10-sv-nl).

— publiclpAddress.

— privatelpAddress.

— Operating system user (for example, root).

— Operating system password (you see ********). Double-click to make it visible.
— Serial (for example, SLO1ELJ5).

You can gather this information from the IBM Cloud portal by authenticating with your IBM
Cloud user ID and password and selecting your bare-metal server, as shown in Figure 4-5.

= IBMCloud s O Catalog Docs  Support  Manage 1541323 - JORDAN ... -

Dashboard f Resourcelist
I Overview

= S g\/cml_agpfe[ablcom Addtags ® Poweredon ® Connected
Usage
Remote management server details System details
Security
e Name suclnlagpfelabcom & 0s Redhat EL7.6-64
Status ACTIVE Security Device SuperMicro AOM-TPM-9655V
R i) 1133379 Remote Mgmt Card Aspeed AST2400 - Onboard
Storage Started 12/20/2017, 2:15:30 PM RAM 8xBGB Micron 8GB DDRA 1Rx4  Modify,
Passwords Reloaded 5/7/2019,12:19:39 PM Processor 2.4GHz Intel Xeon-Haswell (E5-2620-V...  Modify
MER Serial # CB19UAF45B50702 Processor 2.4GHz Intel Xeon-Haswell (E5-2620-V...  Modify
Notes NA 2 Power Supply SuperMicro PWS-751P-1R
Location Washington 4 Power Supply SuperMicro PWS-751P-1R
Serial # SLO1EBEO Network Card SuperMicro AOC-UR-i4XT
Billing Monthty Motherboard SuperMicro X10DRU-i+_R1.02b  View details
Transactions N/A Firmware 3.16-8-2018
Drive Controller LSI9361-8i View details Modify
Firmware 4.650.00-6383
Battery LS Battery Backup Device
Backplane SuperMicro BPN-5AS-815TQ

Figure 4-5 Device detail example

2. User and password can be collected from the window by expanding the device in the
device list, as shown in Figure 4-5. You see the window that is shown in Figure 4-6 on
page 79. Click show password to make it visible.
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Overview Devices
Deavices v

Storage v Filter v

Network v

etworl e
Security v
Device Name a

Services v

Powered On

Connected

Username  root

Password G4BbwxXV

1 2
Device Type Location Public IP Private IP Start Date
Gateway Member Washington 4 169.47.129.107 10.183.3.16 2017-12-20 Actions w
Bare Metal Serve  Washington 4  169.47.145.1561 10.183.62.215  2017-12-20 Actions v

Bandwidth (for billing period ending 05/31/2019)

Public
446.57 KB of 500 GB

Today

Show Password

Figure 4-6 User and password example

3. Allocate IP addresses for use by Spectrum Virtualize from the portable private subnet that
is in the same VLAN the private network for the bare-metal servers. The required number
of IP addresses for the installation is five IPs per node, plus one cluster IP address. For

more information about ordering and prov

isioning a portable private subnet, see 3.3, “IBM

Spectrum Virtualize networking considerations” on page 57.

Overview Subnets View VLANs New IP Addresses @
Devices .
Storage v Filter v
ork . ¥ B
Al v All Subnets Bw |1 1 AR -
Bandwidth >
Subnet Networ Type  VLAN Location  Target Total 1P Notes (Click Cell To Edit)
con
Private Primary wdc0d.bcr03a.129! Washington 64
ons >
6 Private Primary w Nashingten 64
IP Management >
[2 Public Primary wi Washington 8
Lol Belaticaig 2 2 Public Primary wi Washingten 16
Gateway Appliances Private Portable wdcO | Washington 64 5]
IPSec VPN 4 Public  Primary w 288

Figure 4-7 Subnet menu example

4. Complete example.yaml by using your IP

address configurations.

Keeping a spreadsheet (see Figure 4-8) in advance to assign your specific IP address to

each specific role can be useful.

Priv. IP Pub. IP Service IP
svelnl 10.183.62.215 169.47.145.151 10.183.120.11
sweln2 10.183.62.194 169.47.145.154 10.183.120.12
Cluster

Net Ilask
169.47.145.144
10.183.62.192

10.183.120.0

oW

| Public Metwork
Private Network
Portable Network

225.255.255.192
225.255.255.192

10.183.62.193
10.183.120.1

169.47.145.145 |225.255.255.192 .I

N2ZNIPI® NZNIP I Port IPI* PortIPII* Cluster IP
10.183.120.21 10.183.120.22 10.183.120.15 10.183.120.16
10.183.120.23 10.183.120.24 10.183.120.17 10.183.120.18

10.183.120.10

Figure 4-8 IP address table document

Example 4-5 on page 80 shows a new yaml file that was completed with your IP address.
This example is for an IBM Spectrum Virtualize cluster with only two nodes.

Note: The password and private key parameters are mutually exclusive.
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Example 4-5 yaml file example

# version=8.1.3.0-180512_1402
cluster:
ipAddress: 10.183.120.10 # cluster ip
gateway: 10.183.120.1
netmask: 255.255.255.192
sitel:

BareMetalServers:

- servername: svclnl # the name showed in cloud web portal
publicIpAddress: 169.47.145.151
privateIpAddress: 10.183.62.215
user: root # username with root privilege
password: G4BbwxXV # Togin password for user.
# privateKey: C:\Users\ADMIN\.ssh\bm01l private key
serial: SLOLEBEO # Bare Metal server serial number
id: 1 # select the SpecV node id for this node
servicelp:

netmask: 255.255.255.192

ipAddress: 10.183.120.11

gateway: 10.183.120.1
portIp:

- netmask: 255.255.255.192
ipAddress: 10.183.120.20
gateway: 10.183.120.1

- netmask: 255.255.255.192
ipAddress: 10.183.120.21
gateway: 10.183.120.1

nodelp:

- netmask: 255.255.255.192
ipAddress: 10.183.120.15
gateway: 10.183.120.1

- netmask: 255.255.255.192
ipAddress: 10.183.120.16
gateway: 10.183.120.1

- servername: svcln2
publicIpAddress: 169.47.145.154
privateIpAddress: 10.183.62.194
user: root # username with root privilege
password: U8qp9t5w # login password for user
# privateKey: C:\Users\ADMIN\.ssh\bm02_private_key
serial: SLO19TYC # Bare Metal server serial number
id: 2
servicelp:

netmask: 255.255.255.192

ipAddress: 10.183.120.12

gateway: 10.183.120.1
portIp:

- netmask: 255.255.255.192
ipAddress: 10.183.120.22
gateway: 10.183.120.1

- netmask: 255.255.255.192
ipAddress: 10.183.120.23
gateway: 10.183.120.1

nodelp:

- netmask: 255.255.255.192
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ipAddress: 10.183.120.17
gateway: 10.183.120.1

- netmask: 255.255.255.192
ipAddress: 10.183.120.18
gateway: 10.183.120.1

Note: If your configuration is with four Nodes, edit your yaml file and add two sections
for the nodes.

5. Save your yaml file by using a useful name; for example, sample.yaml.

6. Run the configuration file validation command from the directory where you saved your
installation files, as shown in Example 4-6.

Example 4-6 Deploy Spectrum Virtualize semi-automated example

jfincher$ ./SV_Cloud_Installer -c sample.yaml
Verifying config file: sample.yaml
Config file sample.yaml looks good, your are ready for installation.

. After the validation process is complete, run the command to start the installation process
that is shown in Example 4-7.

Note: As part of the installation procedure, you are presented with activation codes for
each node. In this example, these codes are D2F9D8 and 3A0ECO. It is required as part of
the installation process to download the activation keys per the instructions that are
presented in the command output and store them in the same directory as the installation
script, as explained in 4.1.2, “Fully Automated installation” on page 74.

At the time of this writing, the web page to download the key files works in Internet Explorer
only. In Firefox and Chrome, pasting the link location in the address bar (and removing the
unsafe: prefix from the URL) allows you to view the text file in the browser. Pasting it into a
text file that is named NONCE. txt (replace NONCE with the string that is provided for the node)
is sufficient to proceed.

Example 4-7 Semi automated node activation example

jfincher$ ./SV_Cloud Installer -i -f --configFile sample.yaml

Start deploying the SV_Cloud cluster, resource checking.

Start deploying the SV_Cloud cluster, and the whole process will take about 20
minutes.

The SV_Cloud cluster will be deployed on: svclnl svcln2

# svclnl: D2F9D8

# svcln2: 3A0ECO

ACTION REQUIRED

1.Please use server's nonce to get USVNID from
https://www.ibm.com/support/home/spectrum-virtualize.

2.Put all USVNID files (such as D2F9D8.txt) into current working
directory:/Users/jfincher/Downloads/SV_Cloud_Installer.

Preparing for downloading.

Downloading:
Progress. |****************************************| 1000/(7 Comp'lete
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Download completed, will start installing soon.
Installing:

Progr\ess: |****************************************| 1000/0 Comp]ete

SV_Cloud nodes are installed.

Now starting nodes, should take a few minutes.

Please put USVNID file ['D2F9D8.txt', '3A0ECO.txt'] into
/Users/jfincher/Downloads/SV_Cloud_Installer.

Press anykey to continue or N to exit:

Activate nodes: ['svcInl', 'svcln2'].
SV_Cloud nodes started, will start making cluster soon.

Making cluster on svclnl, will take a few minutes.
Adding nodes to the cluster.

Adding node BO19TYC to IO _group O.

Setup portip for the cluster.

Setup DNS server for the cluster using IP 10.0.80.11.

The SV_Cloud cluster is ready, and the cluster IP is 10.183.120.10.

8. After the cluster is ready, see 4.2, “Configuring Spectrum Virtualize”.

4.2 Configuring Spectrum Virtualize

When the installation is complete, we can log in to IBM Spectrum Virtualize for Public Cloud
for further configuration. The steps are described next.

4.2.1 Log in to cluster and complete the installation

Complete the following steps to log in to the cluster and complete the installation:

1. Log in to the cluster by using the GUI from your browser, as shown in Figure 4-9 on
page 83.

With the GUI, you are guided to complete your cluster installation.
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D (DF. hitps//109313519 & | Q seoreh

Figure 4-9 Logging in by using GUI

2. You are redirected to the Welcome window. Click Next, as shown in Figure 4-10.

Welcome

Congratulations! You now have unmatched performance, availability, advanced functions and highly-scalable capacity right at
wour fingertips.

w Prerequisites

# Ensure that all hardware is cabled correctly and powered on
« Obtain any optional licenses

« Obtain email server IP address and port for call home

+ Obtain IP addresses for Bemote Support Proxy Servers

Figure 4-10 Welcome window
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After the License Agreement window, you are redirected to the change password window,
as shown in Figure 4-11.

Systern Setup X

e Change Password

License Agreement

The password must be reset before proceeding with system configuration.

() Change Password
User name: SUpETUSer
New password: | sesssnes |
Confirm password: | sessssus |

Cance 'hpr and Next

Figure 4-11 Change password

3. Change your password and then, click Apply and Next.
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4. You can change your cluster default name, as shown in Figure 4-12. Then, click Apply
and Next.

System Setup X

Welcome System Name

License Agreement Enter a name for the system:

Change Password

Cance ,hpr and Next

Figure 4-12 Cluster name change
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5. Enter your capacity license in accordance with your IBM agreement, as shown in
Figure 4-13. Then, click Apply and Next.

Systemn Setup

Welcome

License Agreement

Change Password

System Name

Licensed Funciions

Licensed Functions

Additional licenses are required to use cartan system functions. For auditing purposss, retain the licenss
agresment for proof of compliance.

Extemnal Virtualization:
Usage Details
Tier 0 Flash
Tier 1Flash
Enterprise Tier

Mearline Tier

FlashCopy:

Remate Mirroring:

Used TiB
000 TiB
0.00 TiB
0.00 TiB
0.00 TiB

Used 5CUs
0SCUs
0&8CUs
05CUs
05CUs

Total 0 SCUs Used
0.00% of SCU Capacity
0.00% of SCU Capacity
0.00% of SCU Capacity
0.00% of SCU Capacity

100 | TiB

e

Figure 4-13 Capacity license window
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6. Set your Date and Time in accordance to your specific policy. In our example, we
configured Date and Time manually by using our environment Time Zone, as shown in
Figure 4-14. Then, click Apply and Next.

We suggest the use of Network Time Protocol (NTP) and configuring it as shown in
Figure 4-14.

Systermn Setup X

Welcome
Date and Time

License Agreement

Select time and date settings. You can enter these settings manually or specify a
ch P—— MNetwork Time Protocol (NTP) server to synchronize time on the system.

System Name ® Manually (O NTPServer

Licensed Functions

Date: | 132017 [~ |
{_} Date and Time
Time: | 505 AM [~ |
Time Zone: | (GMT-6:00) Central Time (US & Canada) | -
[0  useBrowser Settings /1317, 6:05 PM

Cancel .b&ppty and Next &

Figure 4-14 Date and Time window
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7. In the next windows, you are prompted to enter location information about your IBM
Spectrum Virtualize cluster and some contact information, as shown in Figure 4-15 and
Figure 4-16.

By=ten Setup 4

Welcome &
System Location

License Agreement
Service parts should be shipped to the same physical location as the system.

Change Password
Company name:

System Name pany | BT |

Licensed Functions Systern address: | Dal0 Data Center |

Date and Time ) =
City: | Dallas |

) System Location

State or province: | X |
Postal code: | 19983 |
Country or region: | United States .
Machine location: | Dal10 DG room floorY BuidingW| | il

e |

Figure 4-15 System Location information

Systern Setup x

Contact
License Agreement
The support center contacts this person to resolve issues on the system.

Change Password
System Name Mame: | Myhame |
Licensed Functions il: ;
I Ermnail: | MyNme&@MyNamelcom i

Date and Time

Phone (primary}: | +t0z34987 |
Systemn Location

Phone (alternate): | +19823546 |

Figure 4-16 Contact information
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8. You are prompted to configure the Inventory Setting, as shown in Figure 4-17.

We suggest setting Inventory Reporting and Configuration Reporting ON to help IBM
Support Center better support you if potential issues and debugging occur.

Inventory Settings

Call home regularly sends emails fo the support center that describes your system hardware and critical configuration
nformation.

Inventory Reporting

Emails sent to the senvice center will contain information about imeentorny:

oif @D on

Configuration Reporting

Call Home now sends enhanced reports that includes information about your system configuration to the suppaort center.
The support center uses this detaled information to automatically generate ecommendations and best practices that
are specific to your configuration.

oif @D on

Imveniory Setfings

o If you have security requirements. you can hide sensitive entries, such as object names, doud accounts,
network information, certificates, host and user information from the reports.

|— Censor sensitive data

Figure 4-17 inventory setting example

9. You are prompted to configure Home Call (SMTP Server) alert and Support Assistance,
as shown in Figure 4-18 and Figure 4-19 on page 90.

Email Servers
Call home and event notifications are routed through this email server.

Server IP: Port:
[ 1093412 | s @O

Fing

Figure 4-18 SMTP server window
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System Setup

Welc -
ame Support Assistance

License Agreement How do you want to set up Support Assistance?
Change Password

O I want support personnel to work on-site only
Systermn Name

@ I want support perscnnel to access my system beth on-site and remotely
Licensed Functions

Date and Time:

System Location

Contact

Imveniory Setfings

Email Servers

Support Assistance

D Set up support assistance later

Need Helj Cancal - Back
P

Figure 4-19 Support Assistance window

10.Configure your Remote Support Proxy, as shown in Figure 4-20.

Welcarme Support Centers

License Agresment Support centers respond to manual and automatic service requests from the system. The following support
centers are configured on the system:

= Name IP Address Port

S defauli_support_centerd 129.33.206.139 22

System default_support_centerl 204146300139 22

Licensed Funclions

Remote Support Proxy (Optional)
Diate and Time:
o Required for network configurations using a firewall, or for systems without direct connection to the

Systemn Location network.

Gantact Mame | My_RSP | P | 10.93.4129 | Port

P Name | | ® | | Port | | ®©

Email Servers

Support Assistance

Remole Support
Proooy

Sy

Figure 4-20 Remote Support Proxy window
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Note: For more information about how to configure a Remote Support Proxy, see 4.4,

“Configuring Remote Support Proxy” on page 115.

A summary of your configuration is shown. You cluster setup completes and you are
redirected to your IBM Spectrum Virtualize GUI Dashboard, as shown in Figure 4-21,

Figure 4-22, and Figure 4-23 on page 92.

License Agreement

Change Password

Systermn Mame

Licensed Funclions

Date and Time:

System Location

Contact

Imventory Settings

Email Servers

Support Assistance

Summary

Summary
System Information
System name: TS0_SW_Dalo Date: Mow 13, 2017
Code kevel: a1 Time: 653005 PM
Time zone: (GMT+1:00) Sarajevo, Skopje. Warsaw, ...

Licensed Functions
External Virhualization: 100 SCU
FlashiCopy: 100 T2
Remote Mirmoeng: 100 T2
Call Home
System Location

Company name: I28_ITO

S address: Dah0 Data Center

: Dallas

Stale of province: TH

Postal code: 18253

Country of region: Urited Stases

Comment: Dah0 DC roomy flooryr Bullding'w
Contact

Contact name:
Email address:
Tedephone (primaryl:

Telephone (altemate):

Email Servers
Server IP
10534423

Cancel

MyMame

MyNmeShMy Name.com
+10234867

+19323546

?ﬂg

»

m

Figure 4-21 Summary example

@ System setup is complete.
fou will be redirected to the management GLUIL

Figure 4-22 System setup complete example
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Performance

[—

Oms

s

Capacity Savings ()

Figure 4-23 Spectrum Virtualize Dashboard example

Your IBM Spectrum Virtualize cluster now is complete. Configuring the Cloud quorum is
described next.

4.2.2 Configure Cloud quorum

IP quorum applications are used in Ethernet networks to resolve failure scenarios in which
half of the nodes on the system become unavailable. These applications determine which
nodes can continue processing host operations and avoids split brain scenarios in which both
halves attempt to independently service I/O, which causes corruption issues. IBM Spectrum
Virtualize for Public Cloud requires at least one IP quorum application on a bare-metal or
virtual server in IBM Cloud.

The IP quorum application is required for two- and four-node system in IBM Spectrum
Virtualize for Public Cloud configurations. In two-node systems, the IP quorum application
maintains availability after a node failure. In systems with four nodes, an IP quorum
application is necessary handle with other failure scenarios. The IP quorum application is a
Java application that runs on a separate bare-metal or virtual server in IBM Cloud.

There are strict requirements on the IP network for the use of IP quorum applications. All IP
quorum applications must be reconfigured and redeployed to hosts when certain aspects of
the system configuration change. These aspects include adding or removing a node from the
system, when node service IP addresses are changed, changing the system certificate, or
when an Ethernet connectivity issue occurs.

An Ethernet connectivity issue prevents an IP quorum application from accessing a node that
is still online.

If an IP application is offline, it must be reconfigured because the system configuration
changed.

To view the state of an IP quorum application in the management GUI, select Settings —
System — IP Quorum, as shown in Figure 4-24 on page 93.
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IEI.  1BMSpeotrum Virtualiee for Publio Cloud TS0 SV Dalt)  Sysiem

C Dashboard

Date and Time
IP Quorum
Downiload the quorum application and install it on your network. This application serves as tie breaker for

. - i 5 if i i instructions on how 10 i i, click here.
Licenszd Functions the systemif communication i disrupted. For instructions on how 1o install i, click here.

Dowrload IPvé Application

Update System
= Acfions - ¥ Fitier =
VWOL
P Address System Name State L
Resources R )
1015720 IBRO3Z-0 + Online
IP Guorm
4 1 | b
1D Groups

o Cuansm MDisks found

System «

Figure 4-24  IP Quorum example from the GUI

Even with IP quorum applications on a bare-metal server, quorum disks are required on each
node in the system. In a Cloud environment where IBM Spectrum Virtualize connectivity with
its back-end storage is iISCSI, the Quorum disks cannot be on external storage or internal
disk as in IBM SAN Volume Container or IBM Storwize. Therefore, they are automatically
allocated on the bare-metal server internal disks.

The use of the IBM Spectrum Virtualize command 1squorum shows only the IP Quorum.

A maximum of five IP quorum applications can be deployed. Applications can be deployed on
multiple hosts to provide redundancy.
For stable quorum resolutions, an IP network must meet the following requirements:

» Provide connectivity from the servers that are running an IP quorum application to the
service |IP addresses of all nodes.

» The network must also deal with possible security implications of exposing the service IP
addresses because this connectivity can also be used to access the service assistant
interface if the IP Network security is configured incorrectly.

» Port 1260 is used by IP quorum applications to communicate from the hosts to all nodes.
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» The maximum round-trip delay must not exceed 80 milliseconds (ms), which means 40 ms
each direction.

» A minimum bandwidth of 2 MB per second is guaranteed for node-to-quorum traffic.

For more information about IP quorum configuration, see IBM Knowledge Center.

4.2.3 Installing the IP quorum application

If you are installing a new IBM Spectrum Virtualize system or changing the configuration by
adding a node, changing a service IP address, or changing SSL certificates, you must
download and install the IP quorum application again. To download and install the IP quorum
application, complete the following steps:

1. Click Download IPv4 Application or Download IPv6 Application to create the IP
quorum Java application. The application is stored in the dumps directory of the system
with the file name ip_quorum. jar.

2. Transfer the IP quorum application from the system to a directory on the bare-metal server
that hosts the IP quorum application.

3. Use the ping command on the host server to verify that it can establish a connection with
the service IP address of each node in the system.

4. On the host, use the java -jar ip_quorum.jar & command to initialize the IP quorum
application.

5. To verify that the IP quorum application is installed and active, select Settings —

System — IP Quorum. The new IP quorum application is displayed in the table of
detected applications.

6. To verify that the IP quorum application is installed and active by using IBM Spectrum
Virtualize CLI, use 1squorum command.

The process to configure back-end storage is described next.

4.2.4 Configure the back-end storage

94

IBM Spectrum Virtualize for Public Cloud uses the back-end storage that is provided by IBM
Cloud as external MDisk.

We assume that you ordered the back-end storage as described in Chapter 3, “Planning and
preparation for the IBM Spectrum Virtualize for Public Cloud deployment” on page 31.

You can obtain at this web page the target IP address of the storage you just purchased, as
shown in Figure 4-25.

Block Storage

Storage Filter v

| st iSCSI Storage

File Sterage 25

~
(54

LUN Name Type Target Address  Capacity Snapshot Cape Location Status  Notes (Click Cell To Edit)

IBM Endurance (0.25I0P 10.3.174.107 500.0 GB Washingten 4 Active

Endu {0.2510P 10.3.174.107 500.0 GB Washington 4 Active

Endurance (2 IOPS/C 10.3.174.138 250.0 GB Washington 4 Active Actions ~

Figure 4-25 Block Storage menu

Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3


https://www.ibm.com/support/knowledgecenter/STPVGU_7.8.1/com.ibm.storage.svc.console.781.doc/svc_ipquorumconfig.html
https://cloud.ibm.com/classic/storage/block
https://www.ibm.com/support/knowledgecenter/STVLF4_8.2.1/spectrum.virtualize.821.doc/svc_ipquorumconfig.html

To configure your IBM Spectrum Virtualize back-end storage with GUI, complete the following
steps:

1. In the management GUI, navigate to the Pool — External Storage menu in the GUI, as
shown Figure 4-26.

violumes by Poo

niermal St

Extemal Stoage

bDisks by Pools

Figure 4-26 Pool menu example

2. Add external storage, as shown in Figure 4-27.

.

IES  IBM Specirum Virtualize for Public Cloud TS0 SV D=l Extemal Storage

C Dashboard

() aAdd Cloud Sturageb Actions -

MName

Figure 4-27 Add external storage example

3. Complete the following fields, as shown in Figure 4-28:
— Bluemix API Username: Your IBM Cloud VPN user name.

— Bluemix API key: Your IBM Cloud key that was created, as shown in Figure 4-28 on
page 96.
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— Node port ID: Your IBM Spectrum Virtualize node port ID. Ports ID 1 and ID2 are
available. It is recommended that both be used in a round-robin fashion to get better
workload balance and redundancy of each LUN (MDisk).

Add Cloud Storage x

Complete the following fields to configure IBM Cloud storage:

APl username: Enter in a username

APl key:

[ocwmen -]

Figure 4-28 Storage configuration example

4. Select the storage you want to configure by right-clicking it and selecting Include, as
shown in Figure 4-29.

Data Genter Storage Type 10PS Capacity | It
fra02 ENDURANCE 4096 1827TiB
Customize Columns  »
—————wuzstLiaree-13 fra02 ENDURANCE 25 9313 ...
v

Figure 4-29 Selecting storage to configure

5. Click Next and complete the wizard to add the storage.

Now your back-end storage configuration is completed and you can create pools, volumes,
and hosts as you do with any Spectrum Virtualize installation. For more information, see IBM
Knowledge Center.

4.2.5 Configuring Call Home with CLI

At the time of this writing, the Call Home configuration must to be run using CLI. In future
releases, this is planned to be automated by using the one-click process. Currently, it requires
a manual invocation of the command that is shown in Example 4-8.

Example 4-8 Call home config command example

cfgcloudcallhome -username <apilUser> -key <apiKey> -ip <ipOfIPQuorumServer>
-ibmcustomer <ibmCustomerNumber> -ibmcountry <ibmCompanyId>
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The following elements are shown in Example 4-8:

» username: The name that you specified in the MDisk configuration (IBM Cloud user name)
» key: The same as you specified in MDisk configuration (IBM Cloud API Key)

» IP: IP address of IP quorum server

» ibmcustomer: Specifies the customer number that is assigned when a software license is
automatically added to the entitlement database

» ibmcountry: Specifies the country ID used for entitlement and Call Home system
This command uses IBM Cloud APIs to get most of the information that are needed to enable

the email functions, such as the contact information and detailed address of the machine
(software datacenter).

The IP quorum server is chosen here because it is required to have public network access,
and an SMTP server is suggested to be configured there. If necessary, the chemailserver or
mkemailserver commands can be used after running this command to update it with another
SMTP server, or add a new one.

For more information about the Home Call configuration, see Chapter 6, “Supporting the
solution” on page 135 in this book.

4.2.6 Upgrading to second I/O group

In this section, we describe how to upgrade an IBM Spectrum Virtualize cluster from a
two-nodes (single iogrp) configuration to a four-nodes (dual iogrp) configuration.

We are assuming that an IBM Spectrum Virtualize cluster with two nodes is up and running.
To add two nodes to your cluster, complete the following steps:

1. Gather all of the information that is required for the sample yaml file as though you are
performing the semi-automatic installation procedure.

2. Secure copy as part of the SSH/SFTP suite of tools (such as PuTTY) the
deploy_one_node.sh script to the servers that will hold the Spectrum Virtualize instances
to be added into the running cluster.

3. Open an SSHH session to the bare-metal server by using an SSH client of your choosing.

4. Run the deploy_one_node.sh script, as shown in Example 4-9 on page 98.
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Note: The following command arguments are available for the script to run in the order
indicated:

Service IP address

Service IP default gateway
Service IP subnet mask
Node IP 1 address

Node IP 1 gateway

Node IP 1 mask

Node IP 2 address

Node IP 2 gateway

Node IP 2 mask

Port ID of node IP 2 (normally the value 2)
Serial number, server name
Node ID.

VVYYVYYYVYYVYVYVYVYYVYY

All of these parameters are required for the script to successfully run the sntask initnode
command.

Example 4-9 |Initializing a single node

[root@svcin3 ~]# /root/deploy_one node.sh 10.183.120.3 10.183.120.1
255.255.255.192 10.183.120.4 10.183.120.1 255.255.255.192 1 10.183.120.5
10.183.120.1 255.255.255.192 2 SLO19TYC svcln3 3

<ommiting bulk of intermediate script output>

Downloading, it may take a few minutes.
Installing, it may take a few minutes.
Spectrum-virtualize node is successfully installed.
Please reboot to complete installation.

Tip: If the script fails to successfully run sntask initnode and you are prompted to add
the force flag to the command, you can use a text editor to add -f to the last command
in the script and re-run it so that it looks like the following example:

/usr/bin/sntask initnode -f -sip ${1} -gw ${2} -mask ${3} -nodeipl ${4}
-nodegwl ${5} -nodemaskl ${6} -nodeportl ${7} -nodeip2 ${8} -nodegw2 ${9}
-nodemask2 ${10} -nodeport2 ${11} -serial ${12} -name ${13} -id ${14} ${15}

5. Restart the server on which you completed the installation.

6. Reconnect to the server and run the sninfo 1snonce command, as shown in
Example 4-10.

Example 4-10 Activating the node

[root@svcin3 ~]# sninfo Tsnonce
NONCEO

7. As described in Step 3 of 4.1.2, “Fully Automated installation” on page 74, use the nonce
command to get the activation key.

8. Secure copy as part of the SSH/SFTP suite of tools (such as PuTTY) the activation key to
the node’s service IP upgrade directory by using and activate the node software, as shown
in Example 4-11.
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Example 4-11 Activating the node

jfincher$ scp NONCEO.txt superuser@10.183.120.3:/upgrade

The authenticity of host '10.183.120.3 (10.183.120.3)' can't be established.
ECDSA key fingerprint is SHA256:4KDS/hL1/tDUdtK78SxdUMjjdp2WWPKwaTEXcMPg41A.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.183.120.3' (ECDSA) to the Tist of known hosts.
Password:

NONCEO. txt

100% 446 2.1KB/s  00:00

jfincher$ ssh -1 superuser 10.183.120.3

Password:

IBM Spectrum Virtualize::superuser>satask chvpd -idfile /upgrade/NONCEOQ.txt
IBM Spectrum Virtualize::superuser>Connection to 10.183.120.3 closed by remote
host.

Connection to 10.183.120.3 closed.

Tip: The superuser password for the node at this point is passwOrd.

9. Repeat steps 1 - 8 for the second node to add into the cluster.

10.Log in into your running IBM Spectrum Virtualize cluster by using the 1snodecandidate
command. You see the two new nodes that were configured into candidate state and
made visible to the cluster through their private IP links, as shown in Example 4-12.

Example 4-12 Isnodecandidate command example

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>1snodecandidate -delim :
id:panel_name:UPS_serial_number:UPS_unique_id:hardware:serial_number:product_mtm:m
achine_signature

5005076071000850:NONCEOQ: : : SW1:NONCEO:0002-SW1:5678-F1F1-3AB2-06B6
5005076071000851:NONCEOQ: : : SW1:NONCE0:0002-SW1:5678-F1F1-3AB2-06B7

The same check can be done by using the GUI, as shown in Figure 4-30.

wBe 9+ H A4 K- =

Pet s
Bancwicth (uep omees oM

Figure 4-30 Candidate node example

11.From the GUI (see Figure 4-30), click Click to add to add the two nodes. You are
redirected to the next window, as shown in Figure 4-31.
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Selec the nodes for sach V0 Group:

/O Growp 0: | sv-n2-dalid | - |
| sw-nl-dali | - |

VO Group | node_ BOIBSSN -
| node_BOELJ4 -

Select the Hot Spare nodes for the systermc

Hot spare: | Naone | : | ®

(T MeedHelp

=a

Figure 4-31 Adding nodes example

You are redirected to the competition window, as shown in Figure 4-32.

Add New Node

w" Task completed. i
+ Wisw maore daialls

Ausmariny Comm T 1e em
=rctask addnode -iogrp 1 -name node BOLESSH -panelnane a:1z ma *
BOLESSH

Adding node node BCOIELT4 to I/OD growp 1 4:12 BM___
Bimning coamand: 4:12 M
=vctazk addnode -icgrp 1 -name node ECQLELJ4 -panelname 4:12 BM L
ECOLELJ4 =
Zynchronizing mempry cache. 4:12 M
The tas=k iz 100% complete. 4:12 M|
Ta=k compleced. 4:12 FM =

Figure 4-32 Completion window

12.You can now check that your new nodes are added to your cluster, as shown in
Figure 4-33.
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Figure 4-33 Two nodes added example

13.Change the node names according to your naming convention by using the GUI, as shown
in Figure 4-34.

P I S —

ISCSI Configuration
Gonf rperties to conneet 1o iSCSH-arached hosts,

Name
System Name

750 5V Bl

1SCS! Aliases foptioral)

(Changes have not yet baen appledito the system for the node 2KS or

=

o |

Figure 4-34 Changing the node name example

14.Configure your new node’s port IPs by using the cfgportip command, as shown in
Example 4-13.

Example 4-13 Configuring the port IP addresses

IBM Spectrum Virtualize:Cluster 10.183.120.10:superuser> svctask cfgportip -node 3
-ip 10.183.120.25 -gw 10.183.120.1 -mask 255.255.255.192 -storage yes 1
IBM Spectrum Virtualize:Cluster 10.183.120.10:superuser> svctask cfgportip -node 3
-ip 10.183.120.26 -gw 10.183.120.1 -mask 255.255.255.192 -storage yes 2
IBM Spectrum Virtualize:Cluster 10.183.120.10:superuser> svctask cfgportip -node 4
-ip 10.183.120.27 -gw 10.183.120.1 -mask 255.255.255.192 -storage yes 1
IBM Spectrum Virtualize:Cluster 10.183.120.10:superuser> svctask cfgportip -node 4
-ip 10.183.120.28 -gw 10.183.120.1 -mask 255.255.255.192 -storage yes 2

15.Authorize your back-end storage to the new nodes port IP addresses, as shown in
Figure 4-35 and Figure 4-36 on page 102 by using IBM the Cloud laaS web portal. Repeat
the steps for all your MDisks that you want to make visible to the new nodes.
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Block storage

Devices ~
Storage Filter v
Block St .
I ke iSCSI Storage
File Storage T T 1 Storage A 4 paaa 1 o &
Object Storage
LUN Name Type Target Address  Capacity Snapshot Cape Location Status  Notes (Click Cell To Edit)
Data Migration >

1B

Endurance (0.25I0P 10.3.174.107 500.0 GB Washingten 4 Active
LockBox
Endurance {0.25 0P 10.3.174.107 500.0 GB Washington 4 Active

Cloud Backup
1BMO 41323- Endurance (2 [OPS/C 10.3.174.138 250.0 GB Washington 4 Active Actions ~

Figure 4-35 Authorize storage example

Authorize Hosts

Available Hosts for IBMO2SEL1541323-4

Select a host type and then choose a host from the dropdown that is
available for the volume.

Devices IP Address
Subnets 10.183.120.0/26
IP Address Click to Select or Type to Filter

AU.183.12U.1U
10.183.120.11
Authorize multiple hos{ +0-183:120.12
LUN. To delete a host fr 10.183.120.13
icon. To select multiple 10.183.120.14
command. 10.183.120.15
10.183.120.21 (p 10-183.120.16
10.183.120.17
10.183.120.18
10.183.120.19
10.183.120.20
10.183.120.22
10.183.120.23
10.183.120.24

2

s m

Figure 4-36 Authorize host example

Note: Each block storage LUN must be authorized by IP address. Each LUN can be
authorized to a single IP address per node only. The IP addresses that are used must
correlate to the same port number on each node in the cluster (that is, LUN 1 is authorized
to the IP addresses that corresponds to port 1 on each node in the cluster).

16.Validate that the port IP addresses are configured for each of the nodes and that the
Storage Port IPv4 is listed as enabled for all IP addresses to be used to access storage.
The Port IP address configuration is shown in Figure 4-37.
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Figure 4-37 Port IP address configuration from GUI

17.Find the iSCSI Qualified Name (IQN) that the IBM Cloud assigned to the IP address when
you authorized the IP address to the LUN. This information can be found in the block
storage LUN details, as shown in Figure 4-38 on page 103.

Authorized Hosts

Authorize Host

Device Nam IP Address Username Password Host IQN Device Type
10.183.120. IBM025U1541323-11058( BzT2RVrnbX3GKpk5 ign.2018-04.com.ibm:ibm02su1541323-i105805903 [P Address Actions
10.183.120. IBM025U1541323-11058(0 HweGA68sNTeel 7cT ign.2019-05.com.ibm:ibm02su1541323-i105805911 IP Address Actions

Figure 4-38 Authorization details

18.When you expand the capacity of your IBM Spectrum Virtualize system from two nodes to
four nodes, you have IBM Cloud storage that is managed by the two existing nodes. The
two new nodes cannot access this storage until you synchronize your user name,
password, and IQN in the IBM Spectrum Virtualize for Public Cloud software on each of
the new nodes. You now must run through the CLI procedure as shown in Example 4-14.

The required credentials can be obtained from the IBM Cloud laaS web portal. If you do
not run this command, your MDisks are not accessible by the new nodes and they are in
degraded state because a fundamental requirement (except in stretch clusters and
HyperSwap configurations) of IBM Spectrum Virtualize is that all MDisks be visible to all
nodes in the cluster.

Example 4-14 Adding storage access to the new nodes

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>svctask chiscsiportauth
-src_ip 10.183.120.21 -ign iqn.2018-04.com.ibm:ibm02sul1541323-1105805905 -username
IBM02SU1541323-1105805905 -chapsecret MqZezxFbHMv7qdEQ

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>svctask chiscsiportauth
-src_ip 10.183.120.23 -ign iqn.2018-04.com.ibm:ibm02su1541323-1105805909 -username
IBM02SU1541323-1105805909 -chapsecret MrSL5DDey5vavQal

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>svctask
detectiscsistorageportcandidate -srcportid 2 -targetip 10.3.174.137
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IBM Spectrum Virtualize:Cluster 10.183.120.10:superuser>1siscsistorageportcandidat
e

id src_port_id target_ipv4 target_ipv6 target_iscsiname

iogroup _list configured status site_id site name

0 2 10.3.174.137 iqn.1992-08.com.netapp:stfwdc0401 1:-:-:-

no full

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>addiscsistorageport 0

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>svctask
detectiscsistorageportcandidate -srcportid 2 -targetip 10.3.174.138

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>1siscsistorageportcandidat
e

id src_port_id target_ipv4 target_ipvé target iscsiname

iogroup _list configured status site_id site name

0 2 10.3.174.138 ign.1992-08.com.netapp:stfwdc0401 1:-:-:-
no full

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>addiscsistorageport 0

19.To check your MDisk’s connectivity, run 1siscsistorageport and 1smdisk, as shown in
Example 4-15.

Example 4-15 Isiscsistorageport example

IBM Spectrum Virtualize:Cluster 10.183.120.10:superuser>1siscsistorageport
id src_port_id target ipv4 target ipvb target iscsiname
controller_id iogroup_list status site id site_name

01 10.3.174.107 ign.1992-08.com.netapp:stmwdc0401 0
le-:-:- full
11 10.3.174.104 ign.1992-08.com.netapp:stmwdc0401 0
le-:-:- full
2 2 10.3.174.137 ign.1992-08.com.netapp:stfwdc0401 1
le-:-:- full
32 10.3.174.138 ign.1992-08.com.netapp:stfwdc0401 1
le-:-:- full

IBM_Spectrum_Virtualize:Cluster_10.183.120.10:superuser>1smdisk -delim :
id:name:status:mode:mdisk grp_id:mdisk grp _name:capacity:ctrl LUN_#:controller_nam
e:UID:tier:encrypt:site_id:site name:enclosure_id:distributed:dedupe:over provisio
ned:supports_unmap

0:mdiskO:onTine:unmanaged:::500.0GB:00000000000000AA: controller0:600a09803830372f4
12449776c455a5500000000000000000000000000000000: tier_enterprise:no::::no:no:no:no
l:mdiskl:online:unmanaged:::500.0GB:00000000000000A9:controller0:600a09803830372f3
23f496e5353517900000000000000000000000000000000: tier_enterprise:no::::no:no:no:no
2:mdisk2:onTine:unmanaged:::250.0GB:0000000000000000:controllerl:600a09803830446d5
25d4b744a21566a00000000000000000000000000000000:tier_enterprise:no::::no:no:no:no

The upgrade procedure is completed.
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4.3 Configuring replication from on-prem IBM Spectrum
Virtualize to IBM Spectrum Virtualize for IBM Cloud

In this section, we describe how to configure a replication from an on-prem solution that can
be a Storwize or IBM SAN Volume Controller to IBM Spectrum Virtualize for IBM Cloud
solution.

Our example uses a Storwize system in the on-prem data center and a four-nodes IBM
Spectrum Virtualize for IBM Cloud as a DR Storage solution.

The scenario we are describing uses IBM Spectrum Virtualize Global Mirror with Change
Volume (GM-CV) to replicate the data from the on-prem data center to IBM Cloud.

This implementation starts with the assumption that the IP connectivity between on-prem and
IBM Cloud was established through a MPLS or VPN connection. Because several methods
are available to implement the IP connectivity, this book does not consider that specific
configuration. For more information, contact you IBM Cloud Technical Specialist.

To configure the GM-CV, complete the following steps:

1. Configure your IBM Spectrum Virtualize Private IP ports to be enabled for Remote Copy.
This configuration is required on both sites, as shown in Figure 4-39.

IEM Spectrum Virtualize for Public Cloud  [TSO_SV_Dalll  Network i’ 2) superuser (Securlly Administrater] v~

Wanagement IP Addresses
Ethernet Ports

The Ethernet ports can be Lsed for iISGS| connections, host attachment, and remote copy.

Service IPs
- = Actions = ¥ Filter
=B Ethernet Ports
Speed Host Attach Remote Copy Storage P n
=
o iSCSI
350 ‘ v Enablec
_ 135.200 10GHs es Modify VLAN ! Enabled
B 135.205 10Gb/s Yas Enabled
K Maddify P Settings
135.201 10Gb/s Yes Enabled
| Modify Remote ‘--?.'!j.'\ﬂj
Ff | 135.208 10Gb/s Yas Enabled

Modify iSCSI Hosts

Medify Storage Ports

{0p

Figure 4-39 Remote Copy IP port

2. You are prompted to choose which copy group to use, as shown in Figure 4-40.

Madity Bemote Copy

1Py remote copy: Groupl | = |
i Disabled
IPvi remote comy:
i Group 1 {,:)
[ Group 2 odify

Figure 4-40 Group 1 configuration
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3. Repeat the previous steps for all of the IP ports that you want to configure. A configuration
is created that is similar to the configuration that is shown in Figure 4-41.

Ethermet FPorts
The Ethernet ports can be used for iISCE connections, host attachment, and remote copy.
i= Aclions ~ ¥ Filter
Speed Host Attach Remote Copy Storage Port IPwd |3
10Gb/s Yes Copy Group 1 Enabled
L\\; 10Gb/s Yes Copy Group 1 Enabled

10Gb/s Yes Copy Group 1 Enabled
10Gb/s Yes Copy Group 1 Enabled A
10Gb/s Yes Copy Group 1 Enabled
10Gb/s Yes Copy Group 1 Enabled
0G0 Yes Copy Group 1 Enabled
10Gh/s Yes Copy Group 1 Enabled =

Figure 4-41 IBM Spectrum Virtualize for IBM Cloud configuration completed

4. Run the same configuration for the on-prem Storwize Storage system or IBM SAN Volume
Controller, as shown in Figure 4-42, Figure 4-43 on page 107, and Figure 4-44 on
page 107.

Note: The on-prem solution has a different GUI because it is running on an older IBM
Spectrum Virtualize software version than the version that is installed on the IBM Spectrum
Virtualize in IBM Cloud. For more information about supported and interoperability
versions, see the IBM interoperability matrix at this web page.

1BM Spectrum Virtualize for Public Cloud ~ SVAPC-AWS-REDBOOKS  Network ' E‘, 0) superuser | Security Administrator

¢ ashboard
Monitoring

Management IP Addresses
Ethernet Ports

‘The Ethernet ports can be used for iSCSI connections, host attachment, and remote copy.

Service IPs
= Ethernet Connectivity
Name Pot | State P Speed Host Attach IPva Remote Copy | IIU
Volumes Ethernet Ports io_grp0
nodel 1 + Configured 172.23.80.152 10Gb/s Disahl Ena
Modify VLAN
Hosts Priority Flow Control node2 1 + Configured 172.23.76.137 106bys |- o ; Ena
node1. 2  Configured 172.23.80.42 10Gbys | ModifyIP Settings up1 Ena
Copy Services iscst node2 2  Configured 172.23.66.218 120Gbys | Medify Remote Copy up 2 Ena
Modiy ISCST Hosts
o Access NVMe Connectivity Modity Storage Forts
Modify Maximum Transmission Unit

Settings

Figure 4-42 On-prem configuration example
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Modify Remote Copy
1Pv4 remote copy: Disabled ‘ '
Disabled H
1Py remote copy: et

Group 1

Group 2

Cancel

Figure 4-43 On-prem Copy Group example

L]

m

Ethernet Ports
The Ethemnet ports can be used for 1ISCS] connections, host attachment, and remote Copy.
= Aclions « ¥ Filter
Speed Haost Attach Remote Copy Storage Fort IPud ! :
10Gh's Yes Copy Group 1 Enabled
I} 10Gh's Yes Copy Group 1 Enabled

10Gb/s Yes Gopy Group 1 Enabled
10Gb/s “Yes Copy Group 1 Enabled
10Gb/s Yes Copy Group 1 Enabled
10Gh's Yes Copy Group 1 Enabled
10 Gb's Yas Copy Group 1 Enabled
10Gh's Yfes Copy Group 1 Enabled

Figure 4-44 On-prem configuration completed

5. Create a Cluster partnership between on-prem and IBM Spectrum Virtualize for IBM
Cloud from the on-prem GUI, as shown in Figure 4-45.

Figure 4-45 Creating partnership
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6. Complete the partnership creation from on-prem, as shown in Figure 4-46 and
Figure 4-47.

Create Partnership X

This system is in the replication layer. Partnerships can be
created with other systems in the replication layer.

Type: () FibreChannel @ IP

Partner system IP address: 9.42162.65 |
— [ | mowe
Background copy rate: m %

Partner system's CHAP secret:

®

Figure 4-46 Insert IP address

HII

IBM SAN Yolume Controller  LABSVICAY  Partnerships

O Dashosed | @ Create Partnership ‘= Actions ~ ¢ Filter

Monitoring Narme 1 | Location State Type IP Address
LABSVICAY Local
@ Pools IAMBACK Remote A Partially Configur...  1Pv4 9.42162.65

Figure 4-47 Partnership partially configured

As you can see in Figure 4-47, the partnership is partially completed. You must complete
the partnership on the IBM Spectrum Virtualize for IBM Cloud GUI, as shown in
Figure 4-48 and Figure 4-49 on page 109.

m scions = F fhe
------- Name * Locatos Slae Yoo
Figure 4-48 Creating partnership
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Fartnership

(@) Maad Help

This systemn iz in the replication layer, Partnerships can be
created with cther systemns in the replication layer

Type: Fibra Channel - P
Partner system |IF address: | 1010222

Link bandusidth: Mbps
Backaround copy rate: %

Partner system’s CHAP secret: |

Figure 4-49 Partnership example

When completed, your partnership is fully configured, as shown in Figure 4-50.

@ Create Partnership = Aclions - 5 Filter § N
Showing 2 parimerships | Selecting @ partrerships

Mame - Location State Type IP Address n
ITS0_SY_Dallo Local
ETECH_STORWIEE Remaote ~" Fully Configured 1Pt % 1010222

Figure 4-50 Fully configured

7.

In our example, we have an on-prem 100 GiB volume with its Change Volume (CV) that
must be replicated to a 100 GiB volume in the IBM Cloud that is defined in our IBM
Spectrum Virtualize for Public Cloud. The on-prem volumes are thin-provisioned, but this
is not a specific requirement; instead, it is a choice. The CV can be thin-provisioned or fully
provisioned, regardless of whether the master or auxiliary volume is thinly provisioned or
space-efficient.

The CV only needs to store the changes accumulated during the cycle period and should
therefore use as real capacity as possible (see Figure 4-51).

@ create Volumes i= Actions ~ AllVolumes ~ Default ~ ‘ ‘ Contains ‘ ‘ Filter

Name State ¥ Pool Protocol Type uID Capacity n
SVCPC_AWS + Online Pooll. 600507607293A2FAABO00D00000000... = 100.00GIB
SVCPC_AWS_CV + Online Pooll. 600507607293A2FAABOD0000000000... = 100.00GB

Figure 4-51 On-prem volumes
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Figure 4-52.

Create a volume remote copy relationship for a GM-CV from on-prem, as shown in

@ Create Consistency Group

Create Relationship

Name State

»  Notina Group

Master Volume

s

Auxiliary Volume

Default

Figure 4-52 Create relationship

9. Select the type of relationship, as shown in Figure 4-53.

Create Relationship

Select the type of relationships that you want to create.
=l »H  Metro Mirror

g A ,g Global Mirror

¥ add consistency Protection

(O] E T g Global Mirror with Change Volumes

Figure 4-53 GM CV

10.Select the remote system (as shown in Figure 4-54), and select the volumes that must be

in relationship (as shown in Figure 4-55 on page 111).

x
Create Relationship

Where are the auxiliary volumes located?

On this system
@  Onanother system

LABSVICAY -

Figure 4-54 Remote system
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Create Relationship

Select the master and auxiliary volumes to use in the relationship.

Master Auxiliary
SVCPC_AWS |~ b d SVCPC_AWS |~
Capacity: 100.00 GIB Add

i

Figure 4-55 Master and auxiliary volumes example

In our example, we choose No, do not add a master change volume at this time, as

shown in Figure 4-56.

Add Change Volumes

Do you want to add change volumes?

() Yes, add volumes.

@ No, do not add volumes.

Figure 4-56 Do not add change volume
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11.The volumes are added later. We choose No, do not start copying, as shown in
Figure 4-57.

Create Relationship

Do you want to start copying now?

) Yes, start copying now.
(O No, do not start copying.

Figure 4-57 Do not start relationship example

12.Add the CV volumes to your relationship on both sides, as shown in Figure 4-58,
Figure 4-59, and Figure 4-60 on page 113.

@ Create Consistency Group = Actions ~ Default ~ | | Contains | | Filter

Name State Master Volume M | Auxiliary volume

' Notina Group

rcrel® Inconsistent Stopped SVCPC_AWS SVCPC_AWE .
Rename... H
Add to C: Group
Create
Change Volumes L4
Add Existing
[
Start 4'
Delete w
Switch
Delete
Edit Relationship

Figure 4-58 Add change volume from on-prem site

Add Change Volumes

What type of master volume do you want to use?
(O Createa new master change volume

@ Use existing volume for the master change volume

Figure 4-59 Choose the change volume from on-prem site
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Add to Consistency Group

Create
Change Volumes »

Add E xistimg E
Start

Delete

Switch

Properties (Master}

Delete

Edit Relationship

@ Creale Consistency Group = Actions - ¥ Filter Selocted 1 clatignshs
MName State Master Violuma A Auxiliary Volume n
~  Notina Group

rerald Inconsistent Stopped ITSO_Volume_1 IMS0_Volume_1

Figure 4-60 Add change volume to IBM Cloud site

13.Start your relationship from the on-prem site, as shown in Figure 4-61.

@ Create Consistency Group

Name

~  Notina Group

rcreld

‘= Actions ~

State

Inconsistent Stopped

Master Volume

SVCPC_AWS

Default A Cont

A Auxiliary Volume

SVCPC_AWS_

Add to Consistency Group

Change Velumes L

Start 0
N\

Switch

Delete

Edit Relationship

Figure 4-61 Start relationship

14.Create a GM consistency group and add your relationship to it, as shown in Figure 4-62 on
page 114 and Figure 4-63 on page 114.
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@ Create Consistency Group ‘= Actions -

Name State Master Volume ™

~ Notina Group

rcreld 3ol mmm———— —“NWCPC_AWS
| Rename...

Add to Consistency Group x|

Change Volumes ’

Stop

Switch

Delete

Figure 4-62 Add consistency group

Add Relationship to Consistency Group

Select the consistency group to move the relationship rcreld

Consistency Grou E

| Cancel H Add to Consistency Group |

Figure 4-63 add relationship to a consistency group

Now you can see the status of your consistency group, as shown in Figure 4-64 and
Figure 4-65 on page 115.

IEM Spectrum Virtualize for Public Cloud  ITSO_SV_Dall  Remote Copy £ {:_ ?) superuser [Security Administrator) ~
—
q @ Craate Consislency Group = Adtions = Running Tasks 3 Viewdll Tasks |
a P Mame ‘] Femote-Copy Opsaration T Auxiliary Yolun n

MNot ina Group
— v BB msc Incensistent Copying ETECH STORWIEZE > TS0 _8V_Daii0

roreld Inconsistert Copying TS0 Volume_1 ITSC_Volume_1

Figure 4-64 Consistency group status
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Figure 4-65 Copying status

In our example, we show the status from IBM Spectrum Virtualize for IBM Cloud GUI.

When the copy approaches completion, the CV algorithm starts to prepare a freeze time in

accordance with the cycling windows as defined in Figure 4-57 on page 112. When your copy
reaches 100%, a FlashCopy is taken from the Auxiliary Volume to the Auxiliary-CV to be used
if a real disaster or DR test occurs. At 100%, the status is “Consistent Copying”, as shown in

Figure 4-66.

o - .

[t} Create Consistency Group = Actions - "¢ Filter

Name State Master Wolume T Audliary Volume
Nat in 3 Group

ETECH_STORWIZE — [T50_5V Daltd

B TS0 Consistent Copyi _ . S
= +B s ansstent Lopying Freeze Time: Mov 16, 2007, 7:41:54 PM
rcreln Consistent Copying TS0 olume_1 TS0 _Volume 1

Figure 4-66 Consistency group status

This example shows how to configure a GM-CV relationship from an on-prem solution to an
IBM Spectrum Virtualize for IBM Cloud solution.

It can be valuable to configure a snapshot (FlashCopy) of your GM-CV auxiliary volume to be
used for DR Test or other purposes.

The steps that were shown in this example used the GUI, but they can also be run with the
CLL.

For more information about how to manage Storwize or IBM Spectrum Virtualize or SVC
Copy Functions, see the following publications:
» Implementing the IBM Storwize V7000 with IBM Spectrum Virtualize V8.1, SG24-7938

» IBM System Storage SAN Volume Controller and Storwize V7000 Best Practices and
Performance Guidelines, SG24-7521

» Implementing the IBM System Storage SAN Volume Controller with IBM Spectrum
Virtualize V8.1, SG24-7933

4.4 Configuring Remote Support Proxy

The Remote Support Proxy (RSP) is a server that can be deployed to use the remote support
assistance features that are offered in the IBM Spectrum Virtualize software. This section
describes how to install the remote support proxy server and configure the proxy in IBM
Spectrum Virtualize to enable remote support connections into the cluster.
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Configuring the Remote Support Proxy Server

For the purposes of this IBM Redpaper publication, we assume that a separate virtual server
is created in the environment that can access to the public network and the private network,
including routes to the subnet in which IBM Spectrum Virtualize is running. Also, for the
purposes of this publication, we assume that the virtual server deployed is RedHat Linux 7.x.

The first step is to obtain the remote support proxy software from your product support page.
At the time of this writing, this code is under the Others category, as shown in Figure 4-67.

Others

Search: I—

¢ Description

P fix pack: eStorageSoftware—OOOl—RemoteProvaerver—l.B.jZ.l
Spectrum Virtualize software Remate Proxy Server Utility v1.3.2.1

|;| Remote Proxy Server Utility installation

Figure 4-67 Downloading code on product support page

After the code is downloaded to the administrators notebook, you must upload the file to the
server in which the proxy is to be installed. This process can be done by using the scp
command. You also must install the redhat-1sb package if it is not installed.

When the file is uploaded to the server and all pre-requisite packages are installed, you can
proceed with the installation, as shown in Example 4-16.

Example 4-16 Installing the Remote Support Proxy

[root@itso-dall0-sv-rsp ~]# chmod +x

supportcenter _proxy-installer-rpm-1.3.2.1-b1501.rhel7.x86_64.bin

[root@itso-dall0-sv-rsp ~]# ./supportcenter proxy-installer-rpm-1.3.2.1-b1501.rhel17.x86 _64.bin

Starting installer, please wait...
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Tip: For the installation to succeed, ensure that the required packages are installed. On
Red Hat systems, install the redhat-1sb package. On SUSE systems, install the insserv
package. In both cases, install bzip2.

When the installer is started, you are presented with the International License Agreement for
Non-Warranted Programs. To complete the installation, enter 1 to accept the license
agreement and complete the installation.

When the installation completes, you must configure the proxy server to listen for
connections. You can do this by editing the configuration file supportcenter/proxy.conf,
which is in the /etc directory. The minimum modification required is to edit the fields
ListenInterface and ListenPort. By default, the file includes “?” as the value for both of
these fields.
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To complete the configuration, specify the ListenInterface to be the interface name in Linux
that can access the IBM Spectrum Virtualize clusters. This can be determined by using the

ifconfig command, and identifying the interface that accesses the IBM Cloud private

network. Also, set the ListenPort to the TCP port number to listen on for remote support

requests. A sample configuration file is shown in Example 4-17.

Example 4-17 Sample Proxy Configuration

[root@itso-dall0-sv-rsp ~]# ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.93.4.91 netmask 255.255.255.192 broadcast 10.93.4.127
inet6 fe80::490:fbff:fed6:7120 prefixlen 64 scopeid 0x20<1ink>
ether 06:90:fb:d6:71:20 txqueuelen 1000 (Ethernet)
RX packets 58690 bytes 59492454 (56.7 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 15492 bytes 2239603 (2.1 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ethl: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 169.60.4.120 netmask 255.255.255.240 broadcast 169.60.4.127
inet6 fe80::466:88ff:feb6:d4c prefixlen 64 scopeid 0x20<Tink>
ether 06:66:88:56:0d:4c txqueuelen 1000 (Ethernet)
RX packets 268 bytes 35536 (34.7 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 202 bytes 15628 (15.2 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

To: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 46 bytes 2693 (2.6 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 46 bytes 2693 (2.6 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[root@itso-dall0-sv-rsp ~]# cat /etc/supportcenter/proxy.conf
# Configuration file for remote support proxy 1.3

# Mandatory configuration

# Network interface and port that the storage system will connect to
ListenInterface eth0
ListenPort 8988

#Remote support for SVC and Storwize systems on the following front servers
ServerAddressl 129.33.206.139

ServerPortl 443

ServerAddress2 204.146.30.139

ServerPort2 443

# Optional configuration
# Network interface (1o for local) for status queries

# StatusInterface ?
# StatusPort ?
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# HTTP proxy for connecting to the Internet

# HTTPProxyHost ?

# HTTPProxyPort ?

# Optional authentication data for HTTP proxy

# HTTPProxyUser ?

# HTTPProxyPassword ?

# External logger (default is none)

# Logger /usr/share/supportcenter/syslog-logger

# Restricted user
# User nobody

# Log file
# LogFile /var/log/supportcenter_proxy.log

H=

Optional debug messages for troubleshooting
DebuglLog No

H=

Control IPv4/IPv6 usage
UseIPv4 yes

UseIPv6 yes
UseIPv6LinkLocalAddress no

H= HH I H

When the service is configured, the service must be started to allow the server to start
listening for requests. Optionally, you can also configure the service to start on system start.
To start the service, you can use the service or systemctl command.

To have the service start on system start, you can use the chkconfig command. Both of these
processes are shown in Example 4-18.

Example 4-18 Starting the service

[root@itso-dall0-sv-rsp ~]# service supportcenter_proxy start
Starting IBM remote support proxy: [ 0K ]
[root@itso-dall0-sv-rsp ~]# chkconfig supportcenter_proxy on

When the service is started, you are ready to configure IBM Spectrum Virtualize to use the
proxy to initiate remote support requests.
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Typical use cases for IBM
Spectrum Virtualize for Public
Cloud

In this chapter, we describe four use cases for IBM Spectrum Virtualize for Public Cloud. This
chapter includes the following topics:

» 5.1, “Whole IT services deployed in the Public Cloud” on page 120
» 5.2, “Disaster recovery” on page 124

» 5.3, “IBM FlashCopy in the Public Cloud” on page 128

» 5.4, “Workload relocation into the Public Cloud” on page 131
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5.1 Whole IT services deployed in the Public Cloud

Companies are approaching and leveraging Public Cloud services from multiple angles:
users that are rewriting and modernizing applications for cloud complement those looking to
move to cloud only new services or to extend the existing IT into a hybrid model to quickly
address changing capacity and scalability requirements. There are different delivery models
for Public Cloud, such as SaaS, PaaS, and laaS. In Chapter 1, “Introduction” on page 1, the
overarching Public Cloud application and workload deployment can be seen as composed of
two major use cases:

» Hybrid cloud: The integration between the off-premise Public Cloud services with an
existing on-premises IT environment.

» Cloud-native: The full application’s stack is moved to cloud as SaaS, PaaS, laaS or as a
combination of the three delivery models.

P ~

‘ 7\ Data

N\

Data .{ )
"\_\ // J.r‘f
Eii - )

Hybrid cloud application Cloud-native application

Figure 5-1 The two major deployment models for Public Cloud

Cloud-native implementations (aka whole IT services deployed in the Public Cloud) are
composed of several use cases, all with the lowest common denominator of having a full
application deployment in the Public Cloud data centers. The technical details and final
architecture will depend, along with roles and responsibilities, on SaaS, Paa$S or laaS usage.
Within the laaS domain the transparency of cloud services is the highest, as the user’s
visibility (and responsibility) into the application stack is much deeper compared to the other
delivery models. On the other side, the burden for its deployment is higher as all the
components have to be designed from the server up. IBM Spectrum Virtualize for Public
Cloud, at the time of writing, is framed only within laaS cloud delivery model, allowing the
user to interact with their storage environment as they did on-prem, which provides more
granular control over performance.

5.1.1 Business justification

A workload or an application that often is a good fit for a cloud-native deployment has the
following characteristics:

» Is stand-alone, with few on-prem dependencies
» Relatively undemanding of I/O performance (low-latency/response-time and high IOPS)
» Is not processing highly regulated data
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The drivers that motivate businesses towards cloud-native deployment span from capex and
opex reduction, better resource management and controls against shadow IT, more flexibility
and scalability along with drastically improved capillarity in delivering IT service due to the
global footprint of the cloud data centers.

The cloud environment is highly focused on standardization and automation at its core.
Because of this focus, the full spectrum of features and customization that are available in a
typical on-premise or outsourcing deployment might not be natively available in the cloud
catalog.

Nevertheless, the client does not lose the performances and capabilities when deploying a
cloud-native application. In this sense, the storage virtualization with IBM Spectrum Virtualize
for Public Cloud allows the IT staff to maintain the technical capabilities and skills to deploy,
run, and manage highly available and highly reliable cloud-native applications in a Public
Cloud.

In this context, the IBM Spectrum Virtualize for Public Cloud acts as a bridge between the
standardized cloud delivery model and the enterprise assets the client leverages in their
traditional IT environment.

5.1.2 Highly available deployment models

The architecture is directly responsible for the application’s reliability and availability if a
component failure (hardware and software) occurs. When the application is fully hosted on
cloud, the cloud data center becomes the primary site (production site).

Cloud deployment does not guarantee 100% uptime, or that the backups are available by
default or even that the application is automatically replicated between different sites. These
security, availability, and recovery features are likely not client responsibility if the service is
delivered in the SaaS model. It is partially the user’s responsibility in PaaS, but is entirely the
client’s design responsibility in the case of the laaS model.

Having reliable cloud deployments means meeting the required Service Level Agreement
(SLA), a guaranteed service availability, and uptime. Companies using Public Cloud laaS can
meet required SLAs either by implementing highly available solutions and duplicating the
infrastructure in the same data center or in two or more in-campus data centers (for example
IBM Dallas10 and Dallas09) to maintain business continuity in case of failures. If business
continuity is not enough to reach the desired SLA then disaster recovery (DR)
implementations, splitting the application into multiple cloud data centers (usually with a
distance of at least 300 km [186.4 miles]) prevents failure in case of a major disaster in the
campus-area.

The following highly available deployment models are available for an application that is fully
deployed on Public Cloud:
» On a single primary site

All the solution’s components are duplicated (or more) within the same data center. This
solution tolerate only the failure of single components, but not the data center
unavailability.

» On multi-site

The architecture splits among multiple cloud data centers within the same campus to
tolerate the failure of an entire datacenter or spread globally to recover the solution in case
of a major disaster affecting the campus area.

Chapter 5. Typical use cases for IBM Spectrum Virtualize for Public Cloud 121



Highly available cloud deployment on a single primary site

When fully moving an application to cloud laaS as a primary site for service delivery, a
reasonable approach is implementing at least a highly available architecture. By having each
component (servers, network components and storage) redundant without any Single Point of
Failures (SPoF).

Within the single site deployment, storage is usually deployed as native cloud storage.
Leveraging Public Cloud catalog storage, users can use the intrinsic availability (and SLAs) of
the storage service, whether as object storage (for example IBM Cloud Object Storage), file,
or block storage. IBM Cloud block storage (delivered as Endurance or Performance format) is
natively highly available (as multiple 9s).

A typical use case of the IBM Cloud highly available architecture is a VMware environment
where physical hosts are N+1 with datastores that are hosted on the cloud block storage and
shared simultaneously among multiple hosts.

IBM Spectrum Virtualize for Public Cloud, when deployed as clustered pair of Intel bare-metal
servers, mediates the cloud block storage to the workload hosts. In the specific context of
single site deployment, IBM Spectrum Virtualize for Public Cloud supports more features,
which enhances the Public Cloud block-storage offering. This is true at the storage level
where IBM Spectrum Virtualize for Public Cloud resolves some limitations because of the
standardized model of the Public Cloud providers: a maximum number of LUNs per host, a
maximum volume size, and poor granularity in the choice of tiers for storage snapshots.

IBM Spectrum Virtualize for Public Cloud also provides a new view for the storage
management other than the cloud portal, which gives an high level view of the storage
infrastructure and some limited specific operations at the volume level (such as volume size,
IOPS tuning and snapshot space increase). What is not provided is a holistic view of the
storage from the application perspective. More detailed reasons are highlighted in Table 5-1.

Table 5-1 Benefits of IBM Spectrum Virtualize for Public Cloud on single site deployment

Feature Benefits
Single point of control for cloud » Designed to increase management efficiency and to
storage resources help to support application availability

Pools the capacity of multiple storage | » Helps to overcome volume size limitations

volumes » Helps to manage storage as a resource to meet
business requirements, and not just as a set of
independent volumes

» Helps administrator to better deploy storage as required
beyond traditional “islands”

» Can help to increase the use of storage assets

» Insulate applications from maintenance or changes to
storage volume offering

Manage tiered storage » Helps to balance performance needs against
infrastructures costs in a tiered storage environment

» Automated policy-driven control to put data in the right
place at the right time automatically among different
storage tiers/classes

122 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



Feature Benefits

Easy-to-use IBM Storwize family » Single interface for storage configuration, management,

management interface and service tasks regardless the configuration available
from Public Cloud portal

» Helps administrators use storage assets/volumes more
efficiently

» |IBM Spectrum Control Insights and IBM Spectrum
Protect for additional capabilities to manage capacity
and performance

Dynamic data migration » Migrate data among volumes/LUNs without taking
applications that use that data offline
» Manage and scale storage capacity without disrupting

applications
Advanced network-based copy » Copy data across multiple storage systems with IBM
services FlashCopy

» Copy data across metropolitan and global distances as
needed to create high-availability storage solutions
between multiple data centers

Thin provisioning and snapshot » Reduce volume requirements by using storage only

replication when data changes

» Improve storage administrator productivity through
automated on-demand storage provisioning

» Snapshots available on lower tier storage volumes

IBM Spectrum Protect Snapshot » Performs near-instant application-aware snapshot

application-aware snapshots backups, with minimal performance impact for IBM
DB2, Oracle, SAP, VMware, Microsoft SQL Server, and
Microsoft Exchange

» Provides advanced, granular restoration of Microsoft
Exchange data

Third parties native integration Integration with VMware vRealize

Highly available cloud deployment on multi-site

When the application architecture spans over multiple data centers, it can tolerate the failure
of the entire primary data center by switching to the secondary allowing it to tolerate a major
disaster affecting a wide area. The primary and secondary data centers can be deployed as:

» Active-active: The secondary site is always up and running and synchronously aligned
with the primary.

» Active-passive: The secondary site is either always up but asynchronously replicated (with
a specific RPO) or up only for specific situation acting as a recovery site or test
environment. Storage is, of course, always active and available for data replication.

The active-passive is usually the best fit for many cloud use cases including the DR as shown
in 5.2, “Disaster recovery” on page 124. The possibility to provision compute resources
on-demand in a few minutes, having just the storage always provisioned and aligned with a
specific RPO represent a huge driver for a cost effective DR infrastructure and lowers the
TCO.

The replication among multiple cloud data centers is no different from the traditional
approach, except for the number of available tools in cloud. The considerations that are
described in 1.3.1, “Hybrid scenario: on-premises to IBM Cloud” on page 12 for a hybrid
environment are still applicable.
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Solutions that are based on hypervisor or application-layer replication, such as VMware,
Veeam, and Zerto are available in the Public Cloud if the environment is heterogeneous (such
as virtual servers, bare metals, and multiple hypervisor). Storage based replication is still the
preferable approach.

Storage-based replication is available in almost every cloud provider. IBM Cloud for example
allows for block-level replication on IBM Endurance storage. A volume can be replicated to
another cloud site with a minimum recovery point objective (RPO) of 60 minutes. The
replication features are specific to the cloud offering and are not editable nor tunable. For
example, the remote copy of Endurance Storage is not accessible until unavailability of the
primary is declared or its replica is limited to specific data centers pairs.

For this reason, the model does not fit all clients’ requests. Some of these deltas are covered
by an application or hypervisor level replica that is limited to a specific environment and
specific infrastructure to replicate (for example VMware with vReplicator and DR startup
managed by SRM).

However, asynchronous mirroring that uses Global Mirror with Change Volumes (GMCV)
allows for a minimum RPO of 2 minutes (the change volume cycle period ranges from

1 minute to 1 day and we recommend setting the cycle period to be half of the RPO) and is
capable of replicating a heterogeneous environment.

Also, Spectrum Virtualize supports several third-party integrations, such as VMware Site
Recovery Manager (SRM), to automate failover at the application layer while the storage
replica is used. SRM also automates the taking of storage snapshots with FlashCopy for
testing purposes.

5.2 Disaster recovery
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In 2018 and later years, as customers harness and secure proliferating data in their
environment, infrastructure workloads will see the highest adoption increases.

Technology is just one crucial piece of a disaster recovery (DR) solution, and not the one that
dictates the overall approach.

In this section we talk about the IBM Spectrum Virtualize for IBM Cloud DR approach and
benefits. In addition in Appendix A, “Guidelines for disaster recovery solution in the Public
Cloud” on page 157 we cover the suggested practices and some considerations you should
take into account when creating a DR solution.

Disaster recovery strategy is the predominant aspect of the overall resiliency solution
because it determines what classes of physical events the solution can address, and sets the
requirements in terms of distance, and sets constraints on technology.

Considering the cloud space, most cloud providers offer a redundant infrastructure, with the
following several layers of resiliency:

» Local: A physical and logical segregation zone (for example, availability zone or availability
set) within a Cloud Service Provider (CSP) location (physical datacenter) that is
independent from other zones for what pertains to power supply, cooling, and networking.

» Site: CSPs group multiple sitesin a so-called region. Using different sites within the same
region offers a better level of protection in cases of limited natural disaster, compared to
two different zones on a single site because sites in the same region are usually in close
proximity (tens of kilometers or miles).
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» Region: Using two sites in two regions in the same geography represents the top level of
protection against natural disasters because sites are generally over 400 km (248 miles)

apart.

» Geography: Selecting two sites in different geographies extends the level of protection
against natural disasters, as geographies are generally over 1500 km (1000 miles) apart,
which represents the latest option in terms of wider protection requirements.

IBM Cloud operates over 60 datacenters in six regions and 18 availability zones around the

world, as shown in Figure 5-2.
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Figure 5-2 IBM Cloud with more being added all the time

For more information about data cloud centers, see this IBM Cloud web page.

5.2.1 Business justification

Table 5-2 lists the drivers and the challenges of having a DR solution on cloud and the
capabilities IBM Spectrum Virtualize for Public Cloud provides in these areas.

Table 5-2 Drivers and challenges and capabilities IBM Spectrum Virtualize for Public Cloud provide

Adoption drivers Challenges Spectrum Virtualize for IBM Public
capabilities
The promise of reduced Opex and » Hidden costs » Optimized for Cloud Block Storage
Capex » Availability of data when » EasyTier solution to optimize the
needed most valuable storage usage

maximizing Cloud Block Storage
performance

» Thin Provisioning to control the
storage provisioning

» Snapshots feature for backup and
DR solution

» High availability clusters
architecture
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Adoption drivers Challenges Spectrum Virtualize for IBM Public
capabilities

Bridging technologies from on premises | » Disparate Infrastructure — » Any to any replication
to cloud How can my on-premises
production data be readily
available in the cloud in case
of a disaster?

» Supporting over 400 different
storage devices (on prem)
including iISCSI even on-premises
than when deployed in cloud

Leveraging the cloud for Backup and » Covering virtual and physical » A storage based, serverless
Disaster Recovery environments replication with options for low
» Solutions to meet a range of RPO/RTO named:

RPO/RTO needs — Global Mirror for

Asynchronous replication with
a RPO close to “0”

— Metro Mirror for Synchronous
replication

— Gilobal Mirror with Change
Volumes for Asynchronous
replication with a tunable RPO

— Supports virtualized and
bare-metal applications (unlike
VM-based solutions)

At the time of this writing, IBM Spectrum Virtualize for Public Cloud includes the following
DR-related features:

» Can be implemented in over 60 data centers in 19 countries. For more information, see
this web page.

» Was first available on IBM Cloud; Amazon Web Services Marketplace availability
announced for June 25, 2019.

» Is deployed on IBM Cloud Infrastructure.

» Offers data replication with Storwize family, V9000, IBM SAN Volume Controller,
FlashSystem 9100 or VersaStack and Public Cloud.

» Supports 2,4,6 or 8 node clusters in IBM Cloud.
» Offers data services for IBM Cloud Block Storage.

» Offers common management with IBM Spectrum Virtualize GUI with full admin access
and dedicated instance.

» No incoming data transfer cost.
» No bandwidth cost within IBM Cloud.
» Replicates between IBM Cloud data centers.

5.2.2 Common DR scenarios with IBM Spectrum Virtualize for Public Cloud

The following most common scenarios can be implemented with IBM Spectrum Virtualize for
Public Cloud:

» IBM Spectrum Virtualize Hybrid Cloud disaster recovery for “Any to Any”, Physical and
Virtualized applications as shown in Figure 5-3 on page 127.
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» IBM Spectrum Virtualize for Public Cloud DR solution with VMware Site Recovery
Manager (SRM) as shown in Figure 5-4.
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Figure 5-4 VMware with Site Recovery Manager scenario

As shown in Figure 5-4, a customer can deploy a storage replication infrastructure in a Public
Cloud with the IBM Spectrum Virtualize for Public Cloud.
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The following are the details of this scenario:

» Primary storage sits on customer’s physical data center. Customer has on-premises SVC
cluster installed or IBM Storwize solution.

» Secondary storage sits on the DR site which includes a virtual IBM Spectrum Virtualize
cluster running in the Public Cloud.

» The virtual IBM Spectrum Virtualize cluster manages the storage provided by Cloud
Service Provider (CSP).

A replication partnership that uses Global Mirror with Changed Volumes is established
between on-premises IBM Spectrum Virtualize cluster or Storwize solution and the virtual
IBM Spectrum Virtualize cluster to provide disaster recovery.

When talking about disaster recovery it is important to mention that IBM Spectrum Virtualize
for Public Cloud is an important piece of a more complex solution that has some prerequisites
considerations, and recommended best practices that need to be applied.

Note: Refer to Appendix A, “Guidelines for disaster recovery solution in the Public Cloud”
on page 157 we cover preferred practices when designing a resiliency solution, and
considerations for using the cloud space as a possible alternative site.

Also, to see an example of a simple implementation of a DR solution, including IBM
Storwize and IBM Spectrum Virtualize for Public Cloud, see 4.3, “Configuring replication
from on-prem IBM Spectrum Virtualize to IBM Spectrum Virtualize for IBM Cloud” on
page 105.

5.3 IBM FlashCopy in the Public Cloud

The IBM FlashCopy function in IBM Spectrum Virtualize can perform a point-in-time copy of
one or more volumes.You can use FlashCopy to help you solve critical and challenging
business needs that require duplication of data of your source volume. Volumes can remain
online and active while you create consistent copies of the data sets. Because the copy is
performed at the block level, it operates below the host operating system and its cache.
Therefore, the copy is not apparent to the host unless it is mapped.

5.3.1 Business justification

The business applications for FlashCopy are wide-ranging. Common use cases for
FlashCopy include, but are not limited to, the following examples:

» Rapidly creating consistent backups of dynamically changing data.

» Rapidly creating consistent copies of production data to facilitate data movement or
migration between hosts.

» Rapidly creating copies of production data sets for application development and testing.
» Rapidly creating copies of production data sets for auditing purposes and data mining.
» Rapidly creating copies of production data sets for quality assurance.

» Rapidly creating copies of replication targets for testing data integrity

Regardless of your business needs, FlashCopy within the IBM Spectrum Virtualize is flexible
and offers a broad feature set, which makes it applicable to many scenarios.
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5.3.2 FlashCopy mapping

The association between the source volume and the target volume is defined by a FlashCopy
mapping. The Flashcopy mapping can have three different types, four attributes, and seven
different states.

FlashCopy in the GUI can be one of the following types:
» Snapshot

Sometimes referred to as hocopy, a snapshot is a point-in-time copy of a volume without
background copy of the data from the source volume to the target. Only the changed
blocks on the source volume are copied. The target copy cannot be used without an active
link to the source. This is achieved by setting the copy and clean rate to zero.

» Clone

Sometimes referred to as full copy, a clone is a point-in-time copy of a volume with
background copy of the data from the source volume to the target. All blocks from the
source volume are copied to the target volume. The target copy becomes a usable
independent volume. This is achieved with a copy and clean rate greater than zero and an
autodelete flag so no cleanup is necessary once the background copy is finished.

» Backup

Sometimes referred to as incremental, a backup FlashCopy mapping consists of a
point-in-time full copy of a source volume, plus periodic increments or “deltas” of data that
have changed between two points in time. This is a mapping where the copy and clean
rates are greater than zero, no autodelete flag is set and the use of an incremental flag to
preserve the bitmaps between activations so that only the deltas since the last “backup”
need be copied.

The FlashCopy mapping has 4 property attributes (Clean rate, copy rate, autodel ete,
incremental) described later in this chapter and 7 different states described later in this
chapter as well. The actions users can perform on a FlashCopy mapping are:

» Create: Define a source, a target and set the properties of the mapping

» Prepare: The system needs to be prepared before a FlashCopy copy starts. It basically
flushes the cache and makes it “transparent” for a short time, so no data is lost.

» Start: The FlashCopy mapping is started and the copy begins immediately. The target
volume is immediately accessible.

» Stop: The FlashCopy mapping is stopped (either by the system or by the user). Depending
on the state of the mapping, the target volume is usable or not.

» Modify: Some properties of the FlashCopy mapping can be modified after creation.
» Delete: Delete the FlashCopy mapping. This does not delete any of the volumes (source
or target) from the mapping.

The source and target volumes must be the same size. The minimum granularity that IBM
Spectrum Virtualize supports for FlashCopy is an entire volume. It is not possible to use
FlashCopy to copy only part of a volume.

Important: As with any point-in-time copy technology, you are bound by operating system
and application requirements for interdependent data and the restriction to an entire
volume.

The source and target volumes must belong to the same IBM Spectrum Virtualize system, but
they do not have to be in the same I/O group or storage pool.
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Volumes that are members of a FlashCopy mapping cannot have their size increased or
decreased while they are members of the FlashCopy mapping.

All FlashCopy operations occur on FlashCopy mappings. FlashCopy does not alter the
source volumes. However, multiple operations can occur at the same time on multiple
FlashCopy mappings because of the use of consistency groups.

5.3.3 Consistency groups

To overcome the issue of dependent writes across volumes and to create a consistent image
of the client data, a FlashCopy operation must be performed on multiple volumes as an
atomic operation. To accomplish this method, the IBM Spectrum Virtualize supports the
concept of consistency groups. Consistency groups address the requirement to preserve
point-in-time data consistency across multiple volumes for applications that include related
data that spans multiple volumes. For these volumes, consistency groups maintain the
integrity of the FlashCopy by ensuring that dependent writes are run in the application’s
intended sequence.

FlashCopy mappings can be part of a consistency group, even if there is only one mapping in
the consistency group. If a FlashCopy mapping is not part of any consistency group it is
referred as stand-alone.

5.3.4 Crash consistent copy and hosts considerations

FlashCopy consistency groups do not provide application consistency. It only ensures volume
points-in-time are consistent between them.

Because FlashCopy is at the block level, it is necessary to understand the interaction
between your application and the host operating system. From a logical standpoint, it is
easiest to think of these objects as “layers” that sit on top of one another. The application is
the topmost layer, and beneath it is the operating system layer.

Both of these layers have various levels and methods of caching data to provide better speed.
Because the IBM SAN Volume Controller and, therefore, FlashCopy sit below these layers,
they are unaware of the cache at the application or operating system layers.

To ensure the integrity of the copy that is made, it is necessary to flush the host operating
system and application cache for any outstanding reads or writes before the FlashCopy
operation is performed. Failing to flush the host operating system and application cache
produces what is referred to as a crash consistent copy.

The resulting copy requires the same type of recovery procedure, such as log replay and file
system checks, that is required following a host crash. FlashCopies that are crash consistent
often can be used following file system and application recovery procedures.

Various operating systems and applications provide facilities to stop 1/O operations and
ensure that all data is flushed from host cache. If these facilities are available, they can be
used to prepare for a FlashCopy operation. When this type of facility is unavailable, the host
cache must be flushed manually by quiescing the application and unmounting the file system
or drives.
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The target volumes are overwritten with a complete image of the source volumes. Before the
FlashCopy mappings are started, it is important that any data that is held on the host
operating system (or application) caches for the target volumes is discarded. The easiest way
to ensure that no data is held in these caches is to unmount the target Volumes before the
FlashCopy operation starts.

Preferred practice: From a practical standpoint, when you have an application that is
backed by a database and you want to make a FlashCopy of that application’s data, it is
sufficient in most cases to use the write-suspend method that is available in most modern
databases, because the database maintains strict control over I/O.

This method is as opposed to flushing data from both the application and the backing
database, which is always the suggested method because it is safer. However, this method
can be used when facilities do not exist or your environment includes time sensitivity.

IBM Spectrum Protect Snapshot

IBM FlashCopy is not application aware and a third-party tool is needed to link the application
to the FlashCopy operations.

IBM Spectrum Protect Snapshot protects data with integrated, application-aware snapshot
backup and restore capabilities using FlashCopy technologies in the IBM Spectrum
Virtualize.

You can protect data that is stored by IBM DB2 SAP, Oracle, Microsoft Exchange, and
Microsoft SQL Server applications. You can create and manage volume-level snapshots for
file systems and custom applications.

In addition, it enables you to manage frequent, near-instant, nondisruptive, application-aware
backups and restores using integrated application and VMware snapshot technologies. IBM
Spectrum Protect Snapshot can be widely used in both IBM and non-IBM storage systems.

For more information on IBM Spectrum Protect Snapshot, see
https://www.ibm.com/support/knowledgecenter/en/SSERFV_8.1.0

5.4 Workload relocation into the Public Cloud

In this section, yet another use case for IBM Spectrum Virtualize for Public Cloud is illustrated
wherein an entire workload segment is migrated from a client’s enterprise into the cloud.
While the process for relocating a workload into the cloud via IBM Spectrum Virtualize can
certainly simply entail Remote Copy, there are other mechanisms through which this can be
accomplished, making this a topic worth discussing.

5.4.1 Business justification

All the drivers that motivate businesses to utilize virtualization technologies makes deploying
services into the cloud even more compelling because the cost of idle resources are further
absorbed by the cloud provider. However, certain limitations in regulatory or process controls
may prevent a business from moving all workloads and application services into the cloud.

An ideal case with regards to a hybrid cloud solution would be the relocation of a specific
segment of the environment that is particularly well suited, such as development. Another
might be a specific application group that doesn’t require either the regulatory isolation or low
response time integration with on-premises applications.
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While performance may or may not be a factor, it should not be assumed that cloud
deployments will automatically provide diminished performance. Depending on the location of
the cloud service data center and the intended audience for the migrated service, the
performance could conceivably be superior than on-premises pre-migration.

In summary, moving a workload into the cloud may provide similar functionality with better
economies due to scaling of physical resources in the cloud provider. Moreover, the cost of
services in the cloud are structured and easily measurable and predictable.

5.4.2 Data migration

There are multiple methods for performing data migrations into the cloud just as there are for
on-premises migrations. Let us discuss three general approaches:

» IBM Spectrum Virtualize Remote Copy

» Host-side mirroring (Storage vMotion or IBM AIX® Logical Volume Manager mirroring)

» Appliance-based data transfer, such as IBM Aspera® or IBM Transparent Data Migration
Facility (TDMF)

The first method has already been discussed in previous sections and is essentially the same
process as disaster recovery. The only difference being that instead of a persistent
replication, once the initial synchronization is completed, the goal is to schedule the cutover of
the application onto the compute nodes in the cloud environment attached to the IBM
Spectrum Virtualize storage. This method is likely the preferred method for bare-metal Linux
or Microsoft Windows environments.

Host side mirroring would require the server to have concurrent access to both local and
remote storage which is not feasible. Also, because the object is to relocate the workload
(both compute and storage) into the cloud environment, that will more easily be accomplished
by replicating the storage and once synchronized, bringing up the server in the cloud
environment and making the appropriate adjustments to the server for use in the cloud.

The second method is largely impractical as it requires the host to be able to access both
source and target simultaneously and the practical impediments to creating an iSCSI (the
only connection method currently available for IBM Spectrum Virtualize in the Public Cloud)
connection from on-premises host systems into the cloud are beyond the scope of this use
case. Traditional VMware Storage vMotion is similar to this but again, would require the target
storage to be visible via iSCSI to the existing

The third method entails the use of third party software or hardware to move the data from
one environment to another. The general idea is that the target system would have an
operating system and some empty storage provisioned to it that would act as a landing pad
for data that is on the source system. Going into detail about these methods is also outside
the scope of this document, but suffice it to say that the process would be no different
between an on-premises to cloud migration as it would be to an on-premises to on-premises
migration.

VMware environments, however, do have some interesting options that uses either a
combination of the first two methods or something similar to the second and the third method.

The first of the two options is a creative migration method that involves setting up a pair (or
multiple pairs) of transit datastores that remain in a remote copy relationship (see Figure 5-5
on page 133). After these are sync (or if they are set up from scratch, they can be created
with the sync flag and then assigned to the VMware clusters) selected VMware guests can be
storage vMotioned into these datastores.
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After that process is complete, a batch of guests can be scheduled for cutover with Site
Recovery Manager. When cut over, then the guest can be storage vMotioned out of the cloud
transit datastore into a permanent datastore in the IBM Cloud environment.

For ESX clusters on vSphere 5.1 or higher, there are circumstances under which vMotion
without shared storage is possible, with the appropriate licensing. As long as the conditions
are met for the two vSphere clusters, a guest can be moved from an ESX host from one
cluster to another, and the data will move to a datastore that is visible to the target ESX host.
This falls somewhere between the second and the third migration methods as it employs
something similar to mirroring but really leverages VMware as a migration appliance. For
more information, see the VMware Documentation.

ON-PREM LOCATION IBM CLOUD

Site Recovery Manager

1. Storage vMotion at on-prem from
CIuster Source Datastore into Transit Cluster
1 Datastore A 2

2. Once Global Mirror syncs, then
On-prem use SRM to vMotion the Guests Cloud
Spectrum into the ESX Cluster in IBM Cloud Spectrum

Virtualize Cluster Virtualize Cluster

3. Storage vMotion in IBM Cloud
from Transit Datastore B to the
Target

Source

Target

Transit ) Transit
Datastore Global Mirror Datastore
A B

Storage Storage
vMotion vMotion

Figure 5-5 On-prem to Cloud VMware migration via “transit datastores”

Datastore Datastore

Table 5-3 lists the migration methods.

Table 5-3 Migration methods

Migration method | Best-suited operating system | Pros versus cons

Remote Copy Stand alone Windows, Linux, or Simple versus limited scope
VMWare (any version)

Host Mirror VMWare vSphere 5.1 or higher Simple versus limited scope

Appliance N/A Flexible versus cost and complexity
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5.4.3 Host provisioning

In addition to the replication of data, it is necessary for compute nodes and networking to be
provisioned within the Cloud provider upon which to run the relocated workload. Currently, in
the IBM Cloud, bare-metal and virtual servers are available. Within the bare-metal options,
Intel processor based machines and Power8 machines with OpenPOWER provide high
performance on Linux-based platforms. As Spectrum Virtualize in the Public Cloud matures
and expands into other Cloud Service Providers, other platforms might become available.

5.4.4 Implementation considerations

134

The following list describes implementation considerations for the workload relocation into the
Public Cloud use case:

» Naming conventions

This is an important consideration in the manageability of a standard on-premises IBM
Spectrum Virtualize environment, but given the multiple layers of virtualization in a cloud
implementation, maintaining a consistent and meaningful naming convention for all
objects (managed disks, volumes, FlashCopy mappings, Remote Copy relationships,
hosts and host clusters).

» Monitoring integration

Integration into IBM Spectrum Control or some other performance monitoring framework
will be useful for maintaining metrics for reporting or troubleshooting. IBM Spectrum
Control is just particularly well suited for managing IBM Spectrum Virtualize environments.

» Planning and Scheduling

Regardless of the method chosen, gather as much information ahead of time as possible:
Filesystem information, application custodians, full impact analysis of related systems,
and so forth.

» Be sure to ensure solid backout

In the event that inter-related systems or other circumstances require rolling back the
application server(s) to on-prem, plan the migration in such a way as to ensure as little
difficulty as possible in the roll-back. This may mean keeping zoning in the library (even if
not in the active configuration), not destroying source volumes for a certain waiting period.
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Supporting the solution

This chapter provides guidance about how support for this solution developed. This solution is
consists of two basic support segments: IBM Cloud and IBM Storage support teams.
Because of this, it is important to understand who to contact if a problem occurs.

This chapter includes the following topics:

» 6.1, “Who to contact for support” on page 136
» 6.2, “Working with IBM Cloud Support” on page 137
» 6.3, “Working with IBM Spectrum Virtualize Support” on page 138
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6.1 Who to contact for support

The IBM Spectrum Virtualize for Public Cloud solution consists of several components, much
like the traditional storage offerings. However, when deployed in the public cloud, IBM
Spectrum Virtualize is simply an application running in the cloud, as shown in Figure 6-1.

Spectrum Virtualize TV Spectrum Virtualize

RedHat A ~ y——— RedHat

Bare Metal Server N Bare Metal Server

Cloud
Storage

Figure 6-1 IBM Spectrum Virtualize for Public Cloud solution components

In this solution, the cloud provider is responsible for providing the infrastructure, network
components and storage, and support and assistance for this portion. The cloud user or any
involved third party will be responsible for deploying and configure the solution from the
network layer up to the OS and the software installed. IBM Systems support is responsible for
providing support and assistance with the IBM Spectrum Virtualize application.

As per current state, the solution consists of multiple parties with different roles and
responsibilities. For this reason is good practice, in such cross-functional projects and
processes, to clarify roles and responsibilities with a workflow definition for handling tasks and
problems when they arise. In this sense a responsibility assignment matrix, also known as
RACI matrix, describes the participation by various roles in completing tasks or deliverables
for a project or business process, splitting as (R) Responsible, (A) Accountable, (C)
Consulted and (I) Informed.

The RACI matrix will be specific for each solution deployment: how the cloud service is
provided, who is the final user, who are multiple parties involved and so forth. To assist in
creating a workflow for handling problems when they arise, we created Table 6-1 as an

example.

Table 6-1 Simplified workflow definition based on RACI matrix
Situation Client Cloud Provider Spectrum Virtualize
SV error 2030 Informed Consulted Responsible
mdisk is offline Informed Responsible Accountable
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Situation Client Cloud Provider Spectrum Virtualize
Network port is down Informed Responsible Consulted
Configuration question | Responsible Consulted Accountable

In the situations where the cloud provider is responsible or accountable, the client should
collect as much detail about the problem that is known and open a ticket with the cloud
provider. In the situations where IBM Spectrum Virtualize is responsible or accountable, the
client should collect as much detail about the problem and diagnostic data surrounding the
event and raise a PMR with IBM. In the situations where the client is responsible, it is up to
the client to be as detailed as possible in any requests or questions raised to the cloud
provider or IBM Spectrum Virtualize or any other third party involved in the support.

6.2 Working with IBM Cloud Support

The IBM Cloud laaS portal (that is, Softlayer) is the system that provisions the infrastructure,
network, operating systems, and back end storage that will be used in this solution. As such,
IBM Cloud support is responsible for assisting in resolving problems and answering questions
for products and services acquired through the IBM Cloud laaS portal. The IBM Cloud
support team is engaged in the ticketing system provided by the IBM Cloud laaS portal.
Figure 6-2 shows where in the portal a ticket can be opened for the IBM Cloud systems.

Catalog Docs Support Manage

= IBMCloud

Figure 6-2 Add a ticket in IBM Cloud laa$S portal

In this page, you can review support documentation, review tickets, and create tickets, as
shown in Figure 6-3.

Support

Find answers

Q  Search
Number

> (€50261950

Items per page: 10

Manage cases

) View archived cases Create new case

Updated

0 Filter by status ~ £

Subject Category Severity Status

Code Upgrade Networking / Vyatta 4 Resolved 05/15/2019

1of1 pages < 1 b3

= | 1-1 of 1 items

Figure 6-3 Adding a ticket

After a ticket is generated, a representative from IBM Cloud support reviews and updates the
ticket. An email is sent to the master account and to all the customer representative accounts
that are assigned to the ticket or entitled to receive it, as shown in Figure 6-3. The accuracy of
email addresses must be verified in advance for the correct funcionality of email notifications.
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6.3 Working with IBM Spectrum Virtualize Support

Support engagement for the IBM Spectrum Virtualize for Public Cloud component of the
solution is the same as it is for all of the other IBM Spectrum Virtualize based solutions. IBM
Support can be engaged by using one of the following methods:

» Visit the IBM Service requests and PMRs web page to open a PMR
» By phone: 1-800-IBM-SERV
» IBM Call Home

After you receive a Problem Management Record (PMR) or ticket number, you can begin
working with support to troubleshoot the problem. You might be asked to collect diagnostic
data or to open a remote support session for an IBM Support representative to dial in to the
system and investigate.

6.3.1 Email notifications and the Call Home function

The Call Home function of IBM Spectrum Virtualize uses the email notification being sent to
the specific IBM Support center, therefore the configuration is similar to sending emails to the
specific person or system owner.

Complete the following steps to configure email notifications and emphasizes what is specific
to Call Home:

1. Prepare your contact information that you want to use for the email notification and verify
the accuracy of the data. From the GUI’s left menu, select Settings — Notifications (see
Figure 6-4).

Copy Services

Notifications

Network

Security

Svstem

Figure 6-4 Notifications menu

2. Select Email and then, click Enable Notifications (see Figure 6-5 on page 139).

For the correct functionality of email notifications, ask your network administrator if Simple
Mail Transfer Protocol (SMTP) is enabled on the network and is not blocked by firewalls or
the foreign destination “@de.ibm.com” is not blocked.
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Be sure to test the accessibility to the SMTP server by using the telnet command (port
25 for a non-secured connection, port 465 for Secure Sockets Layer (SSL)-encrypted
communication) using any server in the same network segment.

Emai

Email
The support user receives call home events. Local users also receive event notifications.
SNMP

Syslog

Figure 6-5 Configuration of email notifications

After clicking Next on the welcome panel, penter the information about the location of the
system (see Figure 6-6) and contact information of IBM Spectrum Virtualize administrator
(see Figure 6-7 on page 140) to be contactable by IBM Support. Always keep this
information current.

System Location

Service parts should be shipped to the same physical location as the system.

Company name:

| BmmTso |
System address: | 120 Holger way ‘
City: | San Jose ‘
State or province: | CA ‘
Postal code: | 95134 ‘
Country or region: | United States | T ‘
Machine location: | Bld#3 2ndFloor Back Room ITSO racks ‘

| 4 Back H Next »

Figure 6-6 Location of the device
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Figure 6-7 shows the contact information of the owner.

Contact

The support center contacts this person to resolve issues on the system.

Name: | System Administrator |
Email: | name@company.com |
Phone (primary): | +1234 567 8900)| |

Phone (alternate): | |

| -4 Back | | Apply and Next =

Figure 6-7 Contact information

4. Configure the IP address of your company SMTP server, as shown in Figure 6-8. When
the correct SMTP server is provided, you can test the connectivity by using the Ping
option to its IP address. You can configure additional SMTP servers by clicking the + at the
end of the entry line.

Email Servers
Call home and event notifications are routed through this email server.

Server IP: Port:

| 10.18.228.118 | | 25 |®9

Call home regularly sends emails to the support center that describes your system hardware and critical configuration
information. Object names and other potentially sensitive information, such as IP addresses, are not sent.

- Back | | Apply and Next =

Figure 6-8 Configure email servers and inventory reporting
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5. The summary window opens. Verify it and click Finish. You are returned to the Email
Settings window where you can verify email addresses of IBM Support
(callhomeO@de.ibm.com) and optionally add local users who also must receive notifications
(see Figure 6-9).

The default support email address callhomeO@de.ibm.com is predefined by the system to
receive Error Events and Inventory, we recommend not changing these settings.

You can modify or add local users by using Edit mode after the initial configuration was
saved.

The Inventory Reporting function is enabled by default for Call Home. Rather than
reporting a problem, an email is sent to IBM that describes your system hardware and
critical configuration information. Object names and other information, such as IP
addresses, are not included. By default the inventory email is sent on a weekly basis,
allowing an IBM Cloud service to analyze and inform you if the hardware or software that
you are using requires an update because of any known issues.

Figure 6-9 shows the configured email notification and Call Home settings.

. Configure Remote Support X
Emai Email
The support user receives call home events. Local usg | Configure More Info
notifications.
SNMP _ ~ -
Edit Disable Notifications
Syslog Email Servers
|P Address Server Port
1018228118 23
Call Home
Email Address
callhomel@de.ibm.com Error Events Invertory
Email Users
Motifications
Email Address Error  Warning Info  Imventory
Email Contact
* Contact Name * Email Reply Address
System Administrator name@company.com

Figure 6-9 Setting email recipients and alert types

6. After completing the configuration wizard we can test the email function. To do so, enter
Edit mode, as shown in Figure 6-10. In the same window, email recipients can be defined
or any contact and location information can be changed as needed.

Emai .

Email

The support user receives call home events. Local users also receive event
SNMP notifications.

—
q Ediit D ‘ Disable Notifications
—

Syslog

Figure 6-10 Entering edit mode
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We strongly suggest that you keep the sending inventory option enabled to IBM Support;
however, it might not be of interest to local users, although inventory content can serve as
a basis for inventory and asset management.

7. In Edit mode, we can change any of the previously configured settings. After these
parameters are edited, recipients are added, or the connection is tested, the configuration
can be saved so that any changes take effect (see Figure 6-11).

Email

The support user receives call home events. Local users also receive event
notifications.

Save, Cancel

Email Servers

IP Address Server Port

1018225118 % |BHE

Call Home
Email Address

Error Events Invertory
t A k|
b
Email Users
Maotifications
Ermail Address Errcr  Warning  Info  Inventory
DaniR@teach.com O O ®0O

Figure 6-11 Saving modified configuration

Note: The Test button appear for new email users after first saving and then edit again.

6.3.2 Disabling and enabling notifications

At any time, you can temporarily or permanently disable email notifications, as shown in
Figure 6-12 on page 143. This is good practice when performing activities in your
environment which could generate expected errors on your IBM Spectrum Virtualize, such as
SAN re-configuration / replacement activities. After the planned activities, remember to
re-enable the email notification function. The same results can be achieved with the CLI
svctask stopmail and svctask startmail commands.
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Emai .
Email

The support user receives call home events. Local users also receive event

SNMP notifications.
Edit
Syslog
Email Servers
IP Address Server Port
1018.228118 25

Figure 6-12 Disabling or enabling email notifications

6.3.3 Collecting Diagnostic Data for IBM Spectrum Virtualize

Occasionally, if a problem occurs and the IBM Support Center is contacted, they most likely
ask you to provide the support package. You can collect and upload this package from the
Settings — Support menu.

Collecting information by using the GUI
To collect information by using the GUI, complete the following steps:

1. Click Settings — Support and the Support Package tab (see Figure 6-13). Then, click
the Upload Support Package button.

Volumes Support Assistance

Support Package
Upload support packages directly to the support center or download and send them manually to help
Support Package support personnel analyze and fix errors on the system.

Copy Services v /

Settings

Notifications
Network
Security
System

Support

Figure 6-13 Support Package option

Assuming the problem encountered was an unexpected node restart that has logged a
2030 error, we collect the default logs plus the most recent statesave from each node to
capture the most relevant data for support.

Note: When a node unexpectedly restarts, it first dumps its current statesave
information before it restarts to recover from an error condition. This statesave is critical
for support to analyze what occurred. Collecting a snap type 4 creates statesaves at the
time of the collection, which is not useful for understanding the restart event.
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2. From the Upload Support Package panel, we are given four options of data collection.
Because you were contacted by IBM Support because your system called home or you
manually opened a call with IBM Support, you receive a PMR number. Enter that PMR
number into PMR field and select the snap type, which is often referred to as an option 1,
2, 3, 4 snap, as requested by IBM Support (see Figure 6-14). In our case, we enter our
PMR number, select snap type 3 (option 3), because this choice automatically collects the
statesave created at the time the node restarted. Click Upload.

Your system will generate and upload a new package to the IBM support center. )
@ Want to upload a previously

PMRNumber: Don't have PMR? [, generated support package?

ppppp.bbb,ccc Upload Existing Package

Select the type of new support package to generate and upload to the IBM
support center:

Snap Type 1: Standard logs

(:) Contains the most recent logs for the system, including the event and
audit logs.

Snap Type 2: Standard logs plus one existing statesave

(:) Contains all the standard logs plus one existing statesave from any of the
nodes in the system.

Snap Type 3: Standard logs plus most recent statesave from each node
@ Contains all the standard logs plus each node's most recent statesave.

Snap Type 4: Standard logs plus new statesaves

(:) Contains all the standard logs and generate a new statesave on each
node in the system.

Figure 6-14 Upload Support Package window

The procedure to create the snap on an IBM Spectrum Virtualize system, including the
latest statesave from each node, starts. This process might take a few minutes (see

Figure 6-15).
+/ Task completed. 100%

= View more details

Task started. 4:88 PM
Command to be run in background: 4:88 PM
svc_snap upload pmr=84923,215,616 guil 4:88 PM
You can view the uploading status in Support Package page. 4:88 PM
The task is 188% complete. 4:88 PM
Task completed. 4:88 PM

Figure 6-15 Task detail window
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Collecting logs by using the CLI

Complete the following steps to use the CLI to collect and upload a support package as
requested by IBM Support:

1.

Log in to the CLI and to run the svc_snap command that matches the type of snap
requested by IBM Support:

— Standard logs (type 1):
svc_snhap upload pmr=ppppp,bbb,ccc guil

— Standard logs plus one existing statesave (type 2):
svc_snap upload pmr=ppppp,bbb,ccc gui2

— Standard logs plus most recent statesave from each node (type 3):
svc_snap upload pmr=ppppp,bbb,ccc gui3

— Standard logs plus new statesaves:

svc_livedump -nodes all -yes
svc_shap upload pmr=ppppp,bbb,ccc gui3

We collect the type 3 (option 3) and have it automatically uploaded to the PMR number
that is provided by IBM Support, as shown in Example 6-1.

Example 6-1 The svc_snap command

ssh superuser@10.18.228.64
Password:
IBM_2145:1TSO DH8 B:superuser>>svc_snap upload pmr=04923,215,616 gui3

If you do not want to automatically upload the snap to IBM, do not specify the “upload
pmr=ppppp,bbb,ccc’ part of the commands. In this case, when the snap creation
completes, it creates a file named in the following format:

/dumps/snap.<panel_id>.YYMMDD.hhmmss.tgz
It takes a few minutes for the snap file to complete (longer if statesaves are included).

The generated file can then be retrieved from the GUI under the Settings — Support —
Manual Upload Instructions twisty — Download Support Package. Click Download
Existing Package, as shown in Figure 6-16.

& Want to download a
previously generated support
package or log files?

ownload Existing Package

Figure 6-16 Downloaded Existing Package
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5. A new panel opens. Click in the Filter box and enter snap (hit Enter). A list of snap files is
shown (see Figure 6-17). Locate the exact name of the snap that was generated by the
svc_snap command that was issued earlier. Click to select that file and then, click
Download.

Select Support Package or Logs to Download X

‘You can select a previously created support package or individual logs to download.

it

node_TSACXPO ~ [® snap

Showing 7 Files | Seiecting 1 File

File Name + n

fdumps/snap.75ACXP0.171004151231.1gz
fdumps/snap.75ACXP0.171004152633.19z
fdumps/snap.7o5ACXP0.171010173908.1gz
fdumps/snap.single. 75ACXF0161004.090759.1gz
{dumps/snap.single. 75ACXP0161004.085042 1gz

fdumps/snap.single.75ACXP0161004110246 19z

Cancel - Back | ‘ Download

Figure 6-17 Filtering on snap to download

6. Save the file to a folder of your choice on your workstation.
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6.3.4 Uploading files to the Support Center

If you chose not to have IBM Spectrum Virtualize upload the support package automatically, it
mighht still be uploaded for analysis by using the Enhanced Customer Data Repository
(ECuRep). Any uploads are associated with a specific problem management report (PMR).
The PMR is also known as a service request and is a mandatory requirement when
uploading.

To upload information, complete the following steps:
1. Using a browser, navigate to the ECuRep Secure Upload web page (see Figure 6-18).

Enhanced Customer Data Repository
(ECuRep)

ECuRep Standard Upload Secure Upload Terms of use Help

PMR Case RCMS CROSS SRID Machine Type/Serial (No case)

The fields indicated with an asterisk (*) are required to complete this transaction; other fields are optional. If you do not Usage information

want to provide us with the required information, please use the "Back” button on your browser to return to the F;Jern‘:‘?rfr:ﬂré%“mber
previous page, or close the window or browser session that is displaying this page. ;uppgon (eg.
12345,789,002) and

select the upload

PMR number:™ 04923.215 616 directory
If you specify an email
. x - y Y
Upload is for: Hardware = address, an email will
be sent on failure or
Email address: MattR@mecheng.org suCCess.
Continue

Figure 6-18 ECuRep details

2. Complete the following required fields:

— PMR number (mandatory) as provided by IBM Support for your specific case. This
should be in the format of ppppp,bbb,ccc, for example, 04923,215,616 using a comma
(,) as a separator.

— Upload is for (mandatory). Select Hardware from the drop-down menu.

Although completing the Email address field is not required, we suggest entering your
email address to be automatically notified of a successful or unsuccessful upload.
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3. When completed, click Continue. The Input window opens (see Figure 6-19).

Enhanced Customer Data Repository
(ECuRep)

ECuRep Standard Upload Secure Upload Terms of use

The fields indicated with an asterisk (*) are required to complete this transaction; other fields are optional. If you do not Usage information

want to provide us with the required information, please use the "Back” button on your browser to return to the tSeIeﬁt “?tﬁlféﬁw \g'ant
[0 upload to vl an
previous page, or close the window or browser session that is displaying this page. selepctthe Upload
button. Files are
processed after a
complete upload is
successful. You have 24
hours to resume any

= = paused uploads before
Click to Select Files they are removed from
IBM. If a file upload fails
or is cancelled, that file
data will be removed

Ml snap 75ACXP0.171010 173908 tgz 257 MB NOTE: ltis

recommended to use
the latest browser
version to take
advantage of the
uploader features. Older
browser versions have
limits such as 2 GB files
sizes and no ability to
pausefresume uploads

1 file selected 257 MB

Upload

Back

Figure 6-19 ECuRep File upload

4. After the files are selected, click Upload to continue, and follow the directions.

6.3.5 Service Assistant Tool

The Service Assistant Tool (SAT) is a web-based GUI that is used to service individual node
canisters, primarily when a node has a fault and is in a service state. A node is not an active
part of a clustered system while it is in service state.

Typically, an IBM Spectrum Virtualize cluster is initially configured with the following IP
addresses:

» One service IP address for each IBM node.

» One cluster management IP address, which is set when the cluster is created.

The SAT is available even when the management GUI is not accessible. The following
information and tasks can be accomplished with the Service Assistance Tool:

» Status information about the connections and the nodes

» Basic configuration information, such as configuring IP addresses

» Service tasks, such as restarting the Common Information Model (CIM) object manager
(CIMOM) and updating the WWNN
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» Details about node error codes

» Details about the hardware such as IP address and Media Access Control (MAC)
addresses.

The SAT GUI is available by using a service assistant IP address that is configured on each
node. It can also be accessed through the cluster IP addresses by appending /service to the
cluster management IP.

If the clustered system is down, the only method of communicating with the nodes is through
the SAT IP address directly. Each node can have a single service IP address on Ethernet
port 1 and should be configured for all nodes of the cluster, including any Hot Spare Nodes.

To open the SAT GUI, enter one of the following URLs into any web browser:
» http(s)://<cluster IP address of your cluster>/service

» http(s)://<service IP address of a node>/service

Complete the following steps to access the SAT:

1. When you are accessing SAT by using <cluster IP address>/service, the configuration
node canister SAT GUI login window opens. Enter the Superuser Password, as shown in
Figure 6-20.

& C | A Not secure |(Btips://10.18.228.64/service/ ) o | :

IBM SAN Volume Controller Service Assistant Tool

T5ACXPO |
node_75ACXP0

If you arrived here unintentionally, return to management GUI. ~

Licensed Material - Property of IBM Corp. © IBM Corporation and other(s) 2010, 2017
1BM is a regi of the IBM C in the United States, other
countries, or both.

Elia

Figure 6-20 Service Assistant Tool Login GUI
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2. After you are logged in, you see the Service Assistant Home panel, as shown in
Figure 6-21. The SAT can view the status and run service actions on other nodes, in
addition to the node that the user is logged into.

Status: Active
Identify

Collect Logs

Manage System

Current: 75ACXPO | node_..

Home

You can view detailed status and error summary, and manage service actions for the current node. The current node is the
node on which service-related actions are performed. The connected node displays the service assistant and provides the
interface for working with other nodes on the system. To manage a different node, select a node from the following table.

Attention: Only perform service acticns on nodes when directed by service procedures. If used inappropriately, service
actions can cause a loss of access to data, or even data loss. If the node status is active, select Monitoring-->Events in the

management GUI to fix any errors that are related to the active node.

Actions: | Enter Service Stafe ¥

System Software Build:
Software Version:
Software Build:
Console IP:

Has File Module Key:

Recover System

Change Node =
Re-install Software Node Name Node Status Error Panel System Site Relationship

* node_75ACXPO Active 75ACXPO ITSO_DH8 Local
Update Manually node_75ACKFO Active 7SACKFO ITSO_DHS System

- 7 Candidate KD8P1BP Candidate
SR =L Service 564 KDBP1CG Candidate
q Refresh

Change Service IP e

Node Errors
Configure CLI Access =

Node Detail =
Restart Service Node Hardware Access Ports

Node ID: 1

Node Mame: node_75ACKPO

Mode Status: Active

MNode WWNN: 500507680c000000

Disk WWNN:

Configuration Mode: Yes

Model: DH8

System: ITSO_DHE

Site Name:

137.4.1709291021000
8.1.0.0
137.4.1709291021000
10.18.228.64:443

No

Figure 6-21 Service Assistant Tool GUI

3. The current selected Spectrum Virtualize node is displayed in the upper left corner of the
GUI. In Figure 6-21, this is node ID 1. Select the desired node in the Change Node section
of the window. You see the details in the upper left change to reflect the selected node.

Note: The SAT GUI provides access to service procedures and shows the status of the
nodes. It is advised that these procedures should only be carried out if directed to do so by

IBM Support.

For more information about how to use the SA Tool, see this website.

6.3.6 Remote Support Assistance

Introduced with V8.1, Remote Support Assistance allows IBM Support to remotely connect to
the Spectrum Virtualize via a secure tunnel to perform analysis, log collection or software
updates. The tunnel can be enabled ad-hoc by the client or enable a permanent connection if

desired.

Note: Clients who have purchased Enterprise Class Support (ECS) are entitled to IBM
Support using Remote Support Assistance to quickly connect and diagnose problems.
However, because IBM Support might choose to use this feature on non-ECS systems at
their discretion, we recommend configuring and testing the connection on all systems.
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If you are enabling Remote Support Assistance, then ensure that the following prerequisites
are met:

»

»

Ensure that call home is configured with a valid email server.

Ensure that a valid service IP address is configured on each node on the IBM Spectrum
Virtualize.

If your IBM Spectrum Virtualize is behind a firewall or if you want to route traffic from
multiple storage systems to the same place, you must configure a Remote Support Proxy
server. Before you configure remote support assistance, the proxy server must be
installed and configured separately. During the set-up for support assistance, specify the
IP address and the port number for the proxy server on the remote support centers panel.

If you do not have firewall restrictions and the IBM Spectrum Virtualize nodes are directly
connected to the Internet, request your network administrator to allow connections to
129.33.206.139 and 204.146.30.139 on Port 22.

Both uploading support packages and downloading software require direct connections to
the Internet. A DNS server must be defined on your IBM Spectrum Virtualize for both of
these functions to work.

To ensure that support packages are uploaded correctly, configure the firewall to allow
connections to the following IP addresses on port 443: 129.42.56.189, 129.42.54.189, and
129.42.60.189.

To ensure that software is downloaded correctly, configure the firewall to allow connections
to the following IP addresses on port 22: 170.225.15.105,170.225.15.104,
170.225.15.107, 129.35.224.105, 129.35.224.104, and 129.35.224.107.

Figure 6-22 shows a pop-up that appears in the GUI after updating to V8.1, to prompt you to
configure your IBM Spectrum Virtualize for Remote Support, you might select not to enable it,
open a tunnel when needed or to open a permanent tunnel to IBM.

ﬂ Configure Remote Support XX

‘ Configure ‘ ‘ More Info

Figure 6-22 pop-up prompt to configure Remote Support Assistance
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From the pop-up prompt, we can choose to configure or learn some more about the feature or
close the pop-up by clicking the X. Figure 6-23 shows how we can find the Setup Remote
Support Assistance if the pop-up is closed.

IBM SAN Volume Controller ITSO_DH8  Support

Hosts

Support Assistance )
Copy Services v / Support Assistance

) Support a nce enables service personnel to 4
Suppert Package maintenan d resolve issues.

Access

MNotifications

MNetwork

G refer . Read Write Read Wirite
GUI Prefer Latency 1ms 1ms 1ms Bandwidth 142 MBps 94MBps 48 MBps

Figure 6-23 Remote Support Assistance menu

Choosing to set up support assistance opens a wizard to guide us through the configuration.
Figure 6-24 on page 153 shows the first wizard panel, where we can choose not to enable
remote assistance by selecting | want support personnel to work on-site only or enable
remote assistance by choosing | want support personnel to access my system both
on-site and remotely. We chose to enable remote assistance and click Next.
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Set Up Support Assistance X

Support Assistance

How do you want to set up Support Assistance?

P .
() lwant support personnel to work on-site only

I'want support personnel to access my system both on-site and remotely

o

Figure 6-24 Remote Support wizard enable or disable

The next panel, shown in Figure 6-25, lists the IBM Support centers IP addresses and SSH
port that will need to be open in your firewall, here we can also define a Remote Support
Assistance Proxy if we have multiple IBM Spectrum Virtualize clusters in the same cloud,
enabling firewall configuration only being required for the Proxy Server and not every storage
system. We do not have a proxy server and leave the field blank. Click Next.

Set Up Support Assistance X

Support Centers

Support centers respond to manual and automatic service requests from the system. The following support
centers are configured on the system:

Name IP Address Port
default_support_center( 129.33.206.139 22
default_support_centerl 204.146.30139 22

Remote Support Proxy (Optional)

(i ] Required for network configurations using a firewall, or for systems without direct connection to the network.

e | e | o [0

o o ]

Figure 6-25 Remote Support wizard proxy setup
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The next panel asks if we want to open a tunnel to IBM permanently, allowing IBM to connect
to your IBM Spectrum Virtualize cluster at any time, or On Permission Only which requires a
storage administrator to log on to the GUI and enable the tunnel when required. We select
this Permission option as shown in Figure 6-26 and click Finish.

Remote Support Access Settings

When do you want service personnel to complete maintenance and service tasks remotely? You can change
these settings at any time.

O A Any Time

The support center can start remote support sessions any time

@ On Permission Only
The support center can start a remote support session only if permitted by an admin. A time limit can
be configured for the session.

e e ]

Figure 6-26 Remote Support wizard access choice

154 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



When we have completed the remote support set-up, we can view the current status of any
remote connection, start a new session, test the connection to IBM, and reconfigure the
setup. As shown in Figure 6-27, we successfully tested the connection. Now, click Start New
Session to open a tunnel for IBM Support to connect.

Support Assistance

Support assistance enables service personngl to access the system to perform maintenance and resolve issues.

Local Support: Session Ready

IEM Service Status: Mot Gonnected

Remote Support

Start New Session

Last test: Successful Connection on 107917 1:35:50 PM

Support Users and History
Monitor Users: 0

Privileged Users: 0

Token Age: O days | Generate Mew Token

Remuote Support Access Setting: On Permission Only

Prowxy Servers Configured: 0

Reconfigure Settings

Figure 6-27 Remote Support Status and session management
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A pop-up asks how long we would like the tunnel to remain open if there is no activity, by
setting a time-out value. Then, as shown in Figure 6-28, the connection establishes and is
waiting for IBM Support to connect.

Support Assistance
Support assistance enables service personnel to access the system to perform maintenance and resolve issues.

Local Support: Session Ready

IBM Service Status: Not Connected

Remote Support: Connected

IEM Service Status: Not Connected

Support Users and History
Monitor Users: 0

Privileged Users: 0

Token Age: 0 days Generate Mew Token

Remote Support Access Setting: On Permission Only

Proxy Servers Configured: 0

Reconfigure Settings |

Figure 6-28 Remote Assistance tunnel connected
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Guidelines for disaster recovery
solution in the Public Cloud

In this appendix, we briefly describe the recommended practices when designing a resiliency
solution and considerations when using the cloud space as a possible alternative site.

This appendix includes the following topics:

“Plan and design for the worst case scenario” on page 158
“Recovery tiers” on page 158

“Common pitfalls” on page 165

“Networking aspects” on page 166

“Full versus partial failover” on page 168

“Network virtualization” on page 170

vVvyYvYyvyYYyy
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Plan and design for the worst case scenario

When designing a resiliency solution the key is in the resiliency word. Your solution has to
work in the worst possible scenario and provide enough performance, not only to achieve
your recovery objectives, but also to be able to sustain and run your production from the
alternate site for an extended period of time as in the case of an actual disaster that destroys
the primary site.

Your design should not only consider a single plan, but several possible alternatives to better
adapt and be able to work in a degraded or impacted ecosystem.

Of course, costs are always an important consideration but nevertheless you should have a
clear view of the minimal acceptable conditions and the other more optional elements that
may be eliminated when cost is a challenge, but with a full appreciation for the consequences
of the omission of those elements.

Your design should not be limited to the I T only. Your IT is dependant on the following factors
that can be impacted as well:

Key personnel availability

External networks services

Dependencies on critical providers

Road conditions (when for example planning to physical transfers of personnel, backup)
Disaster recovery (DR) resources availability when required

vyvyyvyyvyy

Recovery tiers

The DR solution can have recovery tiers with a different set of appropriate Recovery Time
Objective (RTO) and Recovery Point Objective (RPO) requirements for each wave or tier.

The following is an example to better explain this tiered approach:

» PO Class: With an immediate restart or take-over requirement (< 2 hours), which requires
active resources at the DR site kept aligned with an application-aware data replication to
guarantee a possible take-over of the operations.

Note: PO class is accomplished with synchronous replication or using a federated
application like Active Directory, Oracle Real Application Clusters (RAC), VMWare
MetroStorage Cluster, or Live Partition Mobility (LPM).ht be acceptable and might lend
itself to tape restoration instead of storage replication.

» P1 Class: With a near-immediate restart (4-12 hours), which can be implemented with
dedicated stand-by resources at the DR site associated to a technological data replication.
Although this RTO window might appear to be too wide, you have to consider that your
restart will be in an emergency and in this condition, the best you can achieve is the
equivalent of restarting from power failure at your on-premises. P1 might be asynchronous
replication with up to a 5 minute possible delay (GMCV with 150 sec cycle period).

» P2 Class: With a restart within one day, you could leverage shared or re-usable assets at
the alternate site. Since the time is short, usually this spare capacity must be already there
and cannot be acquired at the time of the disaster (ATOD).

» P3 Class: With a restart after two days, you can use additional compute power that can be
freed-up or provisioned on-demand at the alternate site.

158 Implementation guide for IBM Spectrum Virtualize for Public Cloud Version 8.3



Note: Depending on business need, P2 and P3 classes could have either the same
RPO or longer RPOs depending on business process or needs. For instance, if this is
back office documentation that is only refreshed on a quarterly basis, or web servers,
then an RPO of a day or a week might be acceptable and might lend itself to tape
restoration instead of storage replication.

The previous list is just a general definition; you might have more tiers or different
combinations of requirements.

Whatever the recovery tier is, four basic things are essential to provide a usable DR solution:
» A copy of your production data in the DR site according to the RPO requirement.

» Alternate IT resources (compute) to restart the IT operation in emergency according to the
RTO requirement.

» An alternate connection to your production network (WAN).
» Ability to operate and run production at the alternate DR location.

Design for production

One of the cost elements impacting a resiliency solution is the fact that the alternate site has
to run the production in emergency for an extended period of time.

The bigger the emergency, the more services (hence resources) you need to operate during
the crisis.

Compute power could be acquired on-demand leveraging the cloud service provider's (CSP)
ability to scale the infrastructure.

On the storage side, you can opt to replicate and run the DR test simulation with low
performance and using low cost storage, but that performance might not be enough to sustain
actual production. Thus, you might need to move your production data over a different tier of
storage. You have to evaluate what this means for your cloud provider. This means having a
clear picture of the effort in migrating the data to the new tier and the associated monetary
and time (which might impact your RTO).

Concurrent on-demand DR provisioning requests

We have seen how components could be requested on-demand in the CSP space, but how
might this be impacted by the concurrent requests the CSP might have from other clients in
your same situation, as in the case of a metro area disaster? This could exhaust its local
scalability in that site or region.

That is, cloud does not have an infinite scale.

Note: Although conceptually, a cloud infrastructure is designed to be able to scale infinitely
through multiple sites, a single given site is finite and an individual client’s data isn’t going
to be instantaneously replicated to all sites. Therefore, the limitations of the specific site
chosen for DR must be considered.

Another thing to remember is that cloud is a different business than Disaster Recovery (DR).
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Most DR providers actively use resource syndication to contain the costs. Resource
syndication means the same resource is used to provide service to different customers that
might not be exposed to the same concurrent event.

In other words, the compute resource that you use for your DR solution might also be used by
other customers of the DR provider, not sharing the same risk situation with you.

DR providers have consolidated this in years of experience in planning and running the DR
business, so their site planning is such that it offers a reasonable guarantee that their
customers in the same risk zone will have their contract honored with the availability of the
agreed upon resources.

Cloud providers do not syndicate, because this way of operating is not within their business
model. CSP planning algorithms do not take disaster recovery concurrent requests into
consideration when performing a planning for a site, thus in case of concurrent on-demand
provisioning requests, they will provide resources simply based on the timeline of requests up
to when they have exhausted the resources in that specific site. At this point, the CSP cannot
fulfill requests at that particular site in a reasonable time.

Tip: Be careful to search for CSP SLA on provisioning and read all the caveats.

DR test

Disaster recovery testing is what you have to do to ensure your ability to be resilient, hoping
not to have to do it in real life.

There are two types of DR testing you can execute to verify your resiliency capability:

» DR simulation
» Switch-over

DR simulation

DR simulations are mainly done to verify and audit the emergency runbooks and check the
RTO and RPOs provided by the in an environment that, as closely as possible, resembles a
real emergency.

This means introducing disruptions on the replication network connections before interrupting
the communications among the sites, simulating the sudden lost of the primary site.

You can only do this if your data replication solution is resilient, and such a disruption does
not have a negative impact on the production, which would continue running on the primary
site. For instance, if you suddenly disrupted the partnership in a IBM Spectrum Virtualize
Metro Mirror relationship, any write activity to your master volumes would suspend. Similarly,
if you simulated a site failure with Enhanced Stretch Cluster by isolating the primary site from
the secondary site and the quorum, the primary site would go offline, by design, until
connectivity is restored. So, in IBM Spectrum Virtualize, the only likely scenario appropriate
for this test would be Global Mirror with Change Volumes (GMCYV). Refer to section “Plan and
design for the worst case scenario” on page 158 for more information.

DR simulation deploys a duplication of your production environment at the DR site to used to
perform validation. This environment is cleaned at the end of the simulation and changes to

the DR test environment are discarded, as the real production has continued on the primary

site.
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Thus, it is important that network streams flowing to the DR test environment are copies of
the real production. Usually these network flows are intercepted and duplicated at the primary
site (that receives the real flow), and sent to the DR site which operates on a separate
network from production.

Switch-over

Opposite to the DR simulation, in the switch-over test, production is moved from the primary
site to the DR site to verify and audit the ability to run and sustain production operations for an
extended period.

In this option we do not test the DR runbooks, as this would imply the emergency restart, and
would have an impact on the production.

Similarly, because this move impacts the production, you should be careful in performing this
switch to minimize all those impacts through scheduling, communication and planning.

Production operations are shut down at the primary site and started up at the DR site.
Replication is reversed once the switchover is complete and production is running at the DR
site.

Production runs in the DR site for whatever period you have chosen before returning to the
Primary site. During this period, your production site performs as the DR site until the next
switch-over.

Updates to the production running at the DR site is kept and replicated back to the Primary
site.

DR test frequency

DR test frequency depends on many factors, but in general you should have a DR test at least
once per year. This is the bare minimal frequency accepted by auditors to prove your ability to
recover.

In setting the frequency of your cloud DR testing you should strive for more frequent than
once a year, depending on multiple elements specific to the cloud, such as the following
concepts:

» How dynamic is your production environment? The more your production environment
changes, the more you need to exercise a DR test to verify that changes introduced have
not affected your ability to recover,

» How dynamic is your CSP infrastructure? As an example, if you have chosen to provision
some of the DR resources on demand, you should consider that you have no control on
the type of resources and technologies you will be able to find at the moment of a disaster.
In fact, the CSP may have changed the underlying technologies (for example, the servers)
or configurations (for example, network topologies) or service levels (for example, time to
provision new resources) since your last test. So, it is suggested to increase the testing
frequency in such a case, especially if you believe that your applications may be sensitive
to changes in the underlying infrastructure.

Of course, each test carries a cost associated with the use of the DR site, effort and so on, so
leveraging automation, tools and software products like IBM Cloud Resiliency Orchestrator,
operations required to run a DR test can be simplified, allowing the associated costs and
effort and test more frequently. More automation will also enhance overall recoverability and
improve the recovery time objective (RTO).
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On-premise to DR cloud considerations

There are some considerations when planning to use a cloud service provider to implement a
DR solution for a production running on-premises:

Compatibility with the cloud provider

Doing DR on a cloud provider from on-premises has the same requirements as a migration
project to the cloud. You must verify that the workload which is going to be deployed at the
cloud provider can run on that infrastructure.

Constrains on the cloud provider

Despite all the abstractions the cloud provider can do, in the end you might still be facing
some constraints in your design. An example is the limitation you might have to boot a virtual
machine from a replicated disk (LUN), when that VM runs in the in cloud provider managed
hypervisor infrastructure (Public Cloud). Other examples are in the areas of LAN and WAN,
where the Software Defined Network (SDN) provides some flexibility, but not the full flexibility
you have in your own infrastructure.

Cloud resource scaling

Having a DR on cloud might provide the false expectation that cloud scalability is infinite. It is
not particularly in the cloud data center where you have decided to replicate your data.

Provisioning time for on-demand resources

Cloud providers are not created equal, so you need to evaluate different offerings and the
SLAs associated with the provisioning time of on-demand resources, as they impact the RTO
of your DR solution. Another important point of consideration is the commitment offered by
the cloud provider (or the SLA), and what limitations there might be. (For example, does it
guarantee the SLA regardless of the number of concurrent requests?).

Resource pricing

On-demand resources are cheaper, as they are usually billed by usage, which means you
only pay when you use the resource. It is important to evaluate all the caveats associated with
the usage billing, and how that might impact your total cost of ownership (TCO) with hidden
and unplanned costs - as in emergency the use of on-demand resources which might incur
higher costs compared to what you have originally planned.

Cloud networking (LAN)

Having a DR on cloud might also imply that you need to rebuild your network structure to
adapt to the network structures and constrains of the cloud provider. In some cases, you will
be forced to use Software Defined Network (SDN) and Network Functions Virtualization
(NFV) to reproduce your complex enterprise network layout. Careful planning and evaluation
of the performance and scalability limitations is essential to assure your reprovisioned
compute can work properly.

Cloud networking (WAN)

All the external networks connected to your primary (failed) site must be re-routed to the
alternate cloud site. Different options are available and you need to evaluate and plan for
options that best fit your requirements. Consider the charges associated with the use of the
network (download and upload charges) when using the cloud provider resources, as they
might be substantial.
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Cloud to DR cloud considerations

Here are some considerations on top of what has been listed for on-premises to DR cloud,
when planning to use a cloud service provider to implement a DR solution for a production
running on cloud:

Cloud provider compatibility amongst different providers

Different providers have different technologies. Like in the on-premises to cloud topology,
moving your workload from one provider to another is equivalent and has the same
complexity.

Particular attention has to be placed in investigating the different methodologies, tools and
interfaces of the two cloud providers. In fact, they might strongly impact the portability of
workloads among different provides and could create a true lock in. In the following we cover
some of the technical domains to which particular attention should be paid.

Monitoring

Often native tools have been used to implement the monitoring of the cloud environment.
Hence, moving a workload to a different CSP may involve changing monitoring frameworks,
which may involve the installation of different clients on the host systems or integration back
to on-premise notification systems or event correlation. However, the native monitoring tools
are often limited to fully address enterprise level monitoring requirements. For example, they
work quite well to monitor the cloud resources, but may lacking in the areas of middleware or
databases deployed on the VMs. So, we suggest adopting additional tools that augmenting
the native monitoring tools. In our case we have introduced a cloud monitoring tool that
natively integrates with the CSP’s monitoring via APIls. There are also other tools with similar
capabilities. The introduction of such a tool reduces CSP dependency since the tool can
natively integrate with multiple cloud monitoring frameworks and facilitate DR processes.

APIs

Any scripts or applications that interchanges data with the CSP native APIs are impacted in
the case of a relocation of the workloads and this has to be taken into account.

Network

Networking is one of the most dynamic element between different CSPs. Key features that
have to be taken into account include possibility of bringing the original IP when moving
workloads to a cloud. Other functionalities to look for are the ability to interconnect different
subscriptions environments and to interconnect virtual networks between different cloud sites.

Provisioning

The interface (graphical or APIs) to provision resources on a cloud varies from CSP to CSP.
We suggest introducing a brokerage tool (such as the IBM Cloud Brokerage) to consistently
manage resources provisioning and cost management across CSPs at the DR site.

Backup

Generally CSPs provide a mechanism for performing basic backups. To implement a more
complete and sophisticated backup functionality, consider implementing an additional product
or framework. One example is Azure laaS VM backup. On AWS, tools are available in the
marketplace. It is strongly suggested to evaluate the trade off between using a CSP native
backup capability versus an independent backup software that can be utilized on any CSP. In
fact, using the native tools may generate a lock in or at least make it difficult to manage your
workload on a different provider. This could be overcome using a tool, such as IBM Spectrum
Protect, to be installed on cloud and to store backup data on the CSP storage resources.
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When implementing a DR cloud to cloud on the same CSP, of course, the solution is
simplified as the same technology is leveraged in both the primary and the secondary site.
However, these considerations remains valid in a more broad context to avoid lock-ins.

Other considerations might come from the following topics:

Resource pricing when different providers are used

It is important to evaluate and understand all the caveats associated with the usage billing of
the two providers, and how that might impact your TCO with hidden and unplanned costs.

Cloud networking: LAN and WAN

The two different CSP might have a different approaches to Software Defined Network (SDN)
and Network Functions Virtualization (NFV) and reproducing what has been implemented on
one CSP to another might not be possible, presenting challenges or hidden costs that ought
to be discovered up-front.

Provisioning time and SLA

How the two providers differ on provisioning time and SLAs has to be investigated and
determined. In particular, if you plan to use on-demand (for example pay-per-use) resources,
you should carefully evaluate the SLA that the CSP commits to on provisioning time, as that
will impact the whole RTO.

Cloud provider compatibility with same provider

When implementing a DR cloud to cloud on the same CSP, of course, the solution is
simplified given that the same technology in the primary and secondary site. However, these
considerations remain valid in a more broad context to avoid lock-ins.

The use of the same provider for DR is the easiest choice, however it could not be possible in
all cases. Reasons could be, for example, availability of a secondary site in a given region and
SLAs provided by the CSP to support the DR.

Cloud to DR on-premises considerations

164

A company that wants to maintain an extra flexibility in its cloud strategy might decide to
maintain a copy of the company data on premises. The main aspects to consider in planning
to use a traditional site as a DR site for a production running on clouds are:

Compatibility with the cloud provider

Doing DR from a cloud provider to on-premises has challenges on the compatibility side. You
might need to mimic the hypervisor infrastructure you have used on the cloud to avoid
hypervisor migrations.

Dependencies from the cloud provider

You should also be mindful of the possible dependencies on the services or features that your
applications have started using on the cloud provider (such as DNS, monitoring, logging) as
they might not be available in your on-premises.

Operating system licenses

On the CSP, operating systems are usually part of the running fee for the compute you use on
the CSP infrastructure. When you run on your own on-premises infrastructure you, most
likely, have to reprovision all the licenses and you are not entitled to use the CPS’s licenses.
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Reprovisioning operating system and subsystem (for example database management
system) licenses might also impact your recovery time objective and constitute a substantial
cost.

Common pitfalls

Based on our experience, here are some common pitfalls when implementing a DR solution
on cloud:

Plan and design for the best scenarios

As already said, it is important that your solution and your testing methodology are planned
and designed to mimic what the real condition might be. Designing for the best case reduces
the costs, but also entails some risks.

Some examples:

» Designing the solution to use low cost or low performance components in the DR site
(such as storage, server). While these systems may be able to prove the concept of a
disaster recovery, they will likely not be able to run your full volume production workload for
an extended period of time in case of a emergency.

» Reuse your decommissioned production components (such as storage, server) due to
technology change in the DR solution. If you have changed your production technology it
was probably because these old component were not a good fit for your requirements any
longer.

Single-points-of-failure

Single-points-of-failure (SPOF) can be anywhere in a solution, not only on the technology
side. Your solution might dependent on people, vendors, providers, and other external
dependencies. It is essential that you identify clearly in advance most of your SPOF or at
least have a plan to mitigate your dependencies. Also be prepared to discover SPOF during
the first sessions of your DR test.

Among SPOFs, Provider Risk is a condition to consider in your DR plan. When you have both
Production and DR on the same provider your risk has increased and must be carefully
considered.

Only have a Plan A

Risks cannot be eliminated; they can only be mitigated. The more risk you mitigate with a
single solution, the more the solution would cost. Thus any solutions have a residual risk.

Having a Plan B with a different recovery time objective might help you to mitigate additional
risks, while not adding too much costs.

Your Plan B recovery time objective might not be the one expected, meaning you will need
more time to restart your operations, and thus you will suffer greater business impact from the
emergency, but restarting later is far better than not restarting at all.
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A possible Plan B in a two sites topology might be to have a periodic third site backup of the
data, at least located at a distance sufficient to avoid the risk of being affected by the same
events that affect the primary and principal DR site.

Poor DR testing methodology

An untested DR solution is like running blind in a woods; there is a fair chance that you will
come to an abrupt and painfully injurious stop.

Testing is essential to guarantee that you have a valid solution, also but the validity of the
solution is dependent on establishing the correct conditions under which you are testing.
Invalid conditions will invalidate the solution no matter how rigorously you have tested it.

If you plan to perform a DR test, by doing an orderly shutdown of operations at the primary
site and an orderly start at the DR site, you can be sure that your DR site environment is valid
and capable of supporting a workload that you are able to dynamically relocate. But is this
what will happen during an emergency? You must build in processes and budget time into
your RTO to account for resolving inconsistent application states and reconciling
interdependent applications.

You should design your tests to mimic as much as possible the possible emergency
conditions, by simulating a so called rolling disaster condition, where your IT service is
impacted progressively by the emergency. This is the best way to test your solution and have
a reasonable understanding whether it is resilient (ability to resist to stress conditions).

Networking aspects

In this section, we briefly illustrate key aspects in network design that might impact the DR
solution.

Five networks

In a DR solution we can basically classify the networks in five types:

Management and monitoring
Replication

DR test

Failover (or emergency)
Fallback

vyvyyvyyvyy

In cloud, the concept of these networks continue to be valid but may need to be implemented
differently depending on the CSP specific network services and policies.

Management and monitoring

This is the least demanding connectivity in terms of bandwidth, as it is only designed to
sustain:

» Administrator access to remote systems
» Monitoring, logging and support activities (such as SNMP, traps, logging and so on)

» Antivirus definitions (active, real time, in-line antivirus scanning can be a latency sensitive,
intensive process) and security patches
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DR test

You can normally create network tunnels within the replication network to sustain these
functions.

Replication
Replication is the connectivity required to duplicate data from the primary to the DR site. It is
mainly determined by the synchronization method:

» Online full synchronization

In the online synchronization, a full copy the entire volume (including empty spaces) is
transmitted over the network to the DR site, together with delta updates that are captured
and sent. In the online synchronization, this might not be a one-shot operation.
Sometimes, you need to periodically perform a full-refresh of the replicated data, or to
perform a bulk-transfer of a good portion of your source data and iteratively replicate the
deltas until they are sufficiently small.

» Offline synchronization

In the offline synchronization, the large part of the data is made available at the DR site
through alternative means (disk images), and thus only delta updates that are captured
and sent will traverse the network. This allows you to reduce the network requirement for
replication, but you should carefully and methodically determine the frequency of the
periodic refreshes, as this might impact your RTO/RPO.

Another consideration is that replication network has to work in two ways:

» To DR site: This is the normal flow when production is executed on-prem and DR site is
there just for protection.

» From DR site: This is the flow you have in emergency where production is running at the
DR site and your on-premises (or an alternate on-premise) is the target of replication.

The safest way to size your bandwidth requirement for is to size for online synchronization,
and not just daily updates.

In the cloud, the replication network is generally provided by the CSP. For simplicity let us
assume that both the production and DR sites are in the same CSP’s cloud. In such a case
the replication network is part of the site to site connectivity that the CSP makes available to
its clients. It is important to verify the costs (if any) and performance of such a connectivity
while planning for a DR solution.

As we have seen previously, two types of DR testing exist, and their network requirements of
are different:

» DR simulation: Run while the production operations continue on-premises, DR test users
access the DR simulation environment by pointing to different servers reprovisioned at the
DR site. If the original IP addresses of the recovered servers are needed, they’ll have to be
NATed to these different IP addresses to avoid duplicated IP addresses in production or,
even worse, real transaction are executed toward the DR servers instead of the real
production servers.

Another option could be to perform policy based routing based on the source address of
the test users.

» Switch-over: Run by moving the production to the DR site. From a networking perspective
this is equivalent to the real emergency, as the entire production networks have to be
routed to the DR site, while replication network flow is reversed (from DR site to
on-premises), to bring updated data back to on-premise, which now works as the DR site.
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In the cloud, the test network is provisioned as part of the DR cloud resources and is often
subject to limitations as mentioned before. If the DR is implemented on the same CSP, it
would be easier to configure a network to simulate or switch the production environment.

Failover or emergency

The entire production network has to be routed to the DR site, while replication network flow
is reversed (from DR Site to on-premise), to brings updated data back to on-premises.

During the emergency the network functions (routing and security) are also transferred from
on-premises to the DR site and if the primary site is physical on-premises, it might need to be
virtualized to adapt to the target CSP requirements. A pre-check and maintenance of this
physical-to-virtual network functions is a key success factor during the emergency and has
the same importance as the Data Replicator or the Server Reprovisioning technique.

Apply all the considerations for cloud to DR cloud to this failover (or emergency) network as
well.

Fallback

Fallback presents the same challenges as the DR simulation by switch-over seen before, as
you keep having the production running at DR site, while intercepting and sending updates
back to the fallback site.

The quantity of data that flows back to the fallback sites depends on the emergency
happened.

For short terms emergencies, where the original site is unavailable for a period of time, but
that has left servers and storage intact, a delta-resynch might fit the need to bring the
operation back to the on-premise.

For other emergencies that has forced to a change to the site server or storage in the original
on-premises might require a full resynchronization of data, and so the fallback will happen
ordinately at the most convenient time after the synch-point has been achieved.

Full versus partial failover

The partial failover is a feature that potentially increases the availability of the customer
services by allowing the customer to run and recover some of their services in DR, while all
the others are still running production at the customer data center.

This requires the extension of the production site network(s) to DR site. That can happen on
Layer 2 (like: L2TPv3, and Cisco Overlay Transport Virtualization) or in Layer 3 (like: Cisco
Locator and ID Separation Protocol (LISP), Virtual Private LAN Services (VPLS) or Software
Defined Network technique). Additional considerations may require the full control of the
landing DR hypervisor, so techniques like Virtual Extensible LAN overlays included in
solutions like VMware NSX (Network Virtualization and Security Platform).

From a network perspective this extension requires additional planning because of possible
impacts on security and performances, at least because the servers that were previously in
the local LAN, are now placed over a longer distance (WAN).
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This impact must be evaluated in two directions: from a server to user perspective and from a
server to server perspective, especially for latency-sensitive applications or services.

User-to-DR server

Consider the scenario where only a server (server A) has been failed over and is currently
running at the DR data center in a partial failover situation.

The user-to-server A session, will reach the server A DR-VLAN through the existing customer
routing and security running on-premise. From the customer-managed routing perspective,
server A is still in the source-VLAN; that is, the fact that source-VLAN is extended in the DR
data center is transparent to the customer managed router.

So, the customer managed router will place an Address Resolution Protocol (ARP) frame for
server A on the source-VLAN. This broadcast frame will be seen and picked up by the
network extension device or function at the customer location, encapsulated in the L2TPv3
tunnel, and sent to the network extension device or function at the DR site. The frame is then
placed DR-VLAN where server A is running.

Note: If the customer managed router has a static ARP table for server A, this will not work
and the static entry needs to be replaced.

While this is applicable to both internet and directly connected customers, the network design
must consider the additional latency due to the processing of the L2TPv3 tunnel, and the
distance.

Where the additional latency may be predictable within a range for directed connected clients
with network latency SLAs (the overall latency does not come only from the link latency), the
internet connected customers might experience a different situation due to the unpredictable
latency of the public internet.

The network design must also consider possible maximum transmission unit (MTU)
adjustments or additional packet loss situations that the application running in the production
site might demand in terms of requirements.

Server-to-DR servers

Consider the scenario where two or more servers have been failed over and are currently
running at the DR data center in a partial failover scenario (server A on DR-VLAN1 and
server B on DR-VLANZ2), while the rest of the servers keep on running on-premises.

In this case even the main concepts are similar to what we have seen in previous example,
since the customer routing and security services are still running on-premises. Each frame
has an additional latency to be considered, as all the routing and security functions are
performed on-premises.

The more servers in a partial F/O mode, the more the impact of latency on the customer
routing and security functions.
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Network virtualization

Network virtualization (NV) is the ability to create logical, virtual networks that are decoupled
from the network hardware. This ensures that the network can better support virtual
environments.

NV abstracts networking connectivity and services that have traditionally been delivered via
hardware into a logical virtual network that is decoupled from and runs independently on top
of a physical network in a hypervisor.

NV can deliver a virtual network within a virtualized infrastructure that is separate from other
network resources.

NV is available on cloud service providers, as they largely adopted network virtualization to
provide a secure multi-tenant environment, sharing the same physical hardware component
among all their customers. Additional considerations should be taken into account to
understand at what level the customer has control over the NV function.

Some NV functions require the full control of the landing DR hypervisor, so techniques like
VXLAN (or Network Overlays) may not be applicable or be subject to restrictions.

Network function virtualization

With network virtualization, a set of network functions can be virtualized as well, these
typically are services like:

Customer firewalls

Load balancing solutions

WAN optimization

Intrusion Detection Systems (IDS)

vyvyyy

The virtualization of those function cloud be the only essential step in being able to exploit
cloud service providers, where it is not possible to recreate them using traditional appliances
or specialised hardware.

In a DR solution, network function virtualization might bring in the additional challenges on
how to transform the backup of the configuration and definition of the physical appliance
on-premises to adapt to what is available from the CSP space, both natively or from its
marketplace.

Another challenge might be on the performance side, as the network function virtualization
runs over a standardized compute and not on specialized hardware like an appliance
on-premises.

Bring Your Own IP

Network virtualization enabled the Bring Your Own [P (BYOIP), which is a function that allows
you to define and use, at the DR site, subnets having a user-defined address space.

You might want to exploit this feature to maintain your on-premises IP in the DR site. When
doing so, consider that pros and cons exist.
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Pros
BYOIP includes the following advantages:

» System administrators are more comfortable with operating in an environment that mimics
their production site

» Hard coded IP address in systems works like on-premises
» Domain Name Servers does not require re-convergence

Cons
BYOIP includes the following disadvantages:

» Presents more challenges in network extensions
» Presents more challenges when handling Partial Fail-Over conditions
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Related publications

The publications that are listed in this section are considered particularly suitable for a more
detailed discussion of the topics that are covered in this paper.

IBM Redbooks

The following IBM Redbooks publications provide more information about the topic in this
document. Note that some publications that are referenced in this list might be available in
softcopy only:

>

>

»

Implementation guide for IBM Spectrum Virtualize for Public Cloud on AWS, REDP-5534
Implementing the IBM Storwize V7000 with IBM Spectrum Virtualize V8.1, SG24-7938-06

IBM System Storage SAN Volume Controller and Storwize V7000 Best Practices and
Performance Guidelines, SG24-7521

Implementing the IBM System Storage SAN Volume Controller with IBM Spectrum
Virtualize V8.1, SG24-7933

You can search for, view, download, or order these documents and other Redbooks,
Redpapers, Web Docs, draft, and additional materials, at the following website:

ibm.com/redbooks

Online resources

The following websites are also relevant as further information sources:

»

Solution for integrating the FlashCopy feature for point in time copies and quick recovery
of applications and databases:

http://www.ibm.com/support/docview.wss?uid=ssg154000935

Information about the total storage capacity that is manageable per system regarding the
selection of extents:

https://www.ibm.com/support/docview.wss?uid=ssgl1S1010644

Information about the maximum configurations that apply to the system, I/O group, and
nodes:

https://www.ibm.com/support/docview.wss?uid=ssg151010644

IBM Systems Journal, Vol. 42, No. 2, 2003:
http://ieeexplore.ieee.org/xpl/freeabs_all.jsp?arnumber=5386853
IBM Storage Advisor Tool:

https://www.ibm.com/us-en/marketplace/data-protection-and-recovery
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Help from IBM
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ibm.com/support

IBM Global Services

ibm.com/services
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